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Contact Information

About This Bulletin
The monthly Global Debit Operations Bulletin is the primary source of debit operations
information for MasterCard Principal Members. Changes to MasterCard International bylaws,
rules, operating regulations, policies, or Standards announced in this bulletin with an effective
date are effective as of that date, regardless of when any such change is published in a manual
or other document. If no date is specified in the article, the change is effective immediately.

For More Information
Some articles in this bulletin include specific contacts for more information. Members with
questions about other articles should contact their regional Help Desks or the Customer
Operations Services team in their region or in St. Louis, Missouri, USA at:

Phone: 1-800-999-0363 (in Canada and U.S. regions)
1-636-722-6176
1-636-722-6292 (Spanish language support)

Fax: 1-636-722-7192

E-mail: Canada, Latin America and the Caribbean,
Europe, South Asia/Middle East/Africa, and
U.S. regions

customer_support@mastercard.com

Asia/Pacific:

Australia and New Zealand csd@mastercard.com

Brunei/Malaysia helpdesk.malaysia@mastercard.com

Cambodia/Laos/Vietnam helpdesk.indochina@mastercard.com

China, Hong Kong, and Taiwan helpdesk.gc@mastercard.com

Indonesia helpdesk.indonesia@mastercard.com

Japan/Guam helpdesk.tokyo@mastercard.com

Korea korea_helpdesk@mastercard.com

Philippines helpdesk.philippines@mastercard.com

Singapore helpdesk.singapore@mastercard.com

Thailand helpdesk.thailand@mastercard.com

Spanish language support lagroup@mastercard.com

Vendor Relations, all regions vendor.program@mastercard.com
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Revised Standards for Issuer Handling
of Fraudulent Accounts
Claire Le Gal, Business Leader, Payment System Integrity

Topic(s): Authorization, Authorization Release 11.1, Chargebacks, Clearing, Dual Message System
Release 11.Q4, Fraud/Risk, Clearing Release 11.1, Rules/Standards, Security, Single Message
System Release 11.Q4

Applies to: � Issuers � Acquirers � Processors

Summary: Effective as indicated, Debit MasterCard® issuers must:

– Either close an account or relinquish their fraud and
cardholder-does-not-recognize chargeback rights on
transactions authorized subsequent to the date of the second
fraud chargeback on the account.

– Include the expiration date of an account that is charged back
in all of their First Chargeback/1442 messages, for accounts
that they “soft re-issued” (such as the same primary account
number [PAN] with a different expiration date).

In addition, acquirers must receive the new private data
subelement (PDS) 0200 (FNS—Fraud Notification Date),
which MasterCard automatically will populate in First
Chargeback/1442 messages to help acquirers determine when
they have a second presentment remedy to a fraudulent or
cardholder-does-not-recognize chargeback.

Action Indicator: M Mandate

F Financial impact

C Coding or development changes typically required

A Attention warranted

Effective Date: As indicated

Changes to Issuer Handling of Fraudulent Accounts
Effective 14 October 2011, Debit MasterCard issuers must either close
an account or relinquish their fraud and cardholder-does-not-recognize
chargeback rights on transactions authorized subsequent to the date of the
second fraud chargeback on the account.

This article contains the chargeback rules published in Global Operations
Bulletin No. 2, 1 February 2011. These rules apply to MasterCard credit
transactions starting on 15 April 2011 and Debit MasterCard transactions
starting on 14 October 2011.
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The information in this article applies to MasterCard® and Debit MasterCard®

transactions processed through the Single Message System or the Dual Message
System, although Debit MasterCard issuers use only the last two digits of the
reason codes. The changes to the Standards do not apply to Maestro or Cirrus
transactions.

The fraud chargeback message reason codes that will count toward the
threshold used to determine when an issuer’s right to charge back (for a fraud
or cardholder-does-not-recognize reason) is altered are listed below:

• 0037—No Cardholder Authorization

• 0047—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

• 0057—Card-Activated Telephone Transactions (fraud only)

• 0062—Counterfeit Transaction Magnetic Stripe POS Fraud

• 0063—Cardholder Does Not Recognize—Potential Fraud, only for
arbitration chargeback message reasons RS2 (cardholder claims that the
transaction is fraudulent) and RS3 (cardholder claims that the transaction
involving Address Verification Service [AVS]-related information is
fraudulent)

• 0070—Chip Liability Shift

• 0071—Chip/PIN Liability Shift

After an issuer has initiated two chargebacks under any of the message
reason codes listed above, MasterCard will include the date that the
issuer submitted the second fraud chargeback to MasterCard in PDS 0200
(FNS—Fraud Notification Date) of all subsequent First Chargeback/1442
messages. MasterCard will automatically populate this new PDS, which
will become available with the Single Message System Release 11.Q4 and
with the Dual Message System Release 11.Q4 for Debit MasterCard, in the
First Chargeback/1442 message before forwarding it to the acquirer. The
PDS 0200 value represents both the date of the second fraud chargeback
on an account and the date on or before which a transaction involving
that account must be authorized to qualify for chargeback for a fraud or
cardholder-does-not-recognize reason. An issuer loses the right to initiate
a fraud or cardholder-does-not-recognize chargeback for any transaction
authorized after that date; all other chargeback rights remain unchanged.

When the authorization date of a transaction charged back is after the date
populated in PDS 0200, then the acquirer will have a second presentment
remedy to a chargeback initiated under any of the following message reason
codes:
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• 0037—No Cardholder Authorization

• 0047—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

• 0057—Card-Activated Telephone Transactions (fraud only)

• 0062—Counterfeit Transaction Magnetic Stripe POS Fraud

• 0063—Cardholder Does Not Recognize—Potential Fraud

• 0070—Chip Liability Shift

• 0071—Chip/PIN Liability Shift

For more information about processing chargeback transactions via NICS™,
refer to the NICS User Guide. For more information about processing
chargeback transactions via online exception item processing, refer to the
Single Message System Specifications manual. In addition, Data Element
definitions and values and transaction message flows may be different for
Debit MasterCard transactions. For more information about Data Element
definitions and values and transaction message flows for Debit MasterCard
transactions, refer to the Single Message System Specifications manual.

New Requirement for Issuers that “Soft Re-Issue”
Fraudulent Accounts
When an account has fraud activity, some issuers re-issue the same account
number with a new expiration date. MasterCard refers to this process
as a “soft re-issue.” To ensure that MasterCard correctly will identify
accounts that no longer will retain fraud and cardholder-does-not-recognize
chargeback rights, Debit MasterCard issuers that soft re-issue accounts must
include Data Element (DE) 14 (Date, Expiration) in all of their fraud and
cardholder-does-not-recognize First Chargeback/1442 messages for such
accounts effective 15 April 2011. The rules relating to this requirement were
published in Global Operations Bulletin No. 10, 1 October 2010.

If DE 14 is not consistently present in the First Chargeback/1442 messages for
Debit MasterCard transactions as of 14 October 2011, MasterCard will only
apply its matching logic (and populate the value in PDS 0200) solely based
on the PAN. This requirement only applies to Debit MasterCard issuers with
accounts that have been soft re-issued. Debit MasterCard issuers that do not
soft re-issue their accounts are not affected by the new requirement.
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Fraud Notification Service—Authorization and
Clearing Release 11.1, Single Message System Release
11.Q4, and Dual Message System Release 11.Q4
MasterCard will implement the Fraud Notification Service (FNS) as part of
Authorization and Clearing Release 11.1 for MasterCard credit transactions
and as part of the Single Message System Release 11.Q4 and Dual Message
System Release 11.Q4 for Debit MasterCard transactions. Once implemented,
this new tool will ensure that acquirers know when an account no longer
qualifies for a fraud or cardholder-does-not-recognize chargeback, so that they
may successfully second present a qualifying transaction by asserting that the
chargeback is invalid.

Effective 14 October 2011, when a Debit MasterCard issuer submits a second
First Chargeback/1442 message for a fraud message reason code to MasterCard,
FNS automatically will insert a value in PDS 0200 (FNS—Fraud Notification
Date) that represents the date when the issuer submitted a second fraudulent
chargeback on that account. By comparing the value in PDS 0200 to the
authorization date of the transaction charged back in the First Chargeback/1442
message, acquirers will be able to determine if they may benefit from a second
presentment remedy for an issuer’s failure to comply with the Standards listed
in this article regarding the handling of fraudulent accounts:

• If the authorization date of the transaction charged back is before the
date in PDS 0200, then the acquirer will not have a second presentment
remedy to the fraud or cardholder-does-not-recognize chargeback for an
issuer’s failure to comply with the Standards regarding the handling of
fraudulent accounts.

• If the authorization date of the transaction charged back is after the date in
PDS 0200, then the acquirer will have a second presentment remedy to the
fraud or cardholder-does-not-recognize chargeback for an issuer’s failure to
comply with the Standards regarding the handling of fraudulent accounts.

MasterCard will publish additional information about the FNS in the Single
Message System Release 11.Q4 Document and in the Dual Message System
Release 11.Q4 Document, which will be available on MasterCard OnLine®
through the Member Publications product.

Overview of Revised Standards
Please review the revisions to the publication indicated in the following table
and make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be published in…

Effective for Debit
MasterCard first
chargebacks occurring
on or after 14 October
2011

Chargeback Guide Chapter 3—Message
Reason Codes
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MasterCard will incorporate the revised Standards into a future edition of this
manual. The manual is available on MasterCard OnLine through the Member
Publications product.

Revised Standards—Chargeback Guide
MasterCard will revise the Chargeback Guide to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

NOTE

Table references shown as "XX" will be replaced with proper numbering when
incorporated into the manual.

Chapter 3—Message Reason Codes

3.3 Fraud-related Chargebacks

The following message reason codes are fraud-related:

• 4837—No Cardholder Authorization

• 4840—Fraudulent Processing of Transactions

• 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

• 4849—Questionable Merchant Activity

• 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

• 4863—Cardholder Does Not Recognize—Potential Fraud (Arbitration
chargeback message reasons RS2 and RS3)

• 4870—Chip Liability Shift

• 4871—Chip/PIN Liability Shift
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All fraud, including counterfeit transactions, must be reported to the System
to Avoid Fraud Effectively (SAFE), whether or not the transaction results in
a fraud-related chargeback. MasterCard may assess up to USD 1,000 per
chargeback for every transaction that generated a fraud-related chargeback
and was not reported to SAFE as specified in Chapter 1 of the Complete SAFE
Manual. All information provided to SAFE must be accurate, complete, and
reported in accordance with fraud reporting categories that MasterCard may
establish from time to time.

For message reason codes 4837, 4840, 4847, 4862, 4870, and 4871 and
fraud-related disputes for message reason codes 4835, 4857, 4863 RS2, and
4863 RS3, the issuer must supply provide an e-mail message by the authorized
cardholder or a signed cardholder declaration by the authorized cardholder
stating that the cardholder did not make or authorize the transaction.

An issuer must not use message reason code 4837, 4847, 4862, 4863 (including
first chargeback and all arbitration chargeback RS codes), 4870, or 4871 if the
issuer approved the transaction after submitting two or more chargebacks
involving the same MasterCard card account (for this purpose, “account”
means primary account number [PAN] and expiration date) for any of the
following message reason codes: 4837, 4847, 4857 (fraud only), 4862, 4863
RS2, 4863 RS3, 4870, or 4871.

Prompt reporting of fraud-related transactions helps to identify questionable
card acceptor (merchant) activity more quickly and protects the member’s
chargeback rights.

3.5.1 Cardholder Dispute Chargebacks

The following message reason codes apply to cardholder disputes:

• 4841—Cancelled Recurring Transaction

• 4853—Cardholder Dispute—Defective Merchandise/Not as Described

• 4854—Cardholder Dispute—Not Elsewhere Classified (U.S. region only)

• 4855—Goods or services not provided

• 4857—Card-Activated Telephone Transaction

• 4859—Change to Addendum, No-show, or ATM Dispute

An issuer must not use message reason code 4857 if the cardholder alleges that
he or she did not authorize or engage in transaction(s) that the issuer approved
after submitting two or more chargebacks involving the same MasterCard card
account (for this purpose, “account” means primary account number [PAN] and
expiration date) for any of the following message reason codes: 4837, 4847,
4857 (fraud only), 4862, 4863 RS2, 4863 RS3, 4870, or 4871.

The remainder of this section is unchanged.
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3.6 Retrieval Request and Documentation-related Chargebacks

The following message reason codes apply to chargebacks for retrieval request
and documentation-related chargebacks:

• 4801—Requested Transaction Data Not Received

• 4802—Requested/Required Information Illegible or Missing

• 4863—Cardholder Does Not Recognize—Potential Fraud (First chargeback
only)

An issuer must not use message reason code 4863 if the issuer approved the
transaction after submitting two or more chargebacks involving the same
MasterCard card account (for this purpose, “account” means primary account
number [PAN] and expiration date) for any of the following message reason
codes: 4837, 4847, 4857 (fraud only), 4862, 4863 RS2, 4863 RS3, 4870, or 4871.

The remainder of this section is unchanged.

3.18 Message Reason Code 4837—No Cardholder Authorization

3.18.2 Improper Use of Message Reason Code 4837

The issuer may not use this message reason code for the following types of
transactions:

• The issuer approved the transaction after submitting two or more
chargebacks involving the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) for
any of the following message reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift

– 4871—Chip/PIN Liability Shift

The remainder of this section is unchanged.

3.18.5 Proper Use for Acquirer’s Second Presentment

The conditions shown below represent valid remedies or options that the
acquirer can use to process a second presentment for message reason code
4837.
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Resolving Chargeback Resulting from Account Number Keying Errors. If an
acquirer determines that the disputed transaction resulted from a keying error,
the acquirer must resubmit the transaction as a new First Presentment/1240
message (assuming that the error is corrected). If the acquirer submits a
new first presentment, the issuer and acquirer both must observe applicable
procedures and time periods.

Previous Fraud-related Chargebacks on the Account. The acquirer may
process a second presentment if the issuer previously charged back two or
more transactions on the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) before
the authorization approval date of the disputed transaction for any of the
following message reason codes:

• 4837—No Cardholder Authorization

• 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

• 4857—Card-Activated Telephone Transaction (fraud only)

• 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

• 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

• 4870—Chip Liability Shift

• 4871—Chip/PIN Liability Shift

The Fraud Notification Service (FNS) alerts the acquirer in the event that the
issuer has submitted two or more chargebacks involving the same MasterCard
card account for any of the message reason codes listed immediately
above. FNS places the date on which the issuer submitted the second such
fraud-related chargeback in PDS 0200 (FNS—Fraud Notification Date) of the
First Chargeback/1442 message. If PDS 0200 is present and contains a date
value that is earlier than the authorization approval date of the disputed
transaction, the acquirer may process a second presentment as described in
Table 3.XX.

Table 3.XX—Two or More Previous Fraud-related Chargebacks

IPM Second Presentment Message
Reason Code

2713
Invalid Chargeback

Second Presentment Condition The issuer previously charged back two or more transactions
involving the same MasterCard card account prior to the
authorization approval date of the disputed transaction for any
of the following message reason codes: 4837, 4847, 4857 (fraud
only), 4862, arbitration chargeback 4863 RS2 or RS3, 4870, or 4871.

Supporting Documents None
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DE 72 (Data Record) One of the following:

a. FNS

b. NN MMDDYY NN MMDDYY AUTH MMDDYY

Notes The following applies to the use of DE 72 (Data Record):

a. Use FNS when the authorization approval date of the
disputed transaction is later than the date value provided
by the Fraud Notification Service in PDS 0200 of the First
Chargeback/1442 message.

b. Use NN MMDDYY for a previous chargeback by replacing
NN with the last two digits of the message reason code
and MMDDYY with the Central Site Business Date. For
AUTH MMDDYY, replace MMDDYY with the authorization
approval date of the disputed transaction.

The remainder of this section is unchanged.

3.23 Message Reason Code 4847—Requested/Required
Authorization Not Obtained and Fraudulent Transaction

3.23.2 Improper Use of Message Reason Code 4847

The issuer may not use this message reason code for the following types of
transactions:

• The issuer approved the transaction after submitting two or more
chargebacks involving the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) for
any of the following message reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift

– 4871—Chip/PIN Liability Shift

The remainder of this section is unchanged.

3.23.5 Proper Use for Acquirer’s Second Presentment

The conditions shown below represent valid options that the acquirer may
choose to process a second presentment for message reason code 4847.
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Members should refer to section 3.2.1 Merchant Authorization Reversals of
this guide for processing procedures and applicable remedies for transactions
involving merchant authorization reversals. Refer to section 4.7.16 Example
16—Merchant Reversals of this guide for additional information.

Previous Fraud-related Chargebacks on the Account. The acquirer may
process a second presentment if the issuer previously charged back two or
more transactions on the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) before
the authorization approval date of the disputed transaction for any of the
following message reason codes:

• 4837—No Cardholder Authorization

• 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

• 4857—Card-Activated Telephone Transaction (fraud only)

• 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

• 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

• 4870—Chip Liability Shift

• 4871—Chip/PIN Liability Shift

The Fraud Notification Service (FNS) alerts the acquirer in the event that the
issuer has submitted two or more chargebacks involving the same MasterCard
card account for any of the message reason codes listed immediately
above. FNS places the date on which the issuer submitted the second such
fraud-related chargeback in PDS 0200 (FNS—Fraud Notification Date) of the
First Chargeback/1442 message. If PDS 0200 is present and contains a date
value that is earlier than the authorization approval date of the disputed
transaction, the acquirer may process a second presentment as described in
Table 3.XX.

Banknet network “refer” authorization response. An acquirer must contact
the issuer for further instructions concerning the transaction as a result of a
Banknet network “refer” authorization response. Acquirers may use GARS to
connect with the issuer. In such cases, there may be no electronic record of
the authorization code, because it may have been communicated verbally
by the issuer. MasterCard records will show that the connection between
the card acceptor, or acquirer, and the issuer has been made. Therefore, the
issuer must use its internal authorization logs, or other such media, that report
authorization responses given as a result of “call referral” response if the
acquirer provides documentation that substantiates approval was given for the
transaction when the acquirer connected with the issuer via GARS or a telex.
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Table 3.XX—Two or More Previous Fraud-related Chargebacks

IPM Second Presentment Message
Reason Code

2713
Invalid Chargeback

Second Presentment Condition The issuer previously charged back two or more transactions
involving the same MasterCard card account prior to the
authorization approval date of the disputed transaction for any
of the following message reason codes: 4837, 4847, 4857 (fraud
only), 4862, arbitration chargeback 4863 RS2 or RS3, 4870, or 4871.

Supporting Documents None

DE 72 (Data Record) One of the following:

a. FNS

b. NN MMDDYY NN MMDDYY AUTH MMDDYY

Notes The following applies to the use of DE 72 (Data Record):

a. Use FNS when the authorization approval date of the
disputed transaction is later than the date value provided
by the Fraud Notification Service in PDS 0200 of the First
Chargeback/1442 message.

b. Use NN MMDDYY for a previous chargeback by replacing
NN with the last two digits of the message reason code
and MMDDYY with the Central Site Business Date. For
AUTH MMDDYY, replace MMDDYY with the authorization
approval date of the disputed transaction.

The remainder of this section is unchanged.

3.29 Message Reason Code 4857—Card-Activated Telephone
Transactions

3.29.2 Improper Use of Message Reason Code 4857

The issuer may not use this message reason code for chip/PIN the following
types of transactions:

• The cardholder alleges that he or she did not authorize or engage in
transaction(s) that the issuer approved after submitting two or more
chargebacks involving the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) for
any of the following message reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud
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– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift

– 4871—Chip/PIN Liability Shift

• Chip/PIN transactions when:

– The cardholder denies participation in a card-activated telephone
transaction

– The transaction certificate and related data were provided in DE 55 of
the First Presentment/1240 message.

The remainder of this section is unchanged.

3.29.5 Proper Use for Acquirer’s Second Presentment

The following conditions represent valid options that the acquirer can use to
process a second presentment for message reason code 4857.

Previous Fraud-related Chargebacks on the Account. The acquirer may
process a second presentment if the issuer previously charged back two or
more transactions on the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) before
the authorization approval date of the disputed transaction for any of the
following message reason codes:

• 4837—No Cardholder Authorization

• 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

• 4857—Card-Activated Telephone Transaction (fraud only)

• 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

• 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

• 4870—Chip Liability Shift

• 4871—Chip/PIN Liability Shift

The Fraud Notification Service (FNS) alerts the acquirer in the event that
the issuer has submitted two or more chargebacks involving the same
MasterCard card account for any of the message reason codes listed
immediately above. FNS places the date on which the issuer submitted
the second such fraud-related chargeback in PDS 0200 (FNS—Fraud
Notification Date) of the First Chargeback/1442 message. If PDS 0200 is
present and contains a date value that is earlier than the authorization
approval date of the disputed transaction, the acquirer may process a
second presentment as described in Table 3.XX.
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Table 3.XX—Two or More Previous Fraud-related Chargebacks

IPM Second Presentment Message
Reason Code

2713
Invalid Chargeback

Second Presentment Condition The issuer previously charged back two or more transactions
involving the same MasterCard card account prior to the
authorization approval date of the disputed transaction for any
of the following message reason codes: 4837, 4847, 4857 (fraud
only), 4862, arbitration chargeback 4863 RS2 or RS3, 4870, or 4871.

Supporting Documents None

DE 72 (Data Record) One of the following:

a. FNS

b. NN MMDDYY NN MMDDYY AUTH MMDDYY

Notes The following applies to the use of DE 72 (Data Record):

a. Use FNS when the authorization approval date of the
disputed transaction is later than the date value provided
by the Fraud Notification Service in PDS 0200 of the First
Chargeback/1442 message.

b. Use NN MMDDYY for a previous chargeback by replacing
NN with the last two digits of the message reason code
and MMDDYY with the Central Site Business Date. For
AUTH MMDDYY, replace MMDDYY with the authorization
approval date of the disputed transaction.

The remainder of this section is unchanged.

3.32 Message Reason Code 4862—Counterfeit Transaction
Magnetic Stripe POS Fraud

3.32.2 Improper Use of Message Reason Code 4862

Issuers cannot use this message reason code for the following:

• The issuer approved the transaction after submitting two or more
chargebacks involving the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) for
any of the following message reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift
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– 4871—Chip/PIN Liability Shift

The remainder of this section is unchanged.

3.32.5 Proper Use for Acquirer’s Second Presentment

The following conditions represent valid options that the acquirer may choose
to process a second presentment for message reason code 4862.

Previous Fraud-related Chargebacks on the Account. The acquirer may
process a second presentment if the issuer previously charged back two or
more transactions on the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) before
the authorization approval date of the disputed transaction for any of the
following message reason codes:

• 4837—No Cardholder Authorization

• 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

• 4857—Card-Activated Telephone Transaction (fraud only)

• 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

• 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

• 4870—Chip Liability Shift

• 4871—Chip/PIN Liability Shift

The Fraud Notification Service (FNS) alerts the acquirer in the event that the
issuer has submitted two or more chargebacks involving the same MasterCard
card account for any of the message reason codes listed immediately
above. FNS places the date on which the issuer submitted the second such
fraud-related chargeback in PDS 0200 (FNS—Fraud Notification Date) of the
First Chargeback/1442 message. If PDS 0200 is present and contains a date
value that is earlier than the authorization approval date of the disputed
transaction, the acquirer may process a second presentment as described in
Table 3.XX.

Table 3.XX—Two or More Previous Fraud-related Chargebacks

IPM Second Presentment Message
Reason Code

2713
Invalid Chargeback

Second Presentment Condition The issuer previously charged back two or more transactions
involving the same MasterCard card account prior to the
authorization approval date of the disputed transaction for any
of the following message reason codes: 4837, 4847, 4857 (fraud
only), 4862, arbitration chargeback 4863 RS2 or RS3, 4870, or 4871.

Supporting Documents None
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DE 72 (Data Record) One of the following:

a. FNS

b. NN MMDDYY NN MMDDYY AUTH MMDDYY

Notes The following applies to the use of DE 72 (Data Record):

a. Use FNS when the authorization approval date of the
disputed transaction is later than the date value provided
by the Fraud Notification Service in PDS 0200 of the First
Chargeback/1442 message.

b. Use NN MMDDYY for a previous chargeback by replacing
NN with the last two digits of the message reason code
and MMDDYY with the Central Site Business Date. For
AUTH MMDDYY, replace MMDDYY with the authorization
approval date of the disputed transaction.

The remainder of this section is unchanged.

3.33 Message Reason Code 4863—Cardholder Does Not
Recognize—Potential Fraud

3.33.2 Improper Use of Message Reason Code 4863

The issuer may not use this message reason code in the following situations:

• The issuer approved the transaction after submitting two or more
chargebacks involving the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) for
any of the following message reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift

– 4871—Chip/PIN Liability Shift

The remainder of this section is unchanged.

3.33.5 Proper Use for Acquirer’s Second Presentment

The conditions shown below represent valid options that the acquirer may
choose to process a second presentment for message reason code 4863.
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In the event the transaction is face-to-face via the clearing data the acquirer
must consider the authorization data as well. If any card present data is
conflicting, acquirers are required to produce a signed Transaction information
document (TID) with proof of card presence.

Previous Fraud-related Chargebacks on the Account. The acquirer may
process a second presentment if the issuer previously charged back two or
more transactions on the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) before
the authorization approval date of the disputed transaction for any of the
following message reason codes:

• 4837—No Cardholder Authorization

• 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

• 4857—Card-Activated Telephone Transaction (fraud only)

• 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

• 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

• 4870—Chip Liability Shift

• 4871—Chip/PIN Liability Shift

The Fraud Notification Service (FNS) alerts the acquirer in the event that the
issuer has submitted two or more chargebacks involving the same MasterCard
card account for any of the message reason codes listed immediately
above. FNS places the date on which the issuer submitted the second such
fraud-related chargeback in PDS 0200 (FNS—Fraud Notification Date) of the
First Chargeback/1442 message. If PDS 0200 is present and contains a date
value that is earlier than the authorization approval date of the disputed
transaction, the acquirer may process a second presentment as described in
Table 3.XX.

Table 3.XX—Two or More Previous Fraud-related Chargebacks

IPM Second Presentment Message
Reason Code

2713
Invalid Chargeback

Second Presentment Condition The issuer previously charged back two or more transactions
involving the same MasterCard card account prior to the
authorization approval date of the disputed transaction for any
of the following message reason codes: 4837, 4847, 4857 (fraud
only), 4862, arbitration chargeback 4863 RS2 or RS3, 4870, or 4871.

Supporting Documents None
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DE 72 (Data Record) One of the following:

a. FNS

b. NN MMDDYY NN MMDDYY AUTH MMDDYY

Notes The following applies to the use of DE 72 (Data Record):

a. Use FNS when the authorization approval date of the
disputed transaction is later than the date value provided
by the Fraud Notification Service in PDS 0200 of the First
Chargeback/1442 message.

b. Use NN MMDDYY for a previous chargeback by replacing
NN with the last two digits of the message reason code
and MMDDYY with the Central Site Business Date. For
AUTH MMDDYY, replace MMDDYY with the authorization
approval date of the disputed transaction.

The remainder of this section is unchanged.

3.34 Message Reason Code 4870—Chip Liability Shift

3.34.2 Improper Use of Message Reason Code 4870

The issuer may not use this message reason code when:

• The issuer approved the transaction after submitting two or more
chargebacks involving the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) for
any of the following message reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift

– 4871—Chip/PIN Liability Shift

The remainder of this section is unchanged.

3.34.4 Proper Use for Acquirer’s Second Presentment

The conditions shown below represent valid options that the acquirer may
choose to process a second presentment for message reason code 4870.

An acquirer has second presentment rights under this message reason code if
any of the following conditions exist:
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• The country or region in which either the acquirer or issuer is located
does not have an applicable domestic or intraregional chip liability shift or
participate in the interregional Chip Liability Shift Program.

• The First Presentment/1240 message contained DE 55 with the mandatory
subelements.

• The transaction was magnetic stripe-read or key-entered as the result of
technical fallback and was properly identified as such in the Authorization
Request/0100 message and in the First Presentment/1240 message.

The following conditions represent valid remedies or options that the acquirer
can use to process a second presentment for message reason code 4870.

• The issuer previously charged back two or more transactions on the same
MasterCard card account (for this purpose, “account” means primary
account number [PAN] and expiration date) before the authorization
approval date of the disputed transaction for any of the following message
reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift

– 4871—Chip/PIN Liability Shift

The Fraud Notification Service (FNS) alerts the acquirer in the event that
the issuer has submitted two or more chargebacks involving the same
MasterCard card account for any of the message reason codes listed
immediately above. FNS places the date on which the issuer submitted
the second such fraud-related chargeback in PDS 0200 (FNS—Fraud
Notification Date) of the First Chargeback/1442 message. If PDS 0200 is
present and contains a date value that is earlier than the authorization
approval date of the disputed transaction, the acquirer may process a
second presentment as described in Table 3.XX.

Table 3.XX—Two or More Previous Fraud-related Chargebacks

IPM Second Presentment Message
Reason Code

2713
Invalid Chargeback

Second Presentment Condition The issuer previously charged back two or more transactions
involving the same MasterCard card account prior to the
authorization approval date of the disputed transaction for any
of the following message reason codes: 4837, 4847, 4857 (fraud
only), 4862, arbitration chargeback 4863 RS2 or RS3, 4870, or 4871.

Supporting Documents None
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DE 72 (Data Record) One of the following:

a. FNS

b. NN MMDDYY NN MMDDYY AUTH MMDDYY

Notes The following applies to the use of DE 72 (Data Record):

a. Use FNS when the authorization approval date of the
disputed transaction is later than the date value provided
by the Fraud Notification Service in PDS 0200 of the First
Chargeback/1442 message.

b. Use NN MMDDYY for a previous chargeback by replacing
NN with the last two digits of the message reason code
and MMDDYY with the Central Site Business Date. For
AUTH MMDDYY, replace MMDDYY with the authorization
approval date of the disputed transaction.

The remainder of this section is unchanged.

3.35 Message Reason Code 4871—Chip/PIN Liability Shift

3.35.2 Improper Use of Message Reason Code 4871

The issuer may not use this message reason code when:

• The issuer approved the transaction after submitting two or more
chargebacks involving the same MasterCard card account (for this purpose,
“account” means primary account number [PAN] and expiration date) for
any of the following message reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift

– 4871—Chip/PIN Liability Shift

The remainder of this section is unchanged.

3.35.4 Proper Use for Acquirer’s Second Presentment

The conditions shown below represent valid options that the acquirer may
choose to process a second presentment for message reason code 4871.

An acquirer has second presentment rights under this message reason code if
any of the following conditions exist:
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• The country or region in which either the acquirer or issuer is located does
not have an applicable intraregional chip/PIN liability shift or does not
participate in the interregional Chip Liability Shift Program.

• The transaction was a valid chip/PIN transaction.

• The transaction occurred at a hybrid PIN-capable terminal and did not
involve a hybrid PIN-preferring card.

• The transaction involved CVM fallback from PIN to signature or no CVM.

• The transaction occurred at a hybrid PIN-capable terminal and was
magnetic stripe-read or key-entered as the result of technical fallback and
was properly identified as such in the Authorization Request/0100 message
and in the First Presentment/1240 message.

• The issuer previously charged back two or more transactions on the same
MasterCard card account (for this purpose, “account” means primary
account number [PAN] and expiration date) before the authorization
approval date of the disputed transaction for any of the following message
reason codes:

– 4837—No Cardholder Authorization

– 4847—Requested/Required Authorization Not Obtained and Fraudulent
Transaction

– 4857—Card-Activated Telephone Transaction (fraud only)

– 4862—Counterfeit Transaction Magnetic Stripe POS Fraud

– 4863—Cardholder Does Not Recognize—Potential Fraud (arbitration
chargeback message reason RS2 or RS3 only)

– 4870—Chip Liability Shift

– 4871—Chip/PIN Liability Shift

The Fraud Notification Service (FNS) alerts the acquirer in the event that
the issuer has submitted two or more chargebacks involving the same
MasterCard card account for any of the message reason codes listed
immediately above. FNS places the date on which the issuer submitted
the second such fraud-related chargeback in PDS 0200 (FNS—Fraud
Notification Date) of the First Chargeback/1442 message. If PDS 0200 is
present and contains a date value that is earlier than the authorization
approval date of the disputed transaction, the acquirer may process a
second presentment as described in Table 3.XX.

Table 3.XX—Two or More Previous Fraud-related Chargebacks

IPM Second Presentment Message
Reason Code

2713
Invalid Chargeback

Second Presentment Condition The issuer previously charged back two or more transactions
involving the same MasterCard card account prior to the
authorization approval date of the disputed transaction for any
of the following message reason codes: 4837, 4847, 4857 (fraud
only), 4862, arbitration chargeback 4863 RS2 or RS3, 4870, or 4871.
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Supporting Documents None

DE 72 (Data Record) One of the following:

a. FNS

b. NN MMDDYY NN MMDDYY AUTH MMDDYY

Notes The following applies to the use of DE 72 (Data Record):

a. Use FNS when the authorization approval date of the
disputed transaction is later than the date value provided
by the Fraud Notification Service in PDS 0200 of the First
Chargeback/1442 message.

b. Use NN MMDDYY for a previous chargeback by replacing
NN with the last two digits of the message reason code
and MMDDYY with the Central Site Business Date. For
AUTH MMDDYY, replace MMDDYY with the authorization
approval date of the disputed transaction.

The remainder of this chapter is unchanged.

For More Information
Members with questions about the information in this article should contact
Customer Operations Services using the Contact Information provided in this
bulletin, their regional Help Desk, or a regional Security and Risk Services
representative.
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Clarification of Card Acceptor Business
Code
Debra Kreiselman, Program Leader, Franchise Development, Rules, Standards, and Strategy

Topic(s): Card Acceptor Business Code (MCC)

Applies to: � Issuers � Acquirers � Processors

Summary: MasterCard is clarifying the new Card Acceptor Business Code
(MCC) assigned to the Cosmopolitan of Las Vegas.

Action Indicator: M Mandate

F Financial impact

C Coding or development changes typically required

Effective Date: 14 October 2011

Clarification
In the article “New Card Acceptor Business Code” published in Global Debit
Operations Bulletin No. 12, 10 December 2010, MasterCard announced the
assignment of MCC 3628 to the Cosmopolitan of Las Vegas; however, MCC
3628 is currently assigned to the Excalibur Hotel and Casino.

MasterCard is clarifying that the MCC assigned to Cosmopolitan of Las Vegas
will be 3828, as indicated in the table below. The effective date remains 14
October 2011.

Incorrect MCC Correct MCC TCC Description

3628 3828 H Cosmopolitan of Las Vegas

MasterCard will include this information in a future edition of the Quick
Reference Booklet.
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For More Information
Members with questions about this MCC should contact:

Debra Kreiselman

Program Leader, Franchise Development, Rules, Standards, and Strategy

Phone: 1-914-249-6368

Fax: 1-914-249-4385

E-mail: debra_kreiselman@mastercard.com
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MasterCard Announces the Fraud
Management Program and Revised
Standards
Joseph Vukasovic, Business Leader, Security and Risk Services

Topic(s): Fraud/Risk, Rules/Standards, Security

Applies to: � Issuers � Acquirers � Processors

Summary: Effective immediately, MasterCard has revised its Risk
Assessment Management Program (RAMP) Standards to
introduce the Fraud Management Program (FMP).

The RAMP Level 1 review has been renamed the FMP Level 1
review, which is a mandatory review for principal and affiliate
MasterCard membership applicants.

The RAMP Level 2 review has been renamed the FMP Level 4
Member Consultative review, which is an optional consultative
review for existing members.

The RAMP Level 3 Member Service Provider (MSP) review has
been renamed the FMP Level 2 MSP review, which is an annual
MSP review, conducted at the discretion of the MasterCard
Security and Risk Services staff.

The RAMP Level 3 Member review has been renamed the
FMP Level 3 Member review, which is a mandatory review for
noncompliant members, conducted at the discretion of the
MasterCard Security and Risk Services staff.

The revised Standards within this article provide additional
details about the FMP.

Action Indicator: M Mandate

F Financial impact

A Attention warranted

Effective Date: Immediately
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Overview
Using the FMP, MasterCard Security and Risk Services staff assesses a member’s
current capability to manage, anticipate, and protect against inherent internal
and external risks in the issuing and acquiring portfolio.

The FMP also helps MasterCard determine the effectiveness of existing fraud
loss controls and other risk reduction measures and helps members identify
specific areas where such measures may be inadequate.

In addition, the FMP provides, where appropriate, industry best practices to
support business growth by enhancing the overall operational efficiency and
profitability of the issuing and acquiring portfolio while maintaining losses
at an acceptable level.

FMP Review Levels

The table below provides a comparison between the review levels of the
former RAMP and the new FMP.

Former Name New Name Purpose

RAMP Level 1 review FMP Level 1 review Mandatory review for
principal and affiliate
MasterCard membership
applicants

RAMP Level 2 review FMP Level 4 Member
Consultative review

Optional review for
existing members

RAMP Level 3 MSP review FMP Level 2 MSP review Annual MSP review,
conducted at the discretion
of the Security and Risk
Services staff

RAMP Level 3 Member
review

FMP Level 3 Member
review

Mandatory review for
noncompliant members,
conducted at the discretion
of the Security and Risk
Services staff

For additional details regarding the FMP, please review the revised Standards
within this article.
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Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

Immediately Security Rules and
Procedures

Chapter 6—Fraud Loss Control
Standards

Chapter 7—Merchant
Screening and Monitoring
Standards

Chapter 13—Fraud
Management Program (FMP)

Immediately MasterCard Rules Chapter 5—Merchants and
Sales Transactions

Immediately Maestro Global Rules Chapter 19a—UK Maestro
Intracountry Rules

MasterCard will incorporate the revised Standards into future editions of these
manuals. The manuals are available on MasterCard OnLine® via the Member
Publications product.

Revised Standards—Security Rules and Procedures
Effective immediately, MasterCard will revise the Security Rules and Procedures
to include these Standards. Additions to the Standards are underlined.
Deletions are indicated with a strikethrough.

Chapter 6—Fraud Loss Control Standards

6.2 Fraud Loss Control Program Standards

6.2.3 Noncompliance with Fraud Loss Control Program Standards

Following a Risk Assessment Management Program (RAMP) Fraud Management
Program (FMP) review, a noncompliant Member will receive a formal written
report with requirements that must be satisfied within an established period to
achieve compliance with the fraud loss control Standards. For the assessments
that may apply if a Member fails to take the required actions to achieve
compliance, refer to section 13.6 of this manual.
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6.3 Counterfeit Card Fraud Loss Control Standards

6.3.3 Acquirer Counterfeit Liability Program

6.3.3.1 Acquirer Counterfeit Liability

An Acquirer is liable for any counterfeit volume that is above a threshold of 10
times the worldwide ACVR.

RAMP FMP review teams will help provide a detailed report to Acquirers
whose ACVR exceeds 10 times the worldwide average with recommendations
on how to implement programs to reduce the volume of acquired counterfeit
Transactions. If an Acquirer implements all of the programs recommended by
Fraud Management, or takes necessary action to curb counterfeit, MasterCard
will review the actions taken and may adjust the cumulative liability that would
otherwise be imposed by the Program.

Counterfeit experience inconsistent with the implementation of the required
programs will result in further Level 3 RAMP FMP Level 3 Member reviews by
MasterCard.

For more information about RAMP FMP, refer to Chapter 13 of this manual.

6.3.3.4 Application for Relief

Acquirers must submit the written application for relief under signature of an
appropriate officer, such as the Card center manager of that Member. The
following information must be included in the application:

• Certification that the requisite controls are in place

• A detailed description of the controls

• The specific parameters being used

• A copy of the procedures document described in section 6.3.3.3

• Sample copies of the automated exception reports

The application for relief must be submitted to the vice president of Fraud
Management at the address provided in Appendix C.

The effective date of the provisions of relief will be no sooner than 90 days
after the Acquirer has fully implemented the requisite controls. Release from
responsibility for the Acquirer will not be granted until all of the requirements
are in place for at least 90 days. Relief will be subject to review by RAMP
Security and Risk Services staff every six months, and may be revoked
dependent upon continued adherence to the Standards by the Member.

The remainder of this chapter is unchanged.
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Chapter 7—Merchant Screening and Monitoring Standards

7.2 Ongoing Merchant Monitoring and Education

7.2.2 Additional Requirements for Certain Merchant Categories

7.2.2.1 Merchants Alleged to Sell Products that Infringe on Intellectual
Property Rights

7.2.2.1.1 Noncompliance Assessments

Failure of an Acquirer to comply with section 7.2.2 shall subject the Acquirer
to a noncompliance assessment of up to USD 5,000, plus up to USD 1,000
per day until compliance is achieved.

An Acquirer that has acquired Transactions for a Merchant that has infringed on
the intellectual property rights of another is subject, at MasterCard discretion,
to any one or more of the following:

• A Risk Assessment Management Program (RAMP) Fraud Management
Program (FMP) Level 3 Member review

• An audit, by a third party acceptable to MasterCard, of the Acquirer’s
acquiring practices

• Noncompliance assessments up to USD 100,000, other disciplinary action,
or both

The remainder of this chapter is unchanged.

Chapter 13—Risk Assessment Management Program (RAMP)
Fraud Management Program (FMP)

This chapter describes the Risk Assessment Management Program (RAMP) Fraud
Management Program (FMP) Standards and applies to all Issuers, Acquirers,
and Member Service Providers (MSPs).

13.1 About RAMP FMP

The MasterCard Risk Assessment Management Program (RAMP) Fraud
Management Program (FMP) is a tool for assessing a Member’s current
capability to manage, anticipate, and protect against inherent internal and
external risks in the issuing and acquiring portfolio.

RAMP FMP also determines the effectiveness of existing fraud loss controls and
other risk reduction measures and assists Members in identifying specific areas
where such measures may be inadequate.

30
MasterCard Announces the Fraud Management Program and Revised Standards

Global Debit Operations Bulletin No. 2, 10 February 2011

©2011 MasterCard. Proprietary. All rights reserved.

Production Review—Due



In addition, RAMP FMP provides, where appropriate, industry best practices to
support business growth by enhancing the overall operational efficiency and
profitability of the issuing and acquiring portfolio while maintaining losses
at an acceptable level.

RAMP consists of RAMP Level 1, RAMP Level 2, and RAMP Level 3 reviews.
FMP consists of three mandatory levels and one optional level. The three
mandatory levels are Level 1 reviews for prospective Principal and Affiliate
Members, Level 2 MSP reviews, and Level 3 Member reviews. Members may
also choose to participate in Level 4 Member Consultative reviews. This
chapter describes the Standards for each review level.

13.1.1 RAMP FMP Level 1 Reviews

The RAMP FMP Level 1 review is mandatory for entities applying to become
a Principal Member or an Affiliate Member, at the sole discretion of Security
and Risk Services staff.

The RAMP FMP Level 1 review takes place during the initial licensing and
certification stage, and requires the entity to complete one or both of the
following questionnaires:

• RAMP FMP Issuer Questionnaire

• RAMP FMP Acquirer Questionnaire

If an entity that has applied to become a Principal Member is not in compliance
with the fraud loss control Standards and the minimum requirements of fraud
loss control programs described in Chapter 6, MasterCard may withhold
Membership and License approval until the entity achieves compliance.

Entities will receive a questionnaire assessment report.

In addition, MasterCard reserves the right to require an RAMP FMP Level
3 Member review if:

• RAMP FMP staff members are dissatisfied with the response to an RAMP
FMP Level 1 questionnaire (in terms of speed, content, or both), or

• RAMP FMP staff members determine that the Member represents a potential
risk, or potential threat to other Members.

NOTE

There may be an additional on-site review conducted by RAMP FMP staff within
one year of assessment of the completed questionnaire.

13.1.1.1 Merchant Risk Review Offering

G-2 (or a MasterCard approved Web site monitoring provider) offers the
following at no cost to entities that process transactions for electronic
commerce (e-commerce) Merchants:
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• An online survey to determine the entity’s risk level

• A scan of the entity’s Merchants’ Web sites to determine the number of
potential illegal or brand-damaging violations

• A report that includes best practices, a risk report card, and a statistical
review of the entity’s number of potential illegal or brand-damaging
violations

13.1.2 RAMP Level 2 Reviews

The RAMP Level 2 review is optional and is available upon request by
Members. This review is consultation-oriented, and is conducted on site.

The Member will receive a detailed and comprehensive gap analysis report
containing recommendations and benefits of critical findings during the course
of the review.

If required, the report will be supplemented by an action plan.

13.1.2.1 Merchant Risk Review Offering

G-2 (or a MasterCard approved Web site monitoring provider) offers the
following at no cost to Members that process Transactions for e-commerce
Merchants:

• An online survey to determine the Member’s risk level

• A scan of the Member’s Merchants’ Web sites to determine the number of
potential illegal or brand-damaging violations

• A report that includes best practices, a risk report card, and a statistical
review of the Member’s number of potential illegal or brand-damaging
violations

13.1.2 FMP Level 2 MSP Reviews

The FMP Level 2 MSP review is an annual review conducted for all MSPs, at
the sole discretion of Security and Risk Services staff.

MasterCard will examine the MSP’s ability to support Members so that they can
adhere to the minimum fraud loss control Program requirements described
in Chapter 6 of this manual.

An MSP that fails an FMP Level 2 MSP review may be subject to deregistration.

13.1.3 RAMP FMP Level 3 Member Reviews

MasterCard requires that each Member (parent and child Member ID/ICA
number) conduct its issuing and acquiring Activities in a prudent and financially
sound manner so as to avoid inordinate risk to itself and other Members.
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MasterCard will solicit certain Members for an RAMP FMP Level 3 Member
review of their systems and Programs, in an effort to determine whether the
selected Member has put in place adequate and effective fraud loss control
programs and to evaluate the Member’s initial and continuing ability to avoid
inordinate risk.

Members must submit to and cooperate in RAMP FMP Level 3 Member reviews.
MasterCard, at its sole discretion, may determine that an RAMP FMP Level 3
Member review is necessary or appropriate.

The Member will receive a detailed and comprehensive gap analysis report
containing recommendations and benefits of critical findings during the course
of the review.

If required, the report will be supplemented by an action plan.

13.1.3.1 Merchant Risk Review Requirement

A Member solicited for an RAMP FMP Level 3 Member review that processes
Transactions for e-commerce Merchants will receive the following services,
which are provided at no cost:

• An online survey to determine the Member’s risk level

• A scan of the Member’s Merchants’ Web sites to determine the number of
potential illegal or brand-damaging violations

• A report that includes best practices, a risk report card, and a statistical
review of the Member’s number of potential illegal or brand-damaging
violations

13.1.4 RAMP Level 3 MSP Reviews

The RAMP Level 3 MSP review is a mandatory biannual review that is required
for all MSPs, at the sole discretion of Security and Risk Services staff.

MasterCard will examine the MSP’s ability to support Members so that they can
adhere to the minimum fraud loss control Program requirements described
in Chapter 6 of this manual.

An MSP that fails a RAMP Level 3 review may be subject to deregistration.

13.1.4 FMP Level 4 Member Consultative Reviews

The FMP Level 4 Member Consultative review is optional and is available upon
request by Members. This review is consultation-oriented, and is conducted
on site.

The Member will receive a detailed and comprehensive gap analysis report
containing recommendations and benefits of critical findings during the course
of the review.

If required, the report will be supplemented by an action plan.
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13.2 RAMP FMP Review Topics

This section describes the topics that are covered by RAMP FMP reviews.
Additional topics may be included at the sole discretion of MasterCard.

13.2.1 Issuer RAMP FMP Review Topics

An Issuer review will cover the following topics, where applicable.

• Organizational structure

• Operational statistics

• Card acquisition channels

• Direct sales agency

• Card application process, including application fraud

• Credit scoring

• Credit bureau information

• Credit limit assignment

• Account management, including credit limit management

• Authorization function, process, and performance

• Data storage

• Fraud loss control programs

• Description of Member Implementation Strategy with regard to EMV
Chip/PIN, MasterCard® SecureCode™, and PayPass™ technologies

• Anti-money laundering policies

• Fraud detection performance and effectiveness

• Transaction verification strategy

• Fraud investigations

• Account Data Compromise (ADC) Event or Potential ADC Event
identification and analysis

• System to Avoid Fraud Effectively (SAFE) fraud reporting

• Use of MasterCard OnLine®

• Fraud loss charge-off policy

• Fraud-related chargebacks and recoveries

• Receipt and use of fraud reports

• Fraud loss budgeting and forecasting

• Management information systems analysis and methodology
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13.2.2 Acquirer RAMP FMP Review Topics

An Acquirer review will cover the following topics, where applicable.

• Organizational structure

• Operational statistics

• Merchant acquisition channels (retail and e-commerce)

• Direct sales agency

• Merchant application process, including application fraud

• Merchant site inspections (retail and e-commerce)

• Member Alert to Control High-risk (Merchants) (MATCH™)

• Credit bureau information

• Merchant Agreements

• Point-of-Sale (POS) Terminal capability

• Description of Member Implementation Strategy with regard to EMV
Chip/PIN, MasterCard® SecureCode™, and PayPass™ technologies

• Anti-money laundering policies

• Merchant support and services

• Authorization function and process

• Data storage

• E-commerce and Internet site data integrity

• Fraud loss control programs and Merchant monitoring

• Fraud detection performance and effectiveness

• Use of Web site monitoring solution to avoid potential illegal or
brand-damaging violations

• Transaction verification strategy

• Fraud investigations

• ADC Event or Potential ADC Event identification and analysis

• Use of MasterCard OnLine®

• Receipt and use of fraud reports

• Acquirer compliance programs

• Management information systems analysis and methodology
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13.3 RAMP FMP Reports

After an RAMP FMP review, the Member or MSP will receive a formal written
report indicating their status as to compliance with the fraud loss control
Standards and minimum fraud loss control Program requirements explained in
Chapter 6, plus other required or recommended actions, within 21 calendar
days of the review date.

In the case of noncompliance:

• The report will indicate a number of actions that must be taken to bring
the Member or MSP into compliance.

• The Member or MSP must complete an action plan and indicate
implementation dates.

• The RAMP FMP staff assesses the action plan and the proposed
implementation dates, monitors progress and results, and finally
determines whether the Member’s Programs meet the Loss Control Program
requirements.

• The Member may be subject to noncompliance assessments with the fraud
loss control Standards set forth in section 6.2 Chapter 6 of this manual.
Please refer to section 13.6 of this manual for more information regarding
noncompliance assessments.

13.4 RAMP FMP Level 3 Member Review Conditions

The following conditions are examples of specific situations or conditions that
may warrant an RAMP FMP Level 3 review. Other conditions may also warrant
an RAMP FMP Level 3 Member review.

13.4.1 RAMP FMP Level 3 Member Review Issuer Criteria

MasterCard may subject Issuers to an RAMP FMP Level 3 Member review if
any of the following conditions exist:

1. MasterCard determines that the Issuer creates or may create a burden to the
system. By way of example and not limitation, this condition exists when:

– The Issuer’s fraud basis points or counterfeit basis points exceed two
times the regional average

OR

– The Issuer’s fraud basis points or counterfeit basis points exceed two
times the worldwide basis point average.

2. The Issuer has incurred a second SAFE noncompliance incident, at the sole
discretion of Security and Risk Services staff.
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13.4.2 RAMP FMP Level 3 Member Review Acquirer Criteria

MasterCard may subject an Acquirer to an RAMP FMP Level 3 Member review
if any of the following conditions exist:

1. MasterCard staff determines that the Acquirer creates or may create a
burden to the system. By way of example and not limitation, this condition
exists when:

– The Acquirer’s fraud basis points or counterfeit basis points exceed two
times the regional average (averaged over four quarters)

OR

– The Acquirer’s fraud basis points or counterfeit basis points exceed
two times the worldwide fraud basis point average (averaged over
four quarters).

2. The Acquirer has six or more Merchant locations, each of which, in any
one month, has:

– Counterfeit Transactions totaling 5 percent of their total Transactions
for the month, when the dollar volume associated with any counterfeit
Transaction is a minimum of USD 1,000

OR

– At least two counterfeit Transactions in one month totaling a minimum
of USD 2,500.

3. The Acquirer Counterfeit Volume Ratio (ACVR) is above a threshold ten
times the worldwide ACVR.

4. The Acquirer has been notified of a violation of MasterCard Rule 5.11.7,
Illegal or Brand-damaging Transactions, and has failed promptly to cause
the violative practice to cease, as described in MasterCard Rules 5.10 and
5.11.7.

5. The Acquirer acquires Transactions for a Merchant that has engaged in
activity that MasterCard deems inappropriate in connection with use of
the MasterCard brand.

13.4.3 Basis Points Calculation

The calculation for fraud basis points is performed as follows:

• The gross fraud (as reported to SAFE) for a given time frame (such as
a quarter or a year)

• Is divided by the corresponding sales (as reported through the Quarterly
Member Report [QMR]) for the same time frame

• The result is multiplied by a factor of 10,000 to obtain fraud basis points.

Given that fraud basis points are calculated using both SAFE and QMR data,
Members are advised to coordinate with the department responsible for
QMR reporting to ensure that the data they report is complete, accurate, and
up-to-date.

MasterCard Announces the Fraud Management Program and Revised Standards

Global Debit Operations Bulletin No. 2, 10 February 2011 37
©2011 MasterCard. Proprietary. All rights reserved.

Production Review—Due



13.5 RAMP FMP Fees

The pricing principles for RAMP FMP reviews (questionnaires and on-site
reviews) are indicated in the MasterCard Consolidated Billing System Reports
relevant to the Member’s or MSP’s region.

13.6 Noncompliance with Fraud Loss Control Standards

Following an RAMP FMP review, a noncompliant Member will receive a formal
written report with requirements that must be satisfied within an established
period to achieve compliance with the fraud loss control Standards and
minimum fraud loss control Program requirements.

If a Member fails to take the required actions to achieve compliance, one
or more of the following may occur:

• Noncompliance assessments, as indicated in Table 13.1.

• Revocation of the Member’s License. A Member may appeal such a
revocation to MasterCard. Any decision by MasterCard is final.

Table 13.1—Assessments for Noncompliance with Loss Control Program
Requirements

Period Amount assessed per month

First quarter of noncompliance USD/EUR 25,000 per month

Second quarter of noncompliance USD/EUR 50,000 per month

Third quarter of noncompliance USD/EUR 75,000 per month

Each month after the third quarter of
noncompliance

USD/EUR 100,000 per month

The remainder of this manual is unchanged.
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Revised Standards—MasterCard Rules
Effective immediately, MasterCard will revise the MasterCard Rules to include
these Standards. Additions to the Standards are underlined. Deletions are
indicated with a strikethrough.

Chapter 5—Merchants and Sales Transactions

5.11.7 Illegal or Brand-damaging Transactions

A Merchant must not submit for payment into interchange, and an Acquirer
must not accept from a Merchant for submission into interchange, any
Transaction that is illegal, or in the sole discretion of the Corporation, may
damage the goodwill of the Corporation or reflect negatively on the Marks.

The Corporation considers any of the following activities to be in violation
of this Rule:

1. The sale or offer of sale of a product or service other than in full
compliance with law then applicable to the Acquirer, Issuer, Merchant,
Cardholder, Cards, or the Corporation.

2. The sale of a product or service, including an image, which is patently
offensive and lacks serious artistic value (such as, by way of example
and not limitation, images of nonconsensual sexual behavior, sexual
exploitation of a minor, nonconsensual mutilation of a person or body
part, and bestiality), or any other material that the Corporation deems
unacceptable to sell in connection with a Mark.

An Acquirer that has been notified of a Merchant’s noncompliance with this
Rule and that fails promptly to cause the noncompliant practice to cease,
or that has been notified multiple times regarding violations of this Rule, is
subject, at the Acquirer’s expense, and in addition to any other noncompliance
assessment or other discipline, or both, to any one or more of the following:

1. A RAMP Fraud Management Program (FMP) Level 3 Member review as
described in the Security Rules and Procedures manual

2. An audit at the sole expense of the Acquirer by a third party selected by
the Corporation, of the Acquirer’s acquiring practices

The Corporation may list a Merchant which the Corporation determines is
noncompliant with this Rule on the MATCH system. (See chapter 11 of the
Security Rules and Procedures manual.)

The remainder of this manual is unchanged.
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Revised Standards—Maestro Global Rules
Effective immediately, MasterCard will revise the Maestro Global Rules to
include these Standards. Additions to the Standards are underlined. Deletions
are indicated with a strikethrough.

Chapter 19a—UK Maestro Intracountry Rules

3.17.4 Risk Assessment Management Program Fraud Management
Program

The objective of the MasterCard Risk Assessment Management Program (RAMP)
Fraud Management Program (FMP) is to confirm Members’ compliance with
the minimum standards established by MasterCard and to identify opportunities
to enhance existing methodologies and procedures, and to enable Members to
achieve the highest level of operational effectiveness. The program consists of
three mandatory levels as described in detail in Chapter 13, “Risk Assessment
Fraud Management Program (FMP),” of the Security Rules and Procedures
manual.

Effective immediately, a level one RAMP A Level 1 FMP review is mandated for
all new or recent Members of the UK Maestro Scheme.

Effective 1 October 2006, RAMP will be adopted Participation in Level 2 MSP
reviews and Level 3 Member reviews is also required in accordance with the
Security Rules and Procedures manual for the benefit of all Members.

The remainder of this manual is unchanged.

For More Information
Members with questions about the information in this article should contact
Customer Operations Services using the Contact Information provided in this
bulletin, their regional Help Desk, or a regional Security and Risk Services
representative.
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Revised Standards to Prohibit Issuing or
Acquiring in India without a License
Caroline Van Ryn, Business Leader, Franchise Development, Rules, Standards, and Strategy

Topic(s): Merchant, Rules/Standards

Applies to: � Issuers � Acquirers � Processors

Summary: An issuer must not issue MasterCard, Maestro or Cirrus cards
in India, or provide such cards to India residents, unless it
is licensed by the Corporation to use the marks in India and
has written authorization from the Reserve Bank of India.
An acquirer must not acquire the MasterCard or Maestro
transactions of a merchant located in India, unless that acquirer
is licensed by the Corporation to use the marks in India and
obtains the authorization of the Reserve Bank of India.

Action Indicator: M Mandate

F Financial impact

A Attention warranted

Effective Date: Immediately

Background
MasterCard recently became aware that certain MasterCard, Maestro, and Cirrus
cards are being issued or distributed in India by issuers located outside of
India who have not been authorized by the Reserve Bank of India to issue
cards to residents of India. In addition, certain merchants in India seem to
have their transactions acquired by financial institutions that are operating
outside of India.

Members that conduct issuing or acquiring activity must do so in compliance
with applicable laws and regulations. MasterCard is working to ensure that
MasterCard, Maestro or Cirrus cards are not issued or distributed into India
and MasterCard and Maestro transactions are not acquired in India unless
the member is licensed by the Corporation to use the marks in India and
has written authorization from the Reserve Bank of India. MasterCard first
reminded issuers that they must comply with India laws and regulations in
Global Marketing Bulletin No. 1, 11 January 2011, “Reminder—Compliance
with India Laws and Regulations Regarding Card Issuance.”
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Issuer Compliance
The Standards require each issuer to be licensed by the Corporation in each
country in which it issues MasterCard, Maestro, or Cirrus cards. However, in
the case of certain prepaid card programs, where an account is funded by
one person, but has a secondary card that is sent for use to another person
designated by the cardholder, such cards may be sent outside of the issuer’s
area of use (a “secondary card arrangement”).

Additionally, the Standards set forth certain exceptions regarding circumstances
under which an issuer is not required to extend its license to issue cards
outside of the issuer’s area of use. For example, under certain circumstances,
an issuer may issue MasterCard payroll or incentive cards outside of its area of
use. To align with Reserve Bank of India requirements, MasterCard is revising
its Standards to prohibit issuers from issuing or distributing any MasterCard,
Maestro, or Cirrus card in India, unless the issuer is licensed by the Corporation
to use the marks in India and has written authorization from the Reserve Bank
of India. An issuer that is not licensed by the Corporation to use the marks
in India must instruct the cardholders to whom it issues MasterCard, Maestro,
or Cirrus cards that such cards cannot be transferred, distributed, or in any
way provided to residents of India.

Acquirer Compliance
The Reserve Bank of India has indicated to the Corporation that it is concerned
that there are merchants, located in India, that operate through “merchant
aggregators” who then have their MasterCard transactions or Maestro
transactions acquired by acquirers not licensed by the Corporation to use
the marks in India, which is neither compliant with MasterCard Standards
and nor Reserve Bank of India requirements. In some cases, the acquirer
may be unaware that it is acquiring the transactions of India merchants. The
Standards require such “merchant aggregators” that enter into agreements with
these India merchants (defined as “payment facilitators” and “sub-merchants”
in the Standards) to be located in the same area of use as the sub-merchant
and the acquirer.

The Standards prohibit any acquirer from acquiring MasterCard or Maestro
transactions of a merchant that is not in the same area of use as the acquirer,
with limited exceptions, such as airline acquiring. MasterCard is revising its
Standards to prohibit any acquiring activity in India without being licensed by
the Corporation to use the marks in India and having written authorization
from the Reserve Bank of India. Any member that is acquiring the transactions
of merchants in India without having a license from the Corporation to use the
marks in India must immediately cease such acquiring activity.

Overview of Revised Standards
Please review the revisions to the publications indicated in the following table
and make appropriate plans to support the revised Standards.
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Effective Date Changes to Standards
in…

Will be Published in…

Immediately MasterCard Rules Chapter 2—Licensing and
Licensed Activities

Immediately Maestro Global Rules Chapter 1—Introduction and
Participation Requirements

Immediately Cirrus Worldwide
Operating Rules

Chapter 2—Licensing and
Licensed Activities

MasterCard will incorporate the revised Standards into a future edition of
these manuals. The manuals are available on MasterCard OnLine through the
Member Publications product.

Revised Standards—MasterCard Rules
Effective immediately, MasterCard will revise the MasterCard Rules to include
these Standards. Additions to the Standards are underlined. Deletions are
indicated with a strikethrough.

Chapter 2—Licensing and Licensed Activity

2.3 Area of Use

2.3.1 Extending or Otherwise Modifying the Area of Use

A Member must apply to the Corporation for permission to extend or otherwise
modify the Area of Use of a License. Such application must be made in the
form and include all information then required. If the application is approved,
the Corporation will amend the License to reflect the change in the Area of Use.

Notwithstanding the foregoing, and with the exception of India, where
conducting any of the following Activities is prohibited without a License in
India and written authorization from the Reserve Bank of India, a Member
is not required to make such application to conduct any of the following
Activities, subject to (a) the Corporation’s right to prohibit or restrict or
condition any such Activity; and (b) compliance by the Member with Standards,
laws and regulations applicable to any such Activity.

1. Issue Cards outside of the Area of Use, provided that the Member does not
use Solicitations or solicit outside of the Area of Use.

2. Solicit and issue Cards to citizens of any country within the Area of Use,
wherever such citizens reside. Any Card Solicitation, wherever conducted,
must be directed only to residents of countries within the Member’s Area
of Use.
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3. Issue MasterCard Corporate Card® Cards to employees of an entity on
whose behalf the Cards are issued, wherever such employees reside,
provided that the entity is multinational, having a presence and conducting
regular business in more than one country, including at least one country
in the Member’s Area of Use.

4. Issue payroll or incentive Cards to employees of an entity on whose behalf
the Cards are issued, provided that the entity is multinational, having a
presence and conducting regular business in more than one country,
including at least one country in the Member’s Area of Use, and

a. The gross dollar volume (GDV) within a country in a calendar year from
the Member’s and its Sponsored Affiliate Members total cross-border
issuance for all payroll and incentive Card Programs for all companies
served in that country does not exceed one percent of that country’s
MasterCard GDV in that calendar year, or

b. If the Member has a License to issue Cards in a particular country
(Country A) but wishes to issue Cards into Country A from another
country in which the Member is also licensed (Country B), the Member’s
and its Sponsored Affiliate Members’ total cross-border issuance from
Country B into Country A in a calendar year may not exceed:

i. 10 percent of that Member’s and its Sponsored Affiliate
Members’ total domestic MasterCard GDV in Country A in that
calendar year, or

ii. if greater than the 10 percent described herein, the amount
allowed under the one percent threshold described above.

5. Acquire Transactions from Merchants located in a country within the Area
of Use, even if such Transactions arise from mail order, phone order,
ecommerce, or recurring payment Transactions that the Merchant effects
with Cardholders in countries outside of the Area of Use.

6. Acquire mail order, phone order, e-commerce, or recurring payment
Transactions from Merchants located outside of the Area of Use if such
Transactions solely reflect sales to Cardholders residing within the Area of
Use

7. Acquire airline Transactions in a country outside of the Area of Use, subject
to satisfying all of the following requirements:

a. The airline has a meaningful presence in at least one country within
the Area of Use; and

b. The ICA number under which airline Transactions are acquired must
reflect either the country in which the airline ticket office is located
or a country within the MasterCard region in which the airline ticket
office is located; and

c. The Member authorizes, clears, and settles each “local Transaction” in a
manner that does not significantly disadvantage an Issuer in the same
country in the judgment of the Corporation.

8. Acquire e-commerce Transactions from a Merchant located in a country
outside of the Area of Use, subject to satisfying all of the following
requirements:
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a. The ICA number under which e-commerce Transactions are acquired
must reflect the country in which the Merchant is located;

Note: A variation to this Rule provision appears in Chapter 12, “Europe
Region Rules.”

b. The Merchant implements MasterCard® SecureCode™; and

c. The Member authorizes, clears, and settles the Transaction through the
Interchange System; and

d. The Member authorizes, clears, and settles each “local Transaction” in a
manner that does not significantly disadvantage an Issuer in the same
country in the judgment of the Corporation; and

e. The Member, the Merchant, the Third Party Processor (if any), and
the Data Storage Entity (if any) comply with the MasterCard Site
Data Protection Program. The Member must apply for and receive
permission from the Corporation before acquiring e-commerce
Transactions under this Rule 2.3.1, paragraph 8.

A Merchant’s location generally is deemed to be the address set forth in the
Merchant Agreement. The location of a Merchant conducting e-commerce,
mail order, phone order, or recurring payment Transactions may be determined
based in full or in part on where the entity holds a license, pays taxes, or
maintains an address for purposes of receiving mail. Any disagreement
between Members regarding a Merchant location may be referred to the
Corporation for final resolution. As used in this Rule, a “local Transaction”
means a Transaction by a Cardholder residing in a country that takes place at a
Merchant located in the same country.

2.3.3 Transfer of Cards to India Residents is Prohibited without a
License

An Issuer that reasonably believes that its Cardholders will distribute, transfer,
or in any way provide Cards to residents of India, that are issued by the
Issuer must become Licensed in India and receive written authorization from
the Reserve Bank of India.

Unless the Issuer is Licensed in India and has written authorization from
the Reserve Bank of India, an Issuer that issues Cards to Cardholders that
reside outside of India must communicate to those Cardholders in the terms
and conditions of the cardholder agreement that such Cards must not be
distributed, transferred, or in any way provided to residents of India.

The remainder of this chapter is unchanged.
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Revised Standards—Maestro Global Rules
Effective immediately, MasterCard will revise the Maestro Global Rules to
include these Standards. Additions to the Standards are underlined. Deletions
are indicated with a strikethrough.

Chapter 1—Introduction and Participation Requirements

1.3 Service Mark License

1.3.4.2 Extension of Area of Use

If a Member wishes to use the Service Marks or otherwise function as a Member
in a country or countries other than those for which it is licensed, it may apply
to the Organization to extend the Area of Use of its license. The Member
must support its application for an extension of Area of Use with a business
plan that describes, in detail, the nature of the Organization activities in each
country in which the Member requests authorization to conduct its activity.

The Organization will review the application in light of all circumstances that it
deems relevant and, if the application is approved, will amend the Member’s
License Agreement to reflect the new Area of Use.

Notwithstanding the foregoing and with the exception of India, where
conducting any of the following activities is prohibited without a license in
India and written authorization from the Reserve Bank of India, A a Member is
not required to obtain an extension of Area of Use of its license to conduct
the following activities, subject to, (i) the Organization’s right to prohibit or
restrict or condition any such activity and (ii) compliance by the Member with
Standards and laws applicable to any such activity:

a. issue Cards to people residing outside of the Member’s Area of Use,
provided that the Member does not promote a Card program outside of its
Area of Use. For the purpose of this rule, ‘promote’ generally means to
solicit cardholders using advertisements, mail or other communications;

b. promote and issue Cards to citizens of any country within the Member’s
licensed Area of Use, wherever such citizens reside. Any Card promotion
activity, wherever conducted, must be directed only to citizens of countries
within the Member’s licensed Area of Use;

c. acquire Transactions for Merchants located in a country within the
Member’s licensed Area of Use, even if such Transactions arise from
electronic commerce Transactions that the Merchant effects with
Cardholders in countries outside of the Member’s licensed Area of Use;

d. acquire electronic commerce Transactions, from Merchants located
outside of the Member’s Area of Use, if such Transactions reflect sales to
Cardholders residing within the Member’s Area of Use;
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e. acquire airline Transactions in a country outside of the Member’s licensed
Area of Use, subject to all of the following requirements:

1. the airline has a meaningful presence in at least one country within the
Member’s licensed Area of Use; and

2. the Member identifies the airline Transactions as occurring in the Region
in which the airline ticket office is located; and

3. the Member authorizes, clears, and settles each “local Transaction” in
a manner that does not significantly disadvantage an Issuer in the same
country. For example, the authorization, clearing, and settling of local
Transactions must not require the Issuer to:

i. incur authorization expenses exceeding those normally arising in
connection with the authorization of similar Transactions acquired
by a Member having a principal place of business within that
country; or

ii. settle in a foreign currency.

As used in this section, a “local Transaction” means a Transaction by a
Cardholder residing in a country that takes place at a Merchant located in
the same country.

A Merchant’s location generally is deemed to be the address set forth in the
merchant agreement. The location of a Merchant conducting e-commerce
Transactions may be determined based in full or in part on where the entity
holds a license, pays taxes, or maintains an address for purposes of receiving
mail. Any disagreement between Members regarding a Merchant location may
be referred to the Organization for final resolution.

1.3.5 Transfer of Cards to India Residents is Prohibited without a
License

An Issuer that reasonably believes that its Cardholders will distribute, transfer,
or in any way provide Cards to residents of India, that are issued by the
Issuer must become Licensed in India and receive written authorization from
the Reserve Bank of India.

Unless the Issuer is Licensed in India and has written authorization from
the Reserve Bank of India, an Issuer that issues Cards to Cardholders that
reside outside of India must communicate to those Cardholders in the terms
and conditions of the cardholder agreement that such Cards must not be
distributed, transferred, or in any way provided to residents of India.

The remainder of this chapter is unchanged.
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Revised Standards—Cirrus Worldwide Operating
Rules
Effective immediately, MasterCard will revise the Cirrus Worldwide Operating
Rules to include these Standards. Additions to the Standards are underlined.
Deletions are indicated with a strikethrough.

Chapter 2—Licensing and Licensed Activity

2.4 Extending or Otherwise Modifying the Area of Use

A Member must apply to the Corporation for permission to extend or otherwise
modify the Area of Use of a License. Such application must be made in the
form and include all information then required. If the application is approved,
the Corporation will amend the License to reflect the change in the Area of Use.

Notwithstanding the foregoing, and with the exception of India, where
conducting any of the following Activities is prohibited without a License in
India and written authorization from the Reserve Bank of India, a Member
is not required to make such application to conduct any of the following
Activities, subject to (a) the Corporation’s right to prohibit or restrict or
condition any such Activity; and (b) compliance by the Member with Standards,
laws and regulations applicable to any such Activity.

1. Issue Cards outside of the Area of Use, provided that the Member does not
use Solicitations or solicit outside of the Area of Use.

2. Solicit and issue Cards to citizens of any country within the Area of Use,
wherever such citizens reside. Any Card Solicitation, wherever conducted,
must be directed only to residents of countries within the Member’s Area
of Use.

2.5 Transfer of Cards to India Residents is Prohibited without a
License

An Issuer that reasonably believes that its Cardholders will distribute, transfer,
or in any way provide Cards to residents of India, that are issued by the
Issuer must become Licensed in India and receive written authorization from
the Reserve Bank of India.

Unless the Issuer is Licensed in India and has written authorization from
the Reserve Bank of India, an Issuer that issues Cards to Cardholders that
reside outside of India must communicate to those Cardholders in the terms
and conditions of the cardholder agreement that such Cards must not be
distributed, transferred, or in any way provided to residents of India.

The remainder of this chapter is unchanged.
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For More Information
Members with questions about the information contained in this bulletin
should contact:

Kelly Kay

Vice President, Regulatory and Public Policy Counsel, Asia/Pacific, Middle East,
Africa

E-mail: kelly_kay@mastercard.com
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Revised Standards for MasterCard
PayPass in New Zealand and Australia
Caroline Dionisio, Business Leader, Franchise Development, Rules, Standards, and Strategy

Topic(s): Chargebacks, Chip, Rules/Standards

Applies to: � Issuers � Acquirers � Processors

Summary: Effective for MasterCard® PayPass™ transactions occurring at
merchant locations in New Zealand on or after 15 April 2011,
MasterCard is raising the applicable chargeback protection
amount to NZD 80 for all merchant categories and establishing
an offline authorization limit of NZD 80 for MasterCard®

PayPass™ M/Chip transactions.

MasterCard also reminds members that an offline authorization
limit of AUD 100 for MasterCard PayPass M/Chip transactions
occurring at merchant locations in Australia will take effect as
of 15 April 2011, for all merchant categories.

Action Indicator: M Mandate

F Financial impact

C Coding or development changes typically required

Effective Date: Effective for transactions occurring on or after 15 April 2011

Background
MasterCard is raising to NZD 80 the chargeback protection amounts that apply
to MasterCard PayPass transactions that take place at merchant locations in
New Zealand.

MasterCard is also establishing an offline authorization limit of NZD 80 for
MasterCard PayPass M/Chip transactions that take place at merchant locations
in New Zealand, for all card acceptor business codes (MCCs).

For transaction amounts at or below NZD 80, MasterCard PayPass M/Chip
transactions may be authorized offline by the chip. An online authorization
must be obtained if the transaction amount exceeds NZD 80. MasterCard
PayPass M/Chip uses contactless EMV chip technology.
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Members should also note that as announced in the article “Revised Standards
for MasterCard PayPass M/Chip Transactions in Australia,” Global Debit
Operations Bulletin No. 9, 10 September 2010, an offline authorization limit
of AUD 100 will be established for MasterCard PayPass M/Chip transactions
occurring at Australia merchant locations on or after 15 April 2011, for all MCCs.
The revised Standards for section 2.13.3 of the Chargeback Guide as provided
below supersede those published in the 29 October 2010 update of the manual.

Overview of Revised Standards
Please review the revisions to the publication indicated in the following table
and make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

15 April 2011 Chargeback Guide Chapter 2— Merchant
Acceptance Procedures and
Special Transaction Types

Appendix C— Chargeback
Protection Amounts

MasterCard will incorporate the revised Standards into a future edition of this
manual. The manual is available on MasterCard OnLine through the Member
Publications product.

Revised Standards—Chargeback Guide
Effective for transactions occurring on or after 15 April 2011, MasterCard will
revise the Chargeback Guide to include these Standards. Additions to the
Standards are underlined. Deletions are indicated with a strikethrough.

Chapter 2—Merchant Acceptance Procedures and Special
Transaction Types

2.13.3 MasterCard PayPass M/Chip Transaction Offline
Authorization Limit Amounts

This section applies to MasterCard® PayPass™ M/Chip transactions that take
place at card acceptors located in Australia, Hong Kong, Macau, Malaysia,
New Zealand, or Singapore.

If a MasterCard PayPass M/Chip transaction occurs at a card acceptor in a
country and merchant category described below, and the transaction amount
exceeds the amount specified, the transaction must be authorized online by
the card issuer. If the transaction amount is equal to or less than the amount
specified, the transaction may be authorized offline by the chip.
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Merchant Category MCC Australia (AUD) New Zealand (NZD)

All All 100 80

Merchant Category MCC
Hong Kong
(HKD)

Macau
(MOP)

Malaysia
(MYR)

Singapore
(SGD)

Automobile Parking Lots
and Garages

7523 500 500 150 100

Book Stores 5942 500 500 150 100

Bridge and Road Fees, Tolls 4784 500 500 150 100

Bus Lines 4131 500 500 150 100

Car Washes 7542 500 500 150 100

Drug Stores, Pharmacies 5912 500 500 150 100

Dry Cleaners 7216 500 500 150 100

Fast Food Restaurants 5814 500 500 150 100

Grocery Stores,
Supermarkets

5411 500 500 150 100

Limousines and Taxicabs 4121 500 500 150 100

Miscellaneous Food Stores,
Convenience Stores,
Markets, Specialty Stores,
and Vending Machines

5499 500 500 150 100

Motion Picture Theaters 7832 500 500 150 100

Music Stores 5735 500 500 150 100

Newsstands and News
Dealers

5994 500 500 150 100

Service Stations (with or
without Ancillary Services)

5541 500 500 150 100

Transportation—
Suburban and Local
Commuter Passenger,
including Ferries

4111 500 500 150 100

Video Entertainment Rental
Stores

7841 500 500 150 100
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Appendix C—Chargeback Protection Amounts

Chargeback Protection Amount by Geographical Areas

Asia/Pacific Region

The Asia/Pacific region includes the following countries or territories. For a list
of countries in each region, refer to Appendix A of the MasterCard Rules.

New
Zealand

Product MCC Merchant Category NZD

PayPass All All 35 80

Post-Authorized
Aggregated PayPass Transit

4111 Transportation—
Suburban and Local
Commuter, Passenger,
including Ferries

35

Post-Authorized
Aggregated PayPass Transit

4131 Bus Lines 35

The remainder of this section is unchanged.

For More Information
Members with questions about this article should contact Customer Operations
Services using the Contact Information provided in this bulletin.
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Revised Standards for Maestro Parking
and Tollway Chip Transactions in the
Europe Region
Christophe Hilbring, Business Leader, Global Products and Solutions, Debit

Topic(s): Chargebacks, Chip, Maestro, Rules/Standards

Applies to: � Issuers � Acquirers

Summary: MasterCard rule changes will support Maestro parking or
tollway chip transactions completed without cardholder
verification method (CVM) in the Europe region.

Action Indicator: M Mandate

Effective Date: 14 October 2011

Background
The Maestro rules already permit parking garages and tollways in the Europe
region to process magnetic stripe transactions without cardholder verification
method (CVM). Effective for transactions processed on or after 14 October
2011, MasterCard is revising the Maestro rules to permit parking garages and
tollways in the Europe region to process EMV chip transactions without CVM.

Service Requirements
Effective 14 October 2011, issuers must be able to technically support
authorization of EMV chip transactions acquired at parking garages and
tollways without CVM. Issuers may not block all such transactions for technical
reasons.

Maestro “no CVM” transactions are permitted under the following conditions:

• The transaction is identified with MCC 4784 (Bridge and Road Fees, Tolls)
or MCC 7523 (Automobile Parking Lots and Garages).

• The amount for parking transactions (MCC 7523) must be equal to or less
than 50 euros (or local currency equivalent).

• The transaction is processed online.

• The transaction is not guaranteed (acquirer liability for fraud) if “no CVM.”
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Processing Requirements
EMV-enabled terminals at Maestro acceptance locations with no PIN pads will
have the option to handle transactions below the defined maximum transaction
amount with “no CVM.” For all Maestro EMV chip cards, the terminal will
attempt an online EMV transaction. The transaction will be forwarded online
to the issuer and the chip data will indicate “CVM not successful.” The issuer
must support the exception condition indicator. Refer to Issuer Impact, in the
following section, for more information.

If the chip card declines the transaction (by responding with an application
authentication cryptogram [AAC]), the terminal will have to initiate a magnetic
stripe transaction. The assumption is that the card reader is motorized, that
is, that no manual intervention is required by the cardholder to generate the
magnetic stripe transactions.

Chargeback Protection
Issuers will be able to charge back chip transactions completed without
CVM if the transactions are fraudulent. The chargeback right applies to both
interregional and intra-European transactions.

Member Impact
Issuers and acquirers are affected by this service change.

Issuer Impact

Maestro issuers in the Europe region must ensure that their authorization
systems will be operationally capable of processing Maestro chip online
authorization requests that contain “CVM not successful” in the authorization
message when the following conditions apply:

• The transaction is identified with MCC 7523 (Automobile Parking Lots
and Garages) and the transaction amount is equal to or below EUR 50
(or local currency equivalent), or

• The transaction is identified with MCC 4784 (Bridge and Road Fees, Tolls).

Maestro issuers are required to apply their standard evaluation and decisioning
procedures to such transactions. This means that issuers that currently “blanket
decline” these transactions must remove those blocks and approve or decline
Maestro transactions according to their normal risk parameters.

For specific acceptance environments such as Tollways and Parking,
MasterCard is currently working on enhancing its Maestro EMV chip
proposition to align the Maestro chip profile with the MasterCard chip profile
and to include the “no CVM” option into the CVM list for all new Maestro EMV
chip cards. MasterCard will provide details about such proposition in a future
MasterCard Global Debit Operations Bulletin.
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Acquirer Impact

The service remains optional for acquirers. For merchants operating with MCC
7523 and 4784 and with terminals without PIN pads, the terminals must process
the transaction as described in the section titled, “Processing Requirements.”

Acquirers bear liability for fraudulent parking and tollway transactions when
the cardholder has not been verified using a PIN.

Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

For transactions
processed on or after
14 October 2011

Maestro Global Rules Chapter 6—Issuing

Chapter 11—Exception Item
Processing

Chapter 19—Europe Region

For transactions
processed on or after
14 October 2011

Chargeback Guide Appendix
B—Chargebacks—Maestro
Debit Cards

For transactions
processed on or after
14 October 2011

M/Chip Requirements Chapter 2—Issuer
Requirements

Chapter 3—Acquirer
Requirements

MasterCard will incorporate the revised Standards into future editions of these
manuals. The manuals are available on MasterCard OnLine® via the Member
Publications product.
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Revised Standards—Maestro Global Rules
MasterCard will revise the Maestro Global Rules to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

Chapter 6—Issuing

6.4 PIN and Signature Requirements

Cardholders must be verified by a PIN, whether magnetic stripe or chip is used
to initiate the Transaction, except in the case of properly presented Maestro
PayPass Transactions where no CVM is required and parking garage and
tollway Transactions conducted in the Europe Region as set forth in sections
9.3.4 and 9.3.5 of Chapter 19 of this rulebook.

Note: Additional regional rules and rules variations on this topic appear in
Chapter 19, “Europe Region,” of this rulebook.

The remainder of this chapter is unchanged.

Revised Standards for Maestro Parking and Tollway Chip Transactions in the Europe Region

Global Debit Operations Bulletin No. 2, 10 February 2011 57
©2011 MasterCard. Proprietary. All rights reserved.

Production Review—Due



Chapter 11—Exception Item Processing

11.7.6 Missing or Illegible Signature (Signature-based POS Only) or
No Cardholder Authorization (Electronic Commerce and Maestro
PayPass Transactions that Exceed the Applicable Transaction
Amount Ceiling Limit and Europe Region Parking and Tollway
Transactions)—Reason Code 74

11.7.6.1 Chargeback

The Issuer may use reason code 74 if:

a. The Transaction is a signature-based POS Transaction, where the
Cardholder’s physical (as opposed to electronic) signature is either missing
from, or illegible on the paper sales receipt.

b. The Transaction is a Maestro PayPass Transaction that exceeds the
applicable Transaction amount ceiling limit.

c. The Issuer receives a Cardholder letter alleging that the electronic
commerce Transaction was fraudulent and the issuer determines that the
UCAF field (data element 48, sub-element 43) of the disputed Transaction
contained the Organization-assigned static AAV.

d. The Issuer receives a Cardholder letter alleging that a magnetic stripe
Transaction conducted at a parking garage (MCC 4784) or tollway (MCC
7523) and completed without CVM was fraudulent a POS Transaction
completed without CVM was fraudulent (applicable only if the Transaction
was chip-based or occurred at a parking garage [MCC 4784] or tollway
[MCC 7523] in the Europe Region).

Issuers may charge back all fraudulent Maestro PayPass Transactions that
exceed the applicable Transaction amount ceiling limit.

Reason code 74 is not applicable for a properly presented Maestro PayPass
Transaction.

The remainder of this chapter is unchanged.
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Chapter 19—Europe Region

9.3.4 Processing Requirements—Tollway Transactions

The rules set forth in part 1 of this rulebook are modified as shown below.

Refer to section 9.1.2.2 of this chapter for the rules about processing
Merchant-approved Transactions.

Magnetic stripe and chip Transactions may be completed at tollways as
provided below:

a. The Merchant may process the Transactions either must obtain
authorization online from the Issuer or, for magnetic stripe Transactions
only, may process the Transaction according to the Merchant-approved
Transaction rules.

b. No specific CVM is required to be used for the Transactions, it being
understood that only PIN provides protection in case of a chargeback
under message reason code 4837.

c. The Transactions must be identified with MCC 4784 (Bridge and Road
Fees, Tolls).

d. The Merchant may at its option maintain a negative file in the POS
Terminal, provided this is done in a PCI-compliant manner.

Issuers of chip Cards must be able to authorize such Transactions even when
the chip data in the authorization message indicates “CVM not successful.”
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9.3.5 Processing Requirements—Parking Garage Transactions

The rules set forth in part 1 of this rulebook are modified as shown below.

Refer to section 9.1.2.2 of this chapter for the rules about processing
Merchant-approved Transactions.

Magnetic stripe and chip Transactions may be completed at parking garages as
provided below:

a. The Merchant must process the Transactions either obtain authorization
online from the Issuer, or (if the Merchant does not have real-time online
authorization capability, for magnetic stripe Transactions only), may process
the Transaction according to the Merchant-approved Transaction rules.

b. For Transactions equal to or below EUR 50 (or the local currency
equivalent), no CVM is required, it being understood that only PIN provides
protection in case of a chargeback under message reason code 4837; and

c. Transactions must be identified with MCC 7523 (Automobile Parking Lots
and Garages).

Issuers of chip Cards must be able to authorize such Transactions even when
the chip data in the authorization message indicates “CVM not successful.”

The remainder of this chapter is unchanged.
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Revised Standards—Chargeback Guide
MasterCard will revise the Chargeback Guide to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

Appendix B—Chargebacks—Maestro Debit Cards

B.2.9 Interregional Message Reason Code 4837—Missing or
Illegible Signature or No Cardholder Authorization

B.2.9.1 Proper Use of Interregional Message Reason Code 4837

This message reason code is applicable as follows:

• Missing or Illegible Signature applies only to signature-based Point of Sale
(POS) transactions and Maestro PayPass transactions

For signature-based POS transactions, the issuer may exercise this
chargeback when the cardholder’s physical (not electronic) signature either
is missing or illegible on the paper sales receipt and the cardholder states
that he or she did not participate in or authorize the transaction in question.

Issuers may charge back all fraudulent Maestro PayPass transactions that
exceed applicable transaction amount ceiling limits.

• No Cardholder Authorization applies only to e-commerce transactions, and
magnetic stripe transactions conducted at a parking garage or tollway in
the Europe region and completed without CVM, and chip POS Transactions
completed without CVM.

The issuer must receive a cardholder letter alleging that the transaction
was fraudulent.

For e-commerce transactions, this chargeback right applies if the issuer
determines that the UCAF field (DE 48, subelement 43) of the disputed
Transaction contained the Organization-assigned static AAV.
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B.3.7 Intra-European Message Reason Code 4837—No Cardholder
Authorization

The following sections describe the proper use of message reason code 4837.

B.3.7.1 Proper Use of Intra-European Message Reason Code 4837

This message reason code applies only to:

• non–PIN-based POS transactions,

• Maestro PayPass transactions that exceed the transaction amount ceiling
limit,

• chip POS transactions completed without CVM,

• magnetic stripe transactions conducted at a parking garage or tollway in
the Europe Region and completed without CVM, and

• e-commerce transactions for which the UCAF field (DE 48, subelement 43)
of the disputed transaction contains the organization-assigned static AAV.

The issuer receives a cardholder dispute letter, stating that the cardholder has
neither participated in nor authorized a transaction. Issuers may charge back:

• all fraudulent intra-European transactions completed using signature as the
CVM at magnetic stripe reading-only POS Terminals,

• fraudulent parking garage and tollway transactions completed without
CVM, and

• fraudulent chip POS transactions completed without CVM, and

• fraudulent Maestro PayPass transactions that exceed the applicable
transaction amount ceiling limit.

B.3.7.2 Improper Use of Intra-European Message Reason Code 4837

This chargeback may not be used when the transaction was completed
at an EMV terminal which was properly identified in the authorization
and the clearing record, except for fraudulent parking garage and tollway
magnetic stripe transactions completed without CVM and fraudulent chip POS
transactions completed without CVM.

B.3.7.3 Proper Use for Issuer's First Chargeback

This section is unchanged.

B.3.7.4 Proper Use For Acquirer's Second Presentment

This section is unchanged.
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B.3.7.5 Improper Use For Acquirer's Second Presentment

Second presentments are not permitted for:

• fraudulent parking garage and tollway transactions completed without
CVM, or

• fraudulent chip POS transactions completed without CVM, or

• non–PIN-based fraudulent transactions at terminals capable only of reading
the magnetic stripe. In this situation the acquirer is held responsible even
though a waiver may have been granted.

The remainder of this section is unchanged.

Revised Standards—M/Chip Requirements
MasterCard will revise the M/Chip Requirements to include updated information
to support the revised standards. Amendments will be published in a future
edition of the M/Chip Requirements.

Chapter 2—Issuer Requirements

Card Requirements

Card CVM Requirements

This section describes issuer requirements for cardholder verification methods
(CVM). Refer to the M/Chip Personalization Data Specifications and Profiles
for the allowed CVM lists for each card brand.

CVM Requirements for Cirrus Cards

R Chip cards bearing the Cirrus logo must support online PIN.

CVM Requirements for Maestro Cards

R Maestro chip cards must support both online and offline PIN.

R Maestro cards must not support Signature or No CVM for chip
transactions.

MasterCard permits Maestro card acceptance at Europe region parking garages
and tollways without PIN pad support at the terminal.

The remainder of this section is unchanged.
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Authorization Requirements

This section describes the requirements for authorization of transactions made
with a MasterCard branded chip card.

Timestamps in Maestro Online Authorization Requests

Maestro issuers may receive online authorization requests for transactions with
a timestamp, DE 7 (Transmission Date and Time), that is later than the date
and time of the transaction DE 12 (Time, Local Transaction) and DE 13 (Date,
Local Transaction). Such transactions may have been legitimately approved at
the merchant’s risk if offline PIN was successfully performed.

R Maestro issuers must be prepared to receive online authorization requests
for transactions with a timestamp that is later than the date and time of
the transaction.

R Maestro issuers must not decline online authorization requests for
transactions with a timestamp that is later than the date and time of the
transaction, unless they suspect fraud or have other reasons to decline.

Maestro No CVM Authorization Processing in the Europe Region

Maestro cards are permitted to be accepted at parking garages and tollways
in the Europe region without PIN entry. Maestro transactions that take place
without PIN in these environments must be authorized online, and parking
garage transactions must not exceed EUR 50 or the local currency equivalent.

Online Authorization Processing

R Issuers must not routinely decline transactions on Maestro cards that do
not support No CVM when:

• The transaction occurs in the Europe region and is identified with
MCC 4784 (Bridge and Road Fees, Tolls) or MCC 7523 (Parking Lots
and Garages); and

• For parking garage transactions, the transaction amount is equal to
or below EUR 50 (or local currency equivalent); and

• TVR Byte 3 bit 8 indicates that Cardholder Verification was not
successful; and where applicable

• TVR Byte 3 bit 5 indicates that PIN entry required and PIN pad not
present or not working.

All other authorization processing must proceed as normal for the
transaction.

The remainder of this chapter is unchanged.
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Chapter 3—Acquirer Requirements

Terminal Requirements

CAT Requirements

Other—Technology Selection

If a hybrid card is swiped in the magnetic stripe reader of a hybrid terminal with
separate readers, the terminal is normally required to prompt the cardholder
or merchant to use the chip reader instead. This could cause cardholder
confusion at CATs where there is no attendant to help the cardholder. In
these circumstances the CAT is allowed to perform the transaction using the
magnetic stripe, as long as it is treated as fallback.

Maestro Acceptance at No CVM Locations in the Europe Region

MasterCard permits Maestro card acceptance at Europe region parking garages
for transactions equal to or below EUR 50 and tollways for transactions of any
amount without PIN pad support at the terminal. To facilitate this, parking
garages may be configured with ‘No CVM’ as the only supported CVM for
transactions equal to or less than EUR 50 and tollways may be configured
with ‘No CVM’ as the only supported CVM for transactions of any amount.
Maestro transactions that take place without PIN in these environments must
be authorized online, and parking garage transactions must not exceed EUR
50 or the local currency equivalent.

A parking garage or tollway terminal without a PIN pad and which only
supports No CVM must process all Maestro cards presented. The terminal must
not routinely decline transactions because cardholder verification has failed due
to the lack of a common cardholder verification method between the terminal
and the card. The terminal must otherwise follow normal EMV processing.

In the event of a card decline, the terminal must continue the transaction by
reading the magnetic stripe and submitting an online authorization request
based its data.

Terminal Requirements

R The only CVM supported by the terminal must be No CVM.

R All Maestro No CVM transactions must be sent online for authorization.

R The terminal must always request an ARQC and not perform Terminal
Action Analysis.
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R Terminals must correctly identify the merchant using the applicable MCC:

• MCC 4784 (Bridge and Road Fees, Tolls) or

• MCC 7523 (Parking Lots and Garages); and

R A Maestro No CVM transaction conducted at a tollway merchant (MCC
4784) must not exceed EUR 50.

R In the event of a card decline (AAC) being provided in response to the
terminal request for an ARQC, the terminal must:

• submit an online authorization request using the card data read from
the magnetic stripe; and

• identify the transaction as magnetic stripe in the Authorization
Request/0100 message with a POS Entry Mode (DE 22) of 90.

Terminal Certification

R The terminal kernel must have been EMVCo Level 2 approved based on
a configuration with No CVM as the only CVM on the list for Maestro
transactions below or equal to EUR 50 or the local currency equivalent.

R The terminal must have successfully completed M-TIP testing for Maestro
Parking and Tollway—No CVM transactions.

The remainder of this chapter is unchanged.

For More Information
Members with questions about these revised Standards should contact the
Customer Operations Services team using the Contact Information provided in
this bulletin.

Members with questions about chargeback processing should contact:

Dispute Resolution Services

E-mail: rules@mastercard.com
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Extended Deadline for POI Currency
Conversion Registration—1 April 2011
Craig Pisano, Program Leader, Franchise Development

Topic(s): Cirrus, Currency, Debit, Fraud/Risk, MasterCard, Maestro, Rules/Standards

Applies to: � Acquirers � Processors

Summary: MasterCard is extending the deadline for all acquirers to
provide appropriate responses to the POI (point-of-interaction)
Currency Conversion registration mandate. The deadline was
previously 1 February 2011. The extended deadline is now
1 April 2011. Registration is required regardless of whether
acquirers’ merchants offer POI Currency Conversion services.

Action Indicator: M Mandate

Effective Date: 1 April 2011—Registration deadline (extended from 1 February
2011)

Overview
In the article, “POI Currency Conversion Registration Program,” published in
Global Debit Operations Bulletin No. 6, 11 June 2010, MasterCard mandated
a registration program for all acquirers to indicate whether they or any of
their merchants and/or ATM operators are offering point-of-interaction (POI)
currency conversion services to cardholders in compliance with MasterCard
acceptance rules. Additionally, acquirers must provide the names and locations
of those merchants and/or service providers that offer and/or support the
processing of POI currency conversion services.

MasterCard is extending the registration deadline from 1 February 2011
to 1 April 2011 for all acquirers to provide appropriate responses to the POI
Currency Conversion registration mandate. All acquirers must register their
merchants and/or service providers by 1 April 2011, regardless of whether the
merchants offer POI currency conversion services.

To facilitate the registration process, MasterCard has developed the POI
Currency Conversion registration system. The POI Currency Conversion
registration system—available on MasterCard OnLine® through the MasterCard
Registration Program product—enables acquirers to easily provide MasterCard
with necessary data and helps MasterCard to ensure that acquirers are
compliant with all POI currency conversion acceptance practices.
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For more information about how to register for and use the POI Currency
Conversion registration system, refer to “POI Currency Conversion Registration
Program—Reminder and Update,” published in Global Debit Operations
Bulletin No. 9, 10 September 2010.

Noncompliance
MasterCard will continue to monitor acceptance procedures involving POI
Currency Conversion transactions and will also monitor compliance with
the registration mandate. If acquirers, processors, service providers, ATM
operators, or merchants are found to be noncompliant with the registration
rules and applicable acceptance rules, acquirers are subject to noncompliance
assessments as prescribed in Rule 3.1.2, Failure to Comply with a Standard, of
the MasterCard Rules.

For More Information
Members with questions about the information contained in this article should
contact Customer Operations Services using the Contact Information provided
in this bulletin, or:

Franchise Development

E-mail: poi_currency_conversion@mastercard.com
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Single Message System Release 11.1
Training Still Available
Mike Rethorn, Group Head, Service Definition

Topic(s): Debit, Single Message System Release 11.1, Training

Applies to: � Issuers � Acquirers � Processors

� Maestro � Cirrus � Debit MasterCard

� NICS Users

Summary: MasterCard is presenting free online training sessions about
debit products and services. These sessions will focus on
Single Message System Release 11.1 and will include high-level
information about changes planned for future releases. Several
sessions are still available!

Action Indicator: A Attention warranted

Effective Date: Training dates vary by region (registration is not required)

New Training Available
MasterCard strives for continuous improvement in the value we provide to
our members and processors. The upcoming installments of Single Message
System Webinar sessions are designed to share important technical information
related to debit products and services. These sessions enhance our ability
to communicate Single Message System release updates and details about
enhanced products and services, while continuing to provide a forum for
discussion and feedback. MasterCard will schedule Single Message System
Webinars in each region, with multiple sessions available to offer flexible
options for member participation.

The upcoming installments will focus on Single Message System Release 11.1
and will include high-level information about changes planned for future
releases.

Debit Product Support will offer the easily-accessed Web sessions to efficiently
deliver training information. Members and processors will save time by
attending these sessions that focus on the debit services they provide for
their customers.

Participation and feedback is important to help MasterCard evaluate this forum.
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Single Message System Release 11.1 Session Schedule
Following is the schedule for the remaining Single Message System Release
11.1 Webinars by region.

Region(s) Training Date and Time

U.S. and Canada Thursday, 17 February at 15:00 (New York, USA time)

Thursday, 24 February at 11:00 (New York, USA time)

Tuesday, 1 March at 11:00 (New York, USA time)

Asia/Pacific and South
Asia/Middle East/Africa

Contact your Regional Office Representative

Latin America and the
Caribbean

All Sessions are in Spanish
Tuesday, 15 February at 09:00 (New York, USA time)

Tuesday, 22 February at 09:00 (New York, USA time)

Wednesday, 2 March at 09:00 (New York, USA time)

Accessing the Training
The first time you use the Web Meeting Service, you will need to download the
client software. Web Meeting HELP and Software Downloads can be found at
www.connectmeeting.att.com.

A few minutes before the start of the session, use the following instructions
to access the online training:

1. Access the Web meeting site at https://www.connectmeeting.att.com.

2. On the login page, enter the following information in the fields provided.

– Meeting number 888–325–5324 (U.S.) or 212–372–3672 (outside the
U.S.)

– Participant code 1306254

– Your e-mail address

– Your full first and last name

3. Click Submit.

4. Call into the meeting at 1-888-325-5324 (U.S. region) or 1-212-372-3672
(outside the U.S. region) and enter the meeting participant code of 1306254.

Meeting Notes
During the session, please place your phone on mute when not asking
questions. Never put your phone on hold. Also, please keep cell phones away
from your phone and computer to minimize noise and interference.

If you need assistance during the session, on the phone keypad please press #
then 0 for a list of menu options, including AT&T Specialist assistance. If you
need to reach an AT&T representative, call 1-800-526-2655.
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Freeze Dates to Support Release 11.1
for Single Message System Processing,
Authorization, and Clearing
Gerald Sauer, Senior Business Leader, Customer Release Alliance Team

Topic(s): Authorization Release 11.1, Clearing Release 11.1, Single Message System Release 11.1

Applies to: � Issuers � Acquirers � Processors

Summary: MasterCard is announcing freeze dates in conjunction with the
implementation of Single Message System, Authorization, and
Clearing Release 11.1 enhancements.

Action Indicator: A Attention warranted

Effective Date: As indicated

Overview of Freeze Dates
To support Single Message System Release 11.1, Authorization Release 11.1,
and Clearing Release 11.1, MasterCard is implementing freeze dates to prevent
data changes in the MasterCard interface processor (MIP) and Debit Interface
Unit (DIU) profiles, in the Global Clearing Management System (GCMS)
Integrated Product Messages (IPM) Member Parameter Extract (MPE) file, and
any debit database files. These freeze dates will allow MasterCard to validate
and compare member parameters before implementing system changes
relating to the releases.

The freeze dates are as follows.

Freeze Dates Action Taken

9–19 April 2011 No member-requested Single Message System parameter
changes can become effective on these business processing
dates.

9–19 April 2011 No member-requested Authorization System parameter
changes can become effective on these business processing
dates.

9–20 April 2011 No member-requested Clearing System parameter changes
can become effective on these business processing dates.
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For More Information
Members with questions about the information in this article may refer to
the following additional resources:

• Chapter 1 “Overview,” of the Single Message System Release 11.1 Document

• Chapter 1, “Release-at-a-Glance,” of the Authorization and Clearing Release
11.1 Document

• “Authorization Release Milestones” and “Clearing Release Milestones” of
the Authorization and Clearing Release 11.1 Document

• The Release Calendar available on the Release Information Center through
Member Publications on MasterCard OnLine®
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May 2011 Tactical Forum
Scott Horace, Senior Business Leader, Customer Operations Services

Topic(s): Authorization Release 11.Q4, Clearing Release 11.Q4, Single Message System Release
11.Q4, Pricing/Fees

Applies to: � Issuers � Acquirers � Processors

Summary: MasterCard will host a Tactical Forum on 18–19 May 2011 at
the Hilton St. Louis at the Ballpark hotel in St. Louis, Missouri,
USA.

Action Indicator: R Member must register to have access to product or
service

A Attention warranted

Effective Date: 26 April 2011—Members must register by this date

18–19 May 2011—Tactical Forum

Overview
MasterCard will host a Tactical Forum on 18–19 May 2011 in St. Louis.
Members should mark their calendars and plan to attend to learn about the
latest 11.Q4 Release enhancements and revisions to the Single Message System,
the Dual Message System, the Global Clearing Management System (GCMS),
and additional topics.

Tactical Forum Audience
MasterCard developed the Tactical Forum sessions for the following key
audiences:

• Business audience—Includes managers, project leaders, analysts, business
owners, customer support, and product support staff

• Technical audience—Includes systems development personnel responsible
for debit, authorization, clearing, settlement, and risk management systems.

Issuers, acquirers, and processors would benefit from these sessions.

Tactical Form Details
The Tactical Forum will be held 18–19 May 2011 in St. Louis at the Hilton St.
Louis at the Ballpark hotel. Attendees must register by 26 April 2011.

In addition:
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• All presentations and materials will be in English.

• Dress will be business casual.

• Attendees will be responsible for making their own travel and hotel
arrangements and covering those expenses.

For members that will not be able to attend this forum, MasterCard will
continue to provide Single Message System training through Webinars.
Registration information and Webinar schedules for the Debit Release, along
with instructions about how to participate, will be provided in a future Global
Debit Operations Bulletin.

Cost to Attend
Fee information for the Tactical Forum is as follows.

Fee if registering by
26 April 2011

Late registration
fee if after
26 April 2011

Fee if a participant
cancels after
26 April 2011

Fee if participant
registers but does not
attend and fails to
cancel registration

USD 500

BRL 1,300

(billed via the
MasterCard
Consolidated Billing
System (MCBS) using
billing event code
2MU1110)

USD 150

BRL 390

(fee is in addition to
the registration fee,
billed via MCBS using
billing event code
2MU1140)

USD 100

BRL 260

(fee is in lieu of the
registration fee, billed via
MCBS using billing event
code 2MU1113)

USD 600

BRL 1560

(fee is in lieu of the
registration fee, billed via
MCBS using billing event
code 2MU1200)

Tactical Forum Registration
Attendees must register by 26 April 2011. More information, including the
registration Web site and the Tactical Forum agenda, complete with topic
descriptions, will be available in Global Debit Operations Bulletin No. 3, 10
March 2011.

For More Information
Members with questions about the May 2011 Tactical Forum should contact the
Customer Operations Services team using the Contact Information provided in
this bulletin.
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PayPass-Only Acceptance in Transit
Environments
Jason Field, Business Leader, Product Management, Global PayPass Solutions
Rogene Pejanovic, Business Leader, Product Management, Global PayPass Solutions

Topic(s): Authorization, Chargebacks, Maestro, Rules/Standards, Testing

Applies to: � Issuers � Acquirers � Processors

Summary: MasterCard will allow MasterCard® and Maestro® PayPass™-only
acceptance in specific transit environments, including suburban,
local commuter, and long-distance railways. Additionally,
bus, railway, other transit, and parking lot merchants using
PayPass-only acceptance will no longer be required to provide
a receipt at the time the transaction is conducted. Instead,
these merchants must notify cardholders about how a receipt
may be obtained at a later time.

Action Indicator: M Mandate

F Financial impact

T Testing required

C Coding or development changes typically required

A Attention warranted

Effective Date: Concurrent with Release 11.Q4

Overview
Effective 14 October 2011, MasterCard will allow PayPass-only acceptance at
merchants in specific transit environments. To qualify, merchants must deploy
unattended PayPass enabled point-of-sale (POS) devices that support both
online authorization (either real-time or delayed) and offline authorization
processing. Such POS devices are permitted to process MasterCard PayPass,
Maestro PayPass transactions, or both, without being required to also support
other transaction types. These merchants must be properly identified with the
following card acceptor business codes (MCCs):

• MCC 4111 (Transportation—Suburban and Local Commuter, Passenger,
including Ferries)

• MCC 4112 (Passenger Railways)

• MCC 4789 (Transportation Services—not elsewhere classified)
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Additionally, MasterCard no longer will require PayPass-only merchants
(identified with the following MCCs) to provide a receipt at the time of the
transaction, provided the merchant displays clear instructions as to how the
cardholder may obtain a receipt at a later time. The instructions may include a
phone number or Web address where cardholders may download a receipt
or request that the receipt be delivered to them.

• MCC 4111 (Transportation—Suburban and Local Commuter, Passenger,
including Ferries)

• MCC 4112 (Passenger Railways)

• MCC 4131 (Bus Lines)

• MCC 4789 (Transportation Services—not elsewhere classified)

• MCC 7523 (Automobile Parking Lots and Garages)

Transit operators will be required to comply with any local laws or regulations
governing the issuance of receipts. The Web site or other means for obtaining
a receipt must also be compliant with the Payment Card Industry Data Security
Standard (PCI DSS) with respect to the storage, transmission, or processing
of account data.

The acquirer of any such merchant must ensure that, should the merchant
deploy POS terminals capable of additional forms of payment card functionality
(including but not limited to EMV chip and/or magnetic stripe acceptance), the
POS terminals must apply this functionality to the acceptance of cards.

Merchants that only accept MasterCard PayPass and/or Maestro PayPass in
these locations must display the appropriate PayPass acceptance marks on, or
near, the point-of-sale (POS) devices and ensure that customers are aware that
only contactless payments will be taken.
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Overview of Revised Standards
Please review the revisions to the publications indicated in the following table
and make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

14 October 2011 Chargeback Guide Chapter 2— Merchant
Acceptance Procedures and
Special Transaction Types

14 October 2011 Maestro Global Rules Chapter 7—Acquiring

Chapter 23—Maestro PayPass

MasterCard will incorporate the revised Standards into a future edition of these
manuals. The manuals are available on MasterCard OnLine® through the
Member Publications product.

Revised Standards—Chargeback Guide
Effective 14 October 2011, MasterCard will revise the Chargeback Guide to
include these Standards. Additions to the Standards are underlined. Deletions
are indicated with a strikethrough.

Chapter 2—Merchant Acceptance Procedures and Special
Transaction Types

2.13 Processing PayPass Transactions

2.13.2 PayPass-only Acceptance

Where approved by MasterCard (either on a country-by-country or case-by-case
basis), acquirers may sponsor merchants that deploy point-of-sale (POS)
Terminals that utilize only the MasterCard PayPass contactless payment
functionality. The acquirer must ensure that each POS terminal with contact
card acceptance functionality subsequently deployed by any such merchant(s)
accepts MasterCard cards.

MasterCard has approved the following for PayPass-only acceptance:
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• Merchants that deploy single-vehicle parking meters (MCC 7523)

• Merchants that deploy single-ride bus fare collection devices (MCC 4131)

• Merchants that use the following MCCs:

– MCC 4111—Transportation—Suburban and Local Commuter Passenger,
including Ferries

– MCC 4112—Passenger Railways

– MCC 4789—Transportation Services—not elsewhere classified

• Merchants located in Belgium, Canada, Germany, Italy, Poland, the
Netherlands, Spain, Switzerland, Turkey, the United Kingdom, or the United
States that deploy any type of parking meters, including multiple-vehicle
parking meters (MCC 7523). The ceiling limit in Switzerland is CHF 40. The
ceiling limit in Turkey is TRY 35.

• Merchants located in Germany, Poland, Spain, Switzerland, Turkey, or the
United Kingdom that deploy “select first” vending machines (MCC 5499).
The ceiling limit in Switzerland is CHF 40. The ceiling limit in Turkey is
TRY 35.

• Subject to MasterCard approval on a case-by-case basis, merchants
operating mass events, festivals, and sport arenas located in Poland under
the following (MCCs):

– MCC 7941—Athletic Fields, Commercial Sports, Professional Sports
Clubs, Sports Promoters

– MCC 7929—Bands, Orchestras, and Miscellaneous Entertainers not
elsewhere classified

POS terminals that utilize only the MasterCard PayPass contactless payment
functionality at merchants using the following MCCs are not required to
provide a transaction receipt at the time the transaction is conducted; however,
the merchant must have a means by which to provide a receipt to the
cardholder upon request. If such means involves the storage, transmission,
or processing of account data, then it must comply with the Payment Card
Industry Data Security Standard (PCI DSS). The manner in which to request a
receipt must be clearly displayed at the merchant location.

• MCC 4111—Transportation—Suburban and Local Commuter, Passenger,
including Ferries

• MCC 4112—Passenger Railways

• MCC 4131—Bus Lines

• MCC 4789—Transportation Services—not elsewhere classified

• MCC 7523—Automobile Parking Lots and Garages
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Revised Standards—Maestro Global Rules
Effective 14 October 2011, MasterCard will revise the Maestro Global Rules to
include these Standards. Additions to the Standards are underlined. Deletions
are indicated with a strikethrough.

Chapter 7—Acquiring

7.13 Requirements for Transaction Receipts

Note: A rule variation on this topic appears in Chapter 23, “Maestro PayPass,”
of this rulebook.

Chapter 23—Maestro PayPass

1.1 Overview

Where approved by the Organization (either on a country-by-country
or case-by-case basis), Acquirers may sponsor Merchants that deploy
POS Terminals that utilize only the Maestro PayPass contactless payment
functionality. Each Acquirer must ensure that, should any of its Merchant(s)
approved by the Organization to deploy POS Terminals that utilize only the
Maestro PayPass contactless payment functionality subsequently deploy
POS Terminals that comply with the requirements set forth in section 7.6 of
this rulebook, such compliant POS Terminals accept and properly process
Transactions.

The Organization has approved the following:

• Merchants that deploy single-vehicle parking meters (MCC 7523)

• Merchants that deploy single-ride bus fare collection devices (MCC 4131)

• Merchants that use the following MCCs:

– MCC 4111—Transportation—Suburban and Local Commuter Passenger,
including Ferries

– MCC 4112—Passenger Railways

– MCC 4789—Transportation Services—not elsewhere classified

• Merchants located in Belgium, Canada, Germany, Italy, Poland, the
Netherlands, Spain, Switzerland, Turkey, or the United Kingdom that
deploy any type of parking meters, including multiple-vehicle parking
meters (MCC 7523).

• Merchants located in Germany, Poland, Spain, Switzerland, Turkey, or the
United Kingdom that deploy “select first” vending machines (MCC 5499).
The ceiling limit in Switzerland is CHF 40. The ceiling limit in Turkey is
TRY 35.
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• Subject to Organization approval on a case-by-case basis, Merchants at
mass events, festivals, and sport arenas located in Poland that use the
following MCCs:

– MCC 7941—Athletic Fields, Commercial Sports, Professional Sports
Clubs, Sports Promoters

– MCC 7929—Bands, Orchestras, and Miscellaneous Entertainers not
elsewhere classified

7.13 Requirements for Transaction Receipts

The following rule replaces Chapter 7, “Acquiring,” section 7.13 in part 1 of
this rulebook:

POS Terminals that utilize only the Maestro PayPass contactless payment
functionality at Merchants using the following MCCs are not required to
provide a Transaction receipt at the time the Transaction is conducted;
however, the Merchant must have a means by which to provide a receipt to
the Cardholder upon request. If such means involves the storage, transmission,
or processing of Account data, then it must comply with the Payment Card
Industry Data Security Standard (PCI DSS). The manner in which to request a
receipt must be clearly displayed at the Merchant location and in compliance
with the requirements set forth in subsections 7.13.1, 7.13.5, 7.13.6, 7.13.7,
and 7.13.8 in part 1 of this rulebook.

• MCC 4111—Transportation—Suburban and Local Commuter, Passenger,
including Ferries

• MCC 4112—Passenger Railways

• MCC 4131—Bus Lines

• MCC 4789—Transportation Services—not elsewhere classified

• MCC 7523—Automobile Parking Lots and Garages

The remainder of this chapter is unchanged.

For More Information
Members with questions about these revised Standards should contact:

Debra Kreiselman

Program Leader, Franchise Development, Rules, Standards, and Strategy

Phone: 1-914-249-6368

Fax: 1-914-249-4385

E-mail: debra_kreiselman@mastercard.com
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2011 Chargeback, Arbitration, and
Compliance Training (U.S. Region)
Tim Hopkins, Senior Business Leader, Dispute Resolution Services

Topic(s): Training

Applies to: � Issuers � Acquirers � Processors

Summary: MasterCard is pleased to announce instructor-led, chargeback
training courses to be held in the U.S. region.

Action Indicator: R Member must register to have access to product or
service

Effective Date: As indicated

Overview
MasterCard is pleased to present the following instructor-led chargeback
training courses to be held in June, August, and October 2011 in the U.S. region.

Efficient Chargeback Processing
This two-day course provides the reasoning behind chargeback rules and
procedures and provides hands-on practice in making accurate decisions on
even the most problematic disputes.

This course is focused towards chargeback specialists, chargeback managers,
and customer service representatives with at least one year of experience in
cardholder responsibility, merchant responsibility, or both.

Efficient Chargeback Processing, Arbitration and
Compliance
This three-day course consolidates two sessions, combining Efficient
Chargeback Processing with Arbitration and Compliance training. One and a
half days are spent on Efficient Chargeback Processing, and one and a half
days are spent on Arbitration and Compliance training.

This course is focused towards chargeback specialists, chargeback managers,
and customer service representatives with at least one year of experience in
cardholder responsibility, merchant responsibility, or both.
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Training Information
Details about the sessions are as follows.

Course Location Training Date

Efficient Chargeback
Processing

(Two-day Session)

Treasure Island Hotel and
Casino, Las Vegas

3300 Las Vegas Blvd. South

Las Vegas, Nevada, USA
89109

1-800-503–8999

The deadline to receive the
MasterCard rate is 7 May
2011. Please see registration
Web site for details.

7–8 June 2011

Efficient Chargeback
Processing/Arbitration/

Compliance

(Three-day Session)

MasterCard

2200 MasterCard Boulevard

O’Fallon, Missouri, USA 63368

16–18 August 2011

Efficient Chargeback
Processing

(Two-day Session)

MasterCard

2000 Purchase Street

Purchase, New York, USA
10577

18–19 October 2011

Attendees are responsible for all travel expenses, hotel costs, and incidental
expenses. MasterCard suggests that before making travel arrangements,
attendees have received a course confirmation acknowledgment from
MasterCard. Hotel information is available on the registration Web site.

Registration and Fee Information
Registration for MasterCard Academy of Risk Management courses is available
online.

Web Site: www.mastercard.com/arm

The registration fee for these courses are available via the online registration
Web site. MasterCard will bill members for course fees through the MasterCard
Consolidated Billing System (MCBS) or a MasterCard® credit card.
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Course Information
To register for these courses:

1. Go to www.mastercard.com/arm.

2. Click Calendar and Registration. The calendar will display.

3. In the Academy of Risk Management (ARM) calendar, scroll to find the
designated date for the course you want to attend.

4. Click Register and then follow the online instructions.

Registrants must have a billable member ID/ICA number available when
registering online for the workshop. MasterCard will bill USD 575 (BRL 1345)
for the workshop fee to the billable member ID/ICA number via the MasterCard
Consolidated Billing System (MCBS). The billing event code will be 2MS2480.

On-site Training and Webinar Availability
Members also can request chargeback and arbitration and compliance training
seminars on site at their own locations. MasterCard also offers Webinars that
are tailored to the needs of a member. Webinars require no travel expenses
and can be accessed from the member’s location. For more information about
scheduling an on-site seminar, Webinar, or regional training, please contact:

Dispute Resolution Services

Phone: 1-636-722-3952

Fax: 1-636-722-7215

E-mail: rules@mastercard.com (enter “seminar” in the subject line)

MasterCard Academy of Risk Management (ARM) is a leading source of
education and training resources for today’s payment card fraud and risk
professional. Through its global conferences, courses, online resources and
customizable training sessions, MasterCard provides the latest insights, data
and best practices to help risk professionals prevent and manage fraud. For a
list of available education and training courses go to:

Web site: www.mastercard.com/arm
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Settlement Holiday Schedule
James Gonzales, Business Leader, Global Settlement Services

Topic(s): Settlement

Applies to: � Issuers � Acquirers � Processors

Summary: Following is the February and March 2011 schedule of local
country holidays that local MasterCard settlement banks have
provided.

Action Indicator: I Informational only (no action required)

Effective Date: As indicated

Member Impact
Intracurrency and regional settlement services affect members as indicated in
the following sections.

Intracurrency Settlement Services

When a currency holiday is announced by the central bank, local monetary
authority, or local settlement agent, MasterCard will exclude that currency’s
intracurrency settlement service from a settlement cutoff. Therefore, when a
currency holiday is declared or the local settlement agent observes a banking
holiday, settlement advisements for the affected intracurrency settlement
service will not be delivered to the participating members. In addition, those
dates are excluded as good value dates for that currency.

Regional Settlement Services

When a currency holiday is announced by the central bank, local monetary
authority, or local settlement agent, MasterCard will exclude that currency’s
regional settlement service from a settlement cutoff. Therefore, when a
currency holiday is declared or the local settlement agent observes a banking
holiday, settlement advisements for the affected regional settlement service
will not be delivered to the participating members. In addition, those dates
are excluded as good value dates for that currency.

U.S. Federal Reserve Holidays
U.S. Federal Reserve holidays will be excluded as good value dates for all
regional settlement services. The next U.S. Federal Reserve holiday is 21
February 2011.
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Settlement Holiday Dates
The following dates will be observed as banking holidays by the local
settlement bank, currency, or both.

Country Date Holiday

Japan 11 February 2011 National Foundation Day

Indonesia 15 February 2011 The Prophet Muhammad
SAW’s Birthday

Malaysia 15 February 2011 Maulidur Rasul

Bangladesh 16 February 2011 Eid-e-Miladun-Nabi

India 16 February 2011 Id-E-Milad

Sri Lanka 16 February 2011 Milad-Un-Nabi (Holy Prophet’s
Birthday)

Sri Lanka 17 February 2011 Nawam Full Moon Poya Day

Thailand 18 February 2011 Makha Bucha Day

Bangladesh 21 February 2011 Shahid Day

Canada 21 February 2011 Family Day

United States 21 February 2011 President’s Day

Russia 23 February 2011 Defense of the Fatherland

India 2 March 2011 Mahashivratri

Mauritius 2 March 2011 Maha Shivaratree

Sri Lanka 2 March 2011 Mahasivarathri Day

Argentina 7 March 2011 Carnival

Brazil 7 March 2011 Carnival

Russia 7 March 2011 Bridge Holiday

Venezuela 7 March 2011 Carnival

Argentina 8 March 2011 Carnival

Azerbaijan 8 March 2011 Women’s Day

Belarus 8 March 2011 Women’s Day

Brazil 8 March 2011 Carnival

Kazakhstan 8 March 2011 International Women’s Day

Moldova 8 March 2011 International Women’s Day
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Country Date Holiday

Ukraine 8 March 2011 International Women’s Day

Venezuela 8 March 2011 Carnival

Albania 14 March 2011 Summer Day

Hungary 14 March 2011 Bank Holiday

Hungary 15 March 2011 National Day

Bangladesh 17 March 2011 Birthday of Bangabandhu
Sheikh Mujibur

Azerbaijan 21 March 2011 Novruz Holiday

Japan 21 March 2011 Spring Equinox Day

Kazakhstan 21 March 2011 Nauriz Meiramy

Mexico 21 March 2011 Benito Juarez Birthday

South Africa 21 March 2011 Human Rights Day

Albania 22 March 2011 Nevruz Day

Azerbaijan 22 March 2011 Novruz Holiday

Kazakhstan 22 March 2011 Nauriz Meiramy

Azerbaijan 23 March 2011 Novruz Holiday

Kazakhstan 23 March 2011 Nauriz Meiramy

Argentina 24 March 2011 National Day of the Memory
by the Truth

Azerbaijan 24 March 2011 Novruz Holiday

Argentina 25 March 2011 Tourist Bridge

Azerbaijan 25 March 2011 Novruz Holiday

Trinidad and Tobago 30 March 2011 Spiritual Baptist Day
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For More Information
Members with questions about the settlement holiday dates should contact:

Jim Groene

Senior Professional, Global Settlement Services

Phone: 1-636-722-7906

Fax: 1-636-722-2383

E-mail: jim_groene@mastercard.com
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Merchants Registered for the CVC 2
Validation Program
Colin McGrath, Senior Business Leader, U.S. Commerce Development

Suggested routing: Principal Contact

Topic(s): Authorization, Chargebacks, Fraud/Risk, Merchants, Security

This article applies to members in the U.S. region but could affect members globally.

Applies to: � Issuers � Acquirers � Processors

Summary: MasterCard is providing the current list of merchants that have
been registered in the MasterCard Card Validation Code 2 (CVC
2) Validation Program.

Action Indicator: M Mandate

F Financial impact

C Coding or development changes typically required

R Member must register to have access to product or
service

A Attention warranted

Effective Date: For transactions occurring on or after 1 March 2011

MasterCard CVC 2 Validation Program
Beginning in April 2009, MasterCard implemented the MasterCard CVC 2
Validation Program for U.S. region merchants as announced in the article
“MasterCard CVC 2 Validation Program and Revised Standards—Amendment,”
published in Global Debit Operations Bulletin No. 3, 10 March 2009.

The article is included here in its entirety as originally published in Global
Operations Bulletin No. 2, 1 February 2011. This information affects debit
issuers that process chargeback transactions through the Single Message
System, although debit issuers use only the last two digits of the Reason
Codes. For more information about processing chargeback transactions via
NICS™, refer to the NICS User Guide. For more information about processing
chargeback transactions via online exception item processing, refer to the
Single Message System Specifications manual.
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In addition, Data Element definitions, values, and transaction message
flows may be different for debit transactions. For more information about
Data Element definitions, values and transaction message flows for debit
transactions, refer to the Single Message System Specifications manual.

When a merchant registered for the program processes a key-entered
face-to-face transaction, the merchant may seek to obtain CVC 2 validation
instead of a card imprint. MasterCard will revise chargeback message reason
code 0037 (No Cardholder Authorization) to provide that such CVC 2 validation
may be a valid substitute for a card imprint as proof of card presence.

Listing of Registered Merchants
MasterCard has registered the following merchants in the MasterCard CVC 2
Validation Program. Newly listed merchants are indicated in bold. Merchants
removed from the list are indicated with a strikethrough.

5–7–9 Shop JC Penney Ross Stores

Abercrombie & Fitch Jo-Ann Stores RS.com

Abercrombie Kids Kay Jewelers RS Pilot

AJ Wright King Soopers Ruel

Apple KMart SC Kiosk

AutoZone KMart Kiosk Sam’s Club

B. Dalton Kohl’s Save-Rite

Bakers Kroger Schuler Books

Barnes & Noble Kwik Shop Scott’s Foods

Bob’s Stores Loaf N Jug Sears

Borders Lowe’s Sheetz

Burlington Coat Factory Marathon Oil Smiths Food & Drug

City Market Marrianne’s Smiths Marketplace

Crazy 8 Marshalls Staples

Dillons Meijer Sterling Jewelers

DoubleDay Mirastar Super Target

Food Plus Nordstrom The Home Depot

FoodsCo Office Depot The Home Depot Carwash

Fred Meyer Owen’s Target

Frys Food & Drug Pay Less Super Markets Tesoro
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Frys Marketplace Pepboys TJ Maxx

Gerbes Petco Tom Thumb

Gilley & Hicks Pier 1 Trader Joe’s

Gymboree Point Mobil Turkey Hill

HD Convenience Store Quality Food Centers
(QFC)

USA Petroleum

Hilander Quik Stop Walden Books

Hollister QuikTrip Walmart

HomeGoods Radio Shack Walmart Supercenter

Janie and Jack Rainbow Apparel Winn-Dixie

Jay C Foods Ralphs

For More Information
Members with questions about the information in this article should contact
Customer Operations Services using the Contact Information provided in this
bulletin, or contact:

Ed DePhilippis

Leader, U.S. Commerce Development

Phone: 1-914-249-5374

Fax: 1-914-249-5618

E-mail: edward_dephilippis@mastercard.com
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RecentMasterCardMember Publications
Virginia Hayden, Senior Business Leader, Manuals and Publications

Suggested routing: Authorization Contact, Clearing Contact, Finance Contact, Mail List Contact,
Marketing Contact, Principal Contact, Programming Contact, Risk Management Contact, Security
Contact, Settlement Contact

Topic: Documentation, MasterCard OnLine

Applies to: � Issuers � Acquirers � Processors

Summary: MasterCard provides instructions members can use to
view documents published during the previous month on
MasterCard OnLine®. If you receive paper publications, please
allow several days for distribution.

Action Indicator: I Informational only (no action required)

R Member must register to have access to product or
service

Effective Date: As indicated

Recent Member Publications
MasterCard published new and updated documents through the Member
Publications product in the previous month. To view the Recently Published
page, follow these steps:

1. Go to www.mastercardonline.com.

2. Log on using your User ID and Security Information.

3. From the Products menu, click My Products, and then click Member
Publications. The Member Publications home page is displayed.

4. On the Member Publications home page, under the Quick Links menu at
the left, click Recently Published. A list of the most recent English-language
documents available in the Member Publications library is displayed.
To view recently published Spanish or Portuguese manuals, click the
corresponding button at the top of the page.

When an update is published, discontinue using any previous editions.
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Recent MasterCard Bulletins
MasterCard published a number of bulletins through MasterCard Bulletins in
the previous month. To view a list of new bulletins that MasterCard published
in the past month, follow these steps:

1. Go to www.mastercardonline.com.

2. Log on using your User ID and Security Information.

3. From the Main Menu, click Bulletins. The MasterCard Bulletins home page
is displayed.

4. Click the arrow next to View By..., and then click New Bulletins. A list of
new bulletins will display in the Bulletins Browser pane at the left.

Publications Information
Publications are available online, and MasterCard provides some in printed
format or CD-ROM format. Signing up for Member Publications does not
remove your name from the mail list for a printed publication. You will
continue to receive printed publications until you remove your name from the
subscription list using the Ordering Publications tool.

To add or remove your name from a mail list, use the Ordering Publications
tool by clicking Resources from the main menu bar on the MasterCard OnLine®
home page. Then click Ordering Publications. If you do not have access to ,
go to the MasterCard OnLine Web site and click Sign Up.

Web Site: www.mastercardonline.com

Subscribing to Member Publications

MasterCard Member Publications are available in an online format on
MasterCard OnLine for licensed users. The Member Publications product
contains more than 300 publications. The online manuals are easy to use and
generally are available to members before printed manuals can reach them.

If you are not using the Member Publications product on MasterCard OnLine
and would like to subscribe, follow these steps:

1. Go to www.mastercardonline.com.

2. Log on using your User ID and Security Information.

3. From the Products menu, click Order Products.

4. From the Shop tab, type Member Publications in the Find: box

5. To filter, type Member Publications in the Find: box.

6. Click go.

7. Select Member Publications, and then click Subscribe Now.

8. Complete the request form and submit it for processing.
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Accessing MasterCard Bulletins

Global, regional, and country bulletins are available online through the
MasterCard Bulletins product on MasterCard OnLine. The MasterCard Bulletins
product allows members to view and search bulletin articles by type, date,
topic, and language. Access to MasterCard Bulletins is free of charge to all
MasterCard OnLine users. To access MasterCard Bulletins, click Bulletins from
the Main Menu on the MasterCard OnLine home page.

Printed Publications

To add or remove your name from a mail list, use the Ordering Publications
tool by clicking Resources from the main menu bar on the MasterCard OnLine
home page. Then click Ordering Publications. If you do not have access to
MasterCard OnLine, go to the MasterCard OnLine Web site and click Sign Up.

Web Site: www.mastercardonline.com

Send Us Your Comments and Suggestions
Please send your comments or suggestions about MasterCard publications to:

Manuals and Publications

Fax: 1-636-722-7107

E-mail: publications@mastercard.com
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Calendar of Events 

The calendar of events provides significant dates for debit operations-

related events. 

February 2011 

11 The MasterCard® Debit Financial Simulator version 11.1 will be 

available on 11 February 2011. This new version of the 

simulator includes several product and release enhancements to 

version 10.2.  For more information, refer to Global Debit 

Operations Bulletin No. 1, 10 January 2011. 

15 MasterCard will offer a free online training session for members 

in the Latin America and the Caribbean region about debit 

products and services focusing on Single Message System 

Release 11.1 and will include high-level information about 

changes planned for future releases.  This session is in English.  

For more information, refer to Global Debit Operations Bulletin 

No. 1, 10 January 2011. 

17 MasterCard will offer a free online training session about debit 

products and services focusing on Single Message System 

Release 11.1 and will include high-level information about 

changes planned for future releases.  For more information, 

refer to Global Debit Operations Bulletin No. 1, 10 January 

2011. 

21 MasterCard will begin to support the Microsoft Windows® 7 

operating system and Internet Explorer 8 browser. This support 

will be offered in addition to the currently supported desktop 

standards, so no impact to members is anticipated.  For more 

information, refer to Global Debit Operations Bulletin No. 11, 10 

November 2010. 

22 MasterCard will offer a free online training session for members 

in the Latin America and the Caribbean region about debit 

products and services focusing on Single Message System 

Release 11.1 and will include high-level information about 

changes planned for future releases.  This session is in Spanish.  

For more information, refer to Global Debit Operations Bulletin 

No. 1, 10 January 2011. 
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February 2011 

24 MasterCard will offer a free online training session about debit 

products and services focusing on Single Message System 

Release 11.1 and will include high-level information about 

changes planned for future releases.  For more information, 

refer to Global Debit Operations Bulletin No. 1, 10 January 

2011. 

March 2011 

1 MasterCard will offer a free online training session about debit 

products and services focusing on Single Message System 

Release 11.1 and will include high-level information about 

changes planned for future releases.  For more information, 

refer to Global Debit Operations Bulletin No. 1, 10 January 

2011. 

22 MasterCard will offer a free online training session for members 

in the Latin America and the Caribbean region about debit 

products and services focusing on Single Message System 

Release 11.1 and will include high-level information about 

changes planned for future releases.  This session is in Spanish.  

For more information, refer to Global Debit Operations Bulletin 

No. 1, 10 January 2011. 

April 2011 

1 POI Currency Conversion registration requirement deadline for 

acquirers.  For more information, refer to the article “Extended 

Deadline for POI Currency Conversion Registration—1 April 

2011” published in Global Debit Operations Bulletin No. 2,  

10 February 2011. 

1 MasterCard will introduce the MasterCard Payment Card 

Industry Data Security Standard (PCI DSS) Risk-based Approach 

into its MasterCard Site Data Protection (SDP) Program 

Standards in recognition of the counterfeit fraud prevention 

potential of EMV chip transactions.  For more information, refer 

to Global Debit Operations Bulletin No. 12, 10 December 2010. 

12–14 MasterCard will implement Single Message System Release 11.1. 

New! 
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April 2011 

15 MasterCard is establishing an offline authorization limit of AUD 

100 for MasterCard® PayPass™ M/Chip transactions that take 

place at Australia merchant locations for all card acceptor 

business codes (MCCs).  For more information, refer to Global 

Debit Operations Bulletin No. 9, 10 September 2010. 

15 MasterCard is announcing the expansion of participation in the 

global Chip Liability Shift Program.  For more information, refer 

to Global Debit Operations Bulletin No. 3, 10 March 2010. 

15 MasterCard is revising its Standards for Issuer Handling of 

Fraudulent Accounts.  For more information, refer to Global 

Debit Operations Bulletin No. 2, 10 February 2011. 

May 2011 

1 MasterCard is implementing a phased mandate for U.S. region 

acquirers to support certain authorization message types for 

Debit MasterCard and Maestro transactions taking place at 

merchant locations under 47 MCCs.  For more information, refer 

to Global Debit Operations Bulletin No. 2, 10 February 2010. 

1 MasterCard will implement Phase 3 of a mandate for acquirers 

in the U.S. region to support partial approvals, support sending 

a reversal request or advice to update the cardholder’s open-to-

buy balance, and support sending account balance responses 

within the Authorization System and the Single Message System 

for debit and prepaid transactions.  For more information, refer 

to Global Debit Operations Bulletin No. 7, 21 July 2008 and No. 

2, 21 February 2008. 

18–19 MasterCard will hold the Spring 2011 Tactical Forum in St. Louis, 

Missouri, USA at the Hilton St. Louis at the Ballpark hotel. 

Members must register by 26 April 2011. For more information, 

refer to Global Operations Bulletin No. 2, 1 February 2011. 

  

New! 

 

New! 
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June 2011 

7–8 MasterCard Academy of Risk Management will host “Efficient 

Chargeback Processing” in Las Vegas, Nevada, USA. 

To register, please go to www.mastercard.com/arm or 

send an e-mail message to arm@mastercard.com. 

9 MasterCard Academy of Risk Management will host the 

“MasterCard Insights Series” in Las Vegas, Nevada, USA. 

To register, please go to www.mastercard.com/arm or 

send an e-mail message to arm@mastercard.com. 

14 MasterCard is revising its Standards to support MasterCard and 

Maestro cardholder participation in a remote payment service 

through the use of a pre-configured Mobile Device, such as a 

phone.  For more information, refer to Global Debit Operations 

Bulletin No. 10, 11 October 2010. 

30 Level 1 merchants that choose to conduct an annual onsite 

assessment using an internal auditor must ensure that primary 

internal auditor staff engaged in validating Payment Card 

Industry Security Standard (PCI DSS) compliance attend PCI 

SSC-offered merchant training programs and pass any PCI SSC 

associated accreditation program annually in order to continue 

to use internal auditors.  For more information, refer to Global 

Debit Operations Bulletin No. 1, 11 January 2010. 

August 2011 

16–18 MasterCard Academy of Risk Management will host “Efficient 

Chargeback Processing/Arbitration/Compliance” in St. Louis, 

Missouri, USA. To register, please go to 

www.mastercard.com/arm or send an e-mail message to 

arm@mastercard.com. 

New! 

 

New! 

 

New! 
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October 2011 

11–13 MasterCard will implement Single Message System Release 

11.Q4. 

14 MasterCard will implement chargeback rule changes that extend 

the Maestro chargeback right for Goods or Services Not 

Provided to face-to-face transactions, except Maestro® 

PayPass™ transactions, and to mail order/telephone order 

(MO/TO) transactions, where permitted.  For more information, 

refer to Global Debit Operations Bulletin No. 1, 10 January 

2011. 

14 MasterCard is introducing an intraregional MasterCard® 

SecureCode™ merchant-only liability shift for electronic 

commerce (e-commerce) transactions in the U.S. region. The 

liability shift will replace the current MasterCard mandate for 

U.S. region issuers to participate in MasterCard SecureCode.  For 

more information, refer to Global Debit Operations Bulletin No. 

9, 10 September 2010. 

18–19 MasterCard Academy of Risk Management will host “Efficient 

Chargeback Processing” in St. Louis, Missouri, USA. 

To register, please go to www.mastercard.com/arm or 

send an e-mail message to arm@mastercard.com. 

November 2011 

1 MasterCard will implement Phase 3 of a mandate for acquirers 

in the U.S. region to support partial approvals, support sending 

a reversal request or advice to update the cardholder’s open-to-

buy balance, and support sending account balance responses 

within the Authorization System and the Single Message System 

for debit and prepaid transactions.  For more information, refer 

to Global Debit Operations Bulletin No. 4, 12 April 2010. 

New! 

 

New! 
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July 2012 

1 Level 2 merchants that choose to complete an annual self-

assessment questionnaire must ensure that staff engaged in the 

self-assessment attend Payment Card Industry Data Security 

(PCI SSC)-offered merchant training programs and pass any 

associated PCI SSC accreditation program annually in order to 

continue the option of self-assessment for compliance 

validation.  For more information, refer to Global Debit 

Operations Bulletin No. 1, 11 January 2010. 

October 2012 

12 MasterCard is announcing the expansion of participation in the 

global Chip Liability Shift Program.  For more information, refer 

to Global Debit Operations Bulletin No. 3, 10 March 2010. 

December 2015 

31 MasterCard is announcing the expansion of participation in the 

global Chip Liability Shift Program.  For more information, refer 

to Global Debit Operations Bulletin No. 3, 10 March 2010. 

 



Legal Notices

Standards From time to time, the author of an article appearing in this Bulletin may
attempt to describe, explain, clarify or otherwise elucidate upon a Rule or other
Standard or revision thereof. No such description, explanation, clarification
or other elucidation shall be deemed to be a Rule or other Standard nor be
deemed to accurately describe, explain, clarify or otherwise elucidate upon a
Rule or other Standard. In the event the Corporation, in its sole judgement,
determines at any time there to be a conflict or discrepancy between a Rule
or other Standard and any description, explanation, clarification or other
elucidation thereof appearing in this Bulletin, the text of the Rule or other
Standard shall be afforded precedence and the conflicting or discrepant
description, explanation, clarification or other elucidation shall be deemed of
no effect as if never published herein.

Trademarks Trademark notices and registration symbols used in this bulletin reflect the
registration status of MasterCard trademarks in the United States. Please
consult with the Customer Operations Services team or the MasterCard Law
Department for the registration status of particular product, program, or service
names outside the United States. All third-party product and service names are
trademarks of their respective owners.

Routing MasterCard frequently recommends that persons having certain responsibilities
read certain articles. Each member is responsible for ensuring that it remains in
compliance with MasterCard Standards at all times. Thus, it is the responsibility
of each member to determine who within its organization is afforded access
to MasterCard information.

Revisions In the event of a conflict between this document and a subsequently published
edition, the subsequently published edition shall have precedence.

Proprietary Rights The information contained in this document is proprietary and confidential to
MasterCard International Incorporated, one or more of its affiliated entities
(collectively “MasterCard”), or both. This material may not be duplicated,
published, or disclosed, in whole or in part, without the prior written permission
of MasterCard.
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