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Summary: MasterCard is reminding issuers and acquirers of the rules and
best practices concerning the use of card validation code 2
(CVC 2) for Maestro transactions.

Action Indicator: I Informational only (no action required)

Effective Date: 15 September 2011

Background
In Europe Region Operations Bulletin No. 4, 1 April 2010, the article “Issuer
Support for Maestro E-Commerce” announced new Standards regarding issuer
support for Maestro e-commerce transactions and requirements to add the PAN
to the card upon reissuance, stock depletion, or both. The effective date for this
rules change was 15 April 2011 and there has been a very positive response
from issuers and acquirers across the region.

While MasterCard requires Maestro® issuers to support e-commerce transactions,
there are no requirements regarding the implementation of MasterCard®

SecureCode™. However, MasterCard strongly recommends that issuers
implement SecureCode. Some markets have decided to use CVC 2 for Maestro
transactions with or without SecureCode being in place.

Many merchants have adapted their payment pages for Maestro but left in a
field for CVC 2, which is commonly requested for credit transactions.

This article outlines some of the implementation considerations that issuers,
acquirers, and merchants should be aware of to launch a successful Maestro
e-commerce program and to ensure that Maestro transactions are processed
effectively.

CVC 2
CVC 2 is not a mandatory feature for Maestro and merchants and acquirers
are not permitted to require CVC 2 for Maestro acceptance over the Internet.
However, CVC 2 is a common standard in e-commerce for credit card
transactions. Therefore, it is possible that some merchants may request CVC 2
for Maestro transactions.
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Merchants
Because of the number of Maestro cards that support CVC 2, CVC 2 must not
be a required field on the payment page for Maestro transactions. Merchants
who request a CVC 2 should clearly indicate this is not a required field from
Maestro cardholders and should not refuse payment if absent. Where the
information is supplied, this should be passed to the issuer in the Authorization
Request/0100 message.

Acquirers, merchants, and Payment Service Providers are also reminded that
Maestro cards exist in multiple BIN ranges and can begin with a “5” or a “6.”
There is a common misunderstanding that all Maestro cards begin with the
number “6.”

MasterCard cards are all in the 51–55 BIN range. Any card outside of those
BIN ranges and identified as a Maestro card should trigger a MasterCard
SecureCode™ authentication request from the merchant. Transactions should
not be sent for authorization without showing a minimum of merchant UCAF.

Issuers
Merchant requirements for CVC 2 are also optional—therefore, issuers that
include CVC 2 on the card must not decline an authorization if the information
is not provided.

Issuers that do not display the CVC 2 on the card should consider providing
regular e-commerce users with a CVC 2 value they can use to maximize
acceptance for online purchases.

For More Information
Members with questions about this reminder of CVC 2 rules should contact the
Customer Operations Services team using the Contact Information provided in
this bulletin.
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