
Revised Standards for the Payment
Facilitator and Service Provider
Programs
Topic(s): Rules/Standards

Applies to: P Acquirers P Processors

Summary: MasterCard is announcing revised Standards for the Payment
Facilitator and Service Provider programs. This article identifies
new Standards and process enhancements for Payment
Facilitators and Independent Sales Organizations.

Action Indicator: M Mandate

C Coding or development changes typically required

Effective Date: As indicated

Background
The payments landscape is changing with the emergence of new technologies
and new participants in the global payment space. To help ensure the
continued success of MasterCard and its customers, MasterCard rules and
policies must evolve to align with market needs and continue to protect the
MasterCard franchise.

The Payment Facilitator and Service Provider programs were created to help
grow MasterCard merchant acceptance. The Payment Facilitator model is a cost
effective way for small merchants in an e-commerce, face-to-face and mobile
point-of-sale environment to accept MasterCard.

Independent Sales Organizations are entities providing services on behalf of a
licensed MasterCard customer, which include the following:

• Cardholder and/or Merchant customer service not affording access to
account data, transaction data, or both, including the collection of any fee
or other obligation associated with the customer’s program.

• Cardholder and/or Merchant Solicitation, including application processing

• Cardholder and/or Merchant statement preparation not affording access to
account or transaction data

• Merchant education and training

• Point-of-Interaction (POI) Terminal deployment
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Summary of Rules Changes
The following rules changes are effective immediately, as outlined in the
revised Standards.

• A Payment Facilitator will be classified as a type of Service Provider, rather
than as a Merchant (but will continue to be able to perform all of its
existing services, such as paying submerchants for transactions).

• The submerchant transaction volume threshold will be raised from USD
100,000 to USD 1,000,000 in combined MasterCard® and Maestro® annual
transactions. Entities with higher volumes must enter into a direct merchant
agreement with the acquirer.

• The acquiring of transactions from a Payment Facilitator located outside
of the area of use of the customer’s license will be permitted, provided
the transactions occur at submerchants located within the customer’s area
of use.

• The performance of a credit check when screening a prospective merchant
or submerchant will no longer be required if the entity has annual
combined MasterCard and Maestro transaction volume (actual or projected)
of USD 100,000 or less.

In addition, the following changes will be effective 17 April 2015 (with Release
15.Q2):

• Acquirers must populate new transaction data fields to uniquely identify
the Payment Facilitator and the submerchant (refer to the article “Global
545—Service Provider and Merchant Identification Enhancements,” in the
Release 15.Q2 Document—Dual and Single Message Systems.

• Acquirers will no longer be required to provide quarterly reporting of
Payment Facilitator activity and monthly reporting of high-risk Payment
Facilitator activity. The acquirer must provide to the corporation a quarterly
Non-Processed Transaction Activity report for each submerchant of the
Payment Facilitator that includes the following:

– Submerchant name and location as appears in DE 43 (Card Acceptor
Name/Location) of clearing records

– Submerchant “doing business as” name or URL

– Submerchant MCCs

– Transaction sales count and amount for each MCC

– Transaction chargeback count and amount for each MCC

• The card acceptor name field (DE 43, subfield 1) of authorization and
clearing messages must always display the Payment Facilitator name
followed by “*” and the submerchant name.

• Acquirers must populate a new Independent Sales Organization (ISO)
identification number in all transactions for which an ISO provides
merchant or ATM owner support.

Customers can find complete details about this enhancement in the article
Global 545—Service Provider and Merchant Identification Enhancements,” in
the Release 15.Q2 Document —Dual and Single Message Systems.
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Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

As indicated MasterCard Rules Chapter 5—Acquiring

Chapter 7—Service
Providers

Definitions

As indicated Security Rules and Procedures Definitions

Chapter 7—Merchant,
Submerchant, and ATM
Owner Screening and
Monitoring Standards

As indicated IPM Clearing Formats Chapter 7—Data Element

MasterCard will incorporate the revised Standards into a future edition of
these manuals. The manuals are available on MasterCard Connect™ via the
Publications product.

Revised Standards—MasterCard Rules
MasterCard will revise the MasterCard Rules to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

Chapter 5—Acquiring

5.1 The Merchant and ATM Owner Agreements

5.1.2.1 Payment Facilitators

This section is deleted in its entirety. Subsequent subsections will be renumbered.

5.5 Payment Facilitator Obligations

This section is deleted in its entirety.
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5.5.1 Submerchant Screening Procedures

This section is deleted in its entirety. Refer to section 7.1.2 of the Security Rules
and Procedures in this article for information about this subject.

5.7 Transaction Message Data

5.7.3 Merchant and Submerchant Name Information

Effective 17 April 2015, the Acquirer must ensure that a Transaction conducted
by a Submerchant includes the names of both the Payment Facilitator and
the Submerchant in DE 43 (Card Acceptor Name/Location), subfield 1 (Card
Acceptor Name). The Payment Facilitator name, in full or in abbreviated
form, must be three, seven, or 12 characters in length, followed by “*” and
the Submerchant name.

5.7.5 Merchant and Submerchant Location

A Merchant’s or Submerchant’s location generally is deemed to be the address
set forth in the Merchant Agreement or Submerchant Agreement, respectively.
The location of a Merchant or Submerchant conducting e-commerce, mail
order, phone order, or recurring payment Transactions may be determined
based in full or in part on where the entity holds a license, pays taxes, or
maintains an address for purposes of receiving mail. Any disagreement
between Customers regarding a Merchant or Submerchant location may be
referred to the Corporation for final resolution.
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Chapter 7—Service Providers

7.1 Service Provider Categories

There are five six categories of Service Providers: Independent Sales
Organization (“ISO”); Third Party Processor (“TPP”); Data Storage Entity
(“DSE”); Payment Facilitator (“PF”); Digital Wallet Operator (“DWO”); and
Service Provider Registration Facilitator (“SPRF”).

A Service Provider is categorized by the Corporation based upon the
Corporation’s understanding of the nature of the Program Services to be
performed, as described below. A Service Provider may only perform the
Program Services it is registered to perform.

An entity is categorized as a…
If the entity performs any services
identified as...

Independent Sales Organization (ISO) ISO Program Service

Third Party Processor (TPP) ISO Program Service

Data Storage Entity (DSE) DSE Program Service

Payment Facilitator (PF) PF Program Service

Digital Wallet Operator (DWO) DWO Program Service

Service Provider Registration Facilitator
(SPRF)

SPRF Program Service

The following are descriptions of types of Program Service. Any entity
proposed by a Customer to perform both TPP Program Service and DSE
Program Service is categorized by the Corporation as a TPP.

Payment Facilitator Program Service

• Submit to the Acquirer records of valid Transactions submitted to the
Payment Facilitator by a Submerchant

• Educate and train Submerchants to ensure compliance with the Standards

• Maintain names, addresses, and URLs if applicable of Submerchants

• Timely pay Submerchants for Transactions

• Supply Submerchants with all materials necessary to effect Transactions

• Monitor the Activity and use of the Marks of each Submerchant for
purposes of deterring fraudulent and other wrongful activity
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7.1.1 Independent Sales Organization

Effective 17 April 2015, an Acquirer that uses an Independent Sales
Organization (ISO) must populate the ISO field with an ISO identification
number (ID) in all Transaction messages arising from a Merchant, Submerchant,
or ATM owner receiving or otherwise benefiting from the Program Service
performed by that ISO. The ISO ID must match the Company ID provided
during ISO registration, which may be found in the Business Administration
tool via MasterCard Connect.

The ISO identifier must appear in the following fields:

• DE 48 (Additional Data—Private Use), subelement 27 (Additional Merchant
Data), subfield 2 (Independent Sales Organization ID) of Authorization
Request/0100 and Financial Transaction Request/0200 messages; and

• PDS 0209 (Independent Sales Organization ID) of First Presentment/1240
messages.

7.1.1 7.1.2 Third Party Processor

This section is unchanged.

7.1.3 Payment Facilitator

A Payment Facilitator (PF) is a Service Provider that performs any one or more
of the services described in Rule 7.1 as Payment Facilitator Program Service.
A Customer, either directly or through a Payment Facilitator, is responsible
for ensuring that each Submerchant complies on an ongoing basis with all
Standards applicable to Merchants.

Refer to Rules 7.6.5 and 7.6.6 regarding an Acquirer's obligations in connection
with its Payment Facilitators. Refer to Rule 7.8 regarding Payment Facilitator
obligations.

7.1.2 7.1.4 Digital Wallet Operator

This section is unchanged.

7.3 Access to Merchant Account

This Rule is not applicable with respect to a Payment Facilitator.
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7.6 Acquiring Programs

This Rule is not applicable with respect to a Service Provider whose provision
of Program Service to the Customer consists only of PF Program Service.

5.4 Use of a Payment Facilitator 7.6.5 Payment Facilitators and
Submerchants

The Acquirer is responsible for all acts and omissions of a Payment Facilitator
and of any Submerchant.

A Payment Facilitator may not be a Submerchant of any other Payment
Facilitator, nor may a Payment Facilitator be a Payment Facilitator for another
Payment Facilitator.

Unless otherwise approved by the Corporation, any Submerchant that
exceeds USD 100,000 1,000,000 in MasterCard and Maestro combined annual
Transaction volume must enter into a Merchant Agreement directly with a
Customer.

5.4.1 7.6.5.1 Responsibility for Payment Facilitator and
Submerchant Activity

The Acquirer is responsible for the Activity of the Payment Facilitator and each
of its Submerchants, and must comply with all of the following obligations
related to such Activity. The Acquirer must ensure ongoing compliance with
all of the following.

1. The Payment Facilitator and each of its Submerchants A Submerchant
must be located within the Acquirer’s Area of Use as described in Rule
1.7. The Acquirer must obtain an extension of its Area of Use if either
the Submerchant is located elsewhere, except as provided in Rule 1.7.1,
paragraphs 5, 6, 7, and 8. The location of the Submerchant determines the
location of a Transaction, not the location of the Payment Facilitator. A
Payment Facilitator may be located outside of the Acquirer’s Area of Use.

2. Settlement funds accessed by the Payment Facilitator may only be used to
pay Submerchants the Acquirer permits a Payment Facilitator to access
may only be used to pay Submerchants pursuant to the terms of their
Submerchant Agreements.

3. An Acquirer may permit a Payment Facilitator to manage the following
obligations on behalf of the Acquirer, and remains fully responsible for the
fulfillment of each to the extent that the Payment Facilitator fails to do so:

a. Verification Verify that a Submerchant is a bona fide business operation,
as set forth in section 7.1.2, “Submerchant Screening Procedures,” in
Chapter 7 of the Security Rules and Procedures manual; and
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b. Retention of Retain records concerning the investigation of any of its
Submerchants a prospective Submerchant, provided that such records
are provided to the Acquirer immediately upon request; and

c. Payment to a Submerchant for Transactions by the Submerchant , as set
forth in Rule 5.5.3 Pay a Submerchant for Transactions, in accordance
with Rule 7.8.2, part 4; and

d. Ensuring Ensure that a Submerchant is supplied with materials
necessary to effect Transactions as set forth in Rule 5.5.37.8.1, part 5;
and

e. MonitoringMonitor a Submerchant’s Activity on an ongoing basis to
deter fraud or other wrongful activity, as set forth in Rule 5.5.3 7.8.1,
part 6.

4. Neither the Payment Facilitator nor the Submerchant may require a
Cardholder to waive a right to dispute a transactionTransaction.

5. The Acquirer must provide to the Corporation a quarterly Activity report
for each Submerchant of the Payment Facilitator that includes:

a. Submerchant name and location as appears in DE 43 (Card Acceptor
Name/Location) of clearing records

b. Submerchant “doing business as” name or URL

c. Submerchant MCCs

d. Transaction sales count and amount for each MCC

e. Transaction chargeback count and amount for each MCC

Effective 17 April 2015, provided the Acquirer is compliant with parts 6
and 7 set forth immediately below, and unless otherwise required by the
Corporation, the requirements set forth in this part 5 are not applicable
to Processed Transactions.

6. Effective 17 April 2015, an Acquirer that uses a Payment Facilitator must
populate the Payment Facilitator field with a Payment Facilitator (PF) ID in
all Transaction messages as follows. The PF ID must match the Company
ID provided during Payment Facilitator registration or will be provided
directly by the Corporation.

– DE 48 (Additional Data—Private Use), subelement 27 (Additional
Merchant Data), subfield 1 (Payment Facilitator ID) of Authorization
Request/0100 and Financial Transaction Request/0200 messages; and

– PDS 0208 (Additional Merchant Data), subfield 1 (Payment Facilitator
ID) of First Presentment/1240 messages.

7. Effective 17 April 2015, an Acquirer that uses a Payment Facilitator must
populate the Submerchant field with a Submerchant ID in all Transaction
messages as follows. The Submerchant ID must match the Submerchant ID
supplied by the Acquirer or Payment Facilitator.

– DE 48 (Additional Data—Private Use), subelement 27 (Additional
Merchant Data), subfield 3 (Submerchant ID) of Authorization
Request/0100 and Financial Transaction Request/0200 messages; and
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– PDS 0208 (Additional Merchant Data), subfield 2 (Submerchant ID) of
First Presentment/1240 messages.

5.4.2 7.6.6 High-Risk Payment Facilitators

Each Acquirer that has entered into a Merchant Agreement with a High-Risk
Payment Facilitator must ensure that the Corporation receives a monthly
Submerchant Activity report that provides the information set forth in Rule
5.4.1, part 5. The Corporation reserves the right to require an Acquirer to
provide a monthly Processed Transaction Activity report that includes all of the
information listed in Rule 7.6.5.1, part 5 for any Submerchant of a High-Risk
Payment Facilitator.

7.8 Payment Facilitator Obligations

The Acquirer must ensure that its Payment Facilitator satisfies all of the
obligations set forth in this Rule.

5.5.2 7.8.1 Submerchant Agreement

Each Payment Facilitator must enter into a written agreement with each
Submerchant which sets forth the terms applicable to the Submerchant’s
acceptance of MasterCard and/or Maestro Cards and otherwise complies with
this Rule. Pursuant to a written agreement between an Acquirer and a Payment
Facilitator, a Payment Facilitator may enter into a Submerchant Agreement
with a Submerchant for the purpose of facilitating the Acquirer’s acquiring
of Transactions from the Submerchant. The Submerchant Agreement must
conform to Standards pertaining to Merchant Agreements, and must clearly
and conspicuously:

• Identify the Acquirer;

• Disclose contact information of the Acquirer that the Submerchant may use
to address questions and concerns; and

• Reflect that the Payment Facilitator is entering into the Submerchant
Agreement on behalf of and as an agent of the identified Acquirer.

The Submerchant agreement Agreement must not interfere with or lessen the
right of the Payment Facilitator, the Acquirer, or the Corporation to terminate
the agreement at any time. The Corporation reserves the right to restrict a
Payment Facilitator from entering into a Submerchant agreementAgreement
based on the business of the entity or other criteria as the Corporation deems
appropriate.

5.5.2.1 7.8.1.1 Required Submerchant Agreement Terms

This section is unchanged.
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5.5.3 7.8.2 Obligations as Sponsor of Submerchants

A Payment Facilitator must fulfill all of the following obligations with respect
to each of its Submerchants.

Submerchant Compliance with the Standards

The Payment Facilitator is responsible for ensuring that each of its
Submerchants complies with the Standards, including but not limited to Rules
5.5 and 5.6. The Payment Facilitator must take such actions that may be
necessary or appropriate to ensure the Submerchant’s ongoing compliance
with the Standards. The Payment Facilitator must ensure that each of its
Submerchants complies with the Standards applicable to Merchants.

7.8 7.9 Registration Requirements for DSEs, ISOs, and Type II TPPs

7.8.1 7.9.1 Site Data Protection (SDP) Program Noncompliance

7.9 7.10 Registration Requirements for Type I TPPs

7.10 7.11 Registration Requirements for Type III TPPs

5.4.3 7.12 Registration Requirements for Payment Facilitators

Definitions

Payment Facilitator

Payment Facilitator aA Merchant registered by an Acquirer to facilitate
Transactions on behalf of Submerchants. Unless otherwise stated herein, any
reference to Merchants encompasses Payment Facilitators and Submerchants.
The Standards applicable to a Merchant are applicable to a Payment Facilitator
and a Submerchant.

A Service Provider registered by an Acquirer to facilitate the acquiring of
Transactions by the Acquirer from Submerchants.
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Submerchant Agreement

An agreement between a Submerchant and a Payment Facilitator that sets forth
the terms pursuant to which the Submerchant is authorized to accept Cards. A
Submerchant Agreement must include all provisions required to be included in
a Merchant Agreement, in addition to complying with Rule 7.8.1.

Revised Standards—Security Rules and Procedures
MasterCard will revise the Security Rules and Procedures to include these
Standards. Additions to the Standards are underlined. Deletions are indicated
with a strikethrough.

Definitions

Payment Facilitator

Payment Facilitator aA Merchant registered by an Acquirer to facilitate
Transactions on behalf of Submerchants. Unless otherwise stated herein, any
reference to Merchants encompasses Payment Facilitators and Submerchants.
The Standards applicable to a Merchant are applicable to a Payment Facilitator
and a Submerchant.

A Service Provider registered by an Acquirer to facilitate the acquiring of
Transactions by the Acquirer from Submerchants.

Submerchant Agreement

An agreement between a Submerchant and a Payment Facilitator that sets forth
the terms pursuant to which the Submerchant is authorized to accept Cards. A
Submerchant Agreement must include all provisions required to be included in
a Merchant Agreement, in addition to complying with Rule 7.8.1.

Chapter 7—Merchant, Submerchant, and ATM Owner
Screening and Monitoring Standards

7.1 Screening New Merchants, Submerchants, and ATM Owners

7.1.1 Screening Procedures

This section is replaced with the following separate sections for Merchants,
Submerchants, and ATM owners.

30
Revised Standards for the Payment Facilitator and Service Provider Programs

Global Operations Bulletin No. 10, 1 October 2014

©2014 MasterCard. Proprietary. All rights reserved.

Production Review—Due 26 September



7.1.1 Merchant Screening Procedures

Each Acquirer, before entering into a Merchant Agreement with a Merchant,
must verify that the prospective Merchant is a bona fide business. Such
verification must include at least all of the following:

• Conduct a credit check (such as by obtaining a credit report from a credit
bureau). If the credit check raises questions or does not provide sufficient
information, the Acquirer also should conduct a credit check of:

– The owner, if the prospective Merchant is a sole proprietor; or

– The partners, if the prospective Merchant is a partnership; or

– The partners, if the prospective Merchant is a partnership; or

• Perform background investigations and reference checks of the prospective
Merchant.

• Check for the validity of the business address and other information
provided by the prospective Merchant.

• Submit an inquiry to the MasterCard Member Alert to Control High-risk
(Merchants) (MATCH™) system if the prospective Merchant proposes to
accept MasterCard Cards. The MATCH inquiry for a prospective Merchant
proposing to conduct e-commerce Transactions must include the Universal
Resource Locator (URL) address of it’s website.

• Investigate the prospective Merchant's previous and other relationships
with Customers or Payment Facilitators, if any

NOTE

A Customer must participate in the MATCH system unless excused by
MasterCard or prohibited by law.

An Acquirer is not required to conduct a credit check of a public or private
company that has annual sales revenue in excess of USD 50 million (or
the foreign currency equivalent), provided the Acquirer reviews, and finds
satisfactory for purposes of the acquiring being considered, the most recent
annual report of the Merchant, including audited financial statements. A
private company that does not have a recent audited financial statement
is subject to a credit check and inspection even if its annual sales revenue
exceeds USD 50 million.

As a best practice, the Acquirer also should:

• Inspect the prospective Merchant's premises (both physical locations and
Internet URLs, as applicable) and records to ensure that the prospective
Merchant's has the proper facilities, equipment, inventory, agreements,
and personnel required and if necessary, license or permit and other
capabilities to conduct the business.

• Ensure that the prospective Merchant is able to support the provision of
products or services to be marketed, and has procedures and resources to
timely and appropriately respond to Cardholder inquiries and to support
refund requests.
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7.1.2 Submerchant Screening Procedures

Each Payment Facilitator, before signing a Submerchant Agreement, must verify
that the prospective Submerchant is a bona fide business. Such verification
must include at least both of the following:

• For each prospective Submerchant with more than USD 100,000 in
projected or actual annual combined MasterCard and Maestro Transaction
volume, conduct a credit check (such as by obtaining a credit report from
a credit bureau). If the credit check raises questions or does not provide
sufficient information, the Payment Facilitator also should conduct a credit
check of:

– The owner, if the prospective Submerchant is a sole proprietor; or

– The partners, if the prospective Submerchant is a partnership; or

– The principal shareholders, if the prospective Submerchant is a
corporation.

A credit check must also be performed if required by the Acquirer or applicable
law or regulation.

• Perform background investigations and reference checks of the prospective
Submerchant.

• Check for the validity of the business address and other information
provided.

• Request that the Acquirer for which the Payment Facilitator is an agent
submit an inquiry to the MasterCard Member Alert to Control High-risk
(Merchants) (MATCH™) system if the prospective Submerchant proposes
to accept MasterCard Cards. (The Acquirer itself must directly perform
the MATCH system inquiry.). The MATCH inquiry for a prospective
Submerchant proposing to conduct e-commerce Transactions must
include the Universal Resource Locator (URL) address of the prospective
Submerchant's website.

NOTE

A Customer must participate in the MATCH system unless excused by
MasterCard or prohibited by law.

As a best practice, the Payment Facilitator also should:

• Inspect the prospective Submerchant's premises (both physical locations
and Internet URLs, as applicable) and records to ensure that it has the
proper facilities, equipment, inventory, agreements, and personnel required
and if necessary, license or permit and other capabilities to conduct the
business.

• Ensure that the prospective Submerchant is able to support the provision
of products or services to be marketed, and has procedures and resources
to timely and appropriately respond to Cardholder inquiries and to support
refund requests.

• Investigate the prospective Submerchant's previous and other relationships
with Customers or Payment Facilitators, if any.
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7.1.3 ATM Owner Screening Procedures

Each Acquirer, before signing an ATM Owner Agreement with an ATM owner,
must verify that the prospective ATM owner is a bona fide business. Such
verification must include at least all of the following:

• Conduct a credit check (such as by obtaining a credit report from a credit
bureau). If the credit check raises questions or does not provide sufficient
information, the Acquirer also should conduct a credit check of:

– The owner, if the prospective ATM owner is a sole proprietor; or

– The partners, if the prospective ATM owner is a partnership; or

– The principal shareholders, if the prospective ATM owner is a
corporation.

• Perform background investigations and reference checks of the prospective
ATM owner.

• Confirm that all ATMs claimed by a prospective ATM owner exist and
are operational.

• Verify the location and condition of all ATMs deployed by a prospective
ATM owner.

An Acquirer is not required to conduct a credit check of a prospective ATM
owner public or private company that has annual sales revenue in excess of
USD 50 million (or the foreign currency equivalent), provided the Acquirer
reviews, and finds satisfactory for purposes of the acquiring being considered,
the most recent annual report of the prospective ATM owner, including audited
financial statements. A private company that does not have a recent audited
financial statement is subject to a credit check and inspection even if its annual
sales revenue exceeds USD 50 million.

As a best practice, the Acquirer also should perform an inspection of the
prospective ATM owner’s premises and records to ensure that it has the proper
facilities, equipment, inventory, agreements, and personnel required and if
necessary, license or permit and other capabilities to conduct the business.

Revised Standards—IPM Clearing Formats
MasterCard will revise the IPM Clearing Formats to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.
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Chapter 7—Data Element Definitions

DE 43—Card Acceptor Name/Location

Subfield 1: Card Acceptor Name

The following are rules for subfield 1 (Card Acceptor Name):

• The Card Acceptor Name should contain the same name as imprinted or
printed on the transaction information document (TID)—the name most
recognizable to the cardholder. Refer to section 5.7.3, “Merchant and
Submerchant Name Information” in Chapter 5 of the MasterCard Rules
manual for more information.

For transactions from Card Service Providers, DE 43, subfield 1 should contain
the merchant’s name instead of a merchant aggregator or collective name. For
example, if a cardholder makes a purchase from a store in a shopping mall,
the transaction’s DE 43 subfield 1 should contain the actual merchant’s name
instead of the shopping mall’s name.

Questions?
Customers with Payment Facilitator questions should contact:

Email: payment_facilitator@mastercard.com

Customers with ISO-related questions should contact:

Email: member_service_provider@mastercard.com
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