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Summary: MasterCard has recently become aware of an account takeover
scheme targeting U.S. region merchants in which criminals
present fraudulent authorization reversals to cross-border
issued payment accounts—potentially increasing the account’s
Open-to-Buy balance. Using these accounts, the criminals
subsequently attempt fraudulent ATM transactions. Based on
MasterCard observations, it appears that the primary account
numbers (PANs) receiving the fraudulent reversals do not have
an “offsetting” purchase transaction at the same merchant.

To help mitigate these attacks, MasterCard encourages acquirers
and their processors to integrate preventative measures into
their fraud and risk monitoring controls, as well as to educate
their merchants on the various forms of phishing scams and
malware that criminals use, as described in this article.

Action Indicator: A Attention warranted

Effective Date: Immediately

Overview of Fraudulent Authorization Reversal
Attack Vector
This fraud scheme typically begins with the criminal taking control of a valid
merchant account through phishing of the merchant credentials. Once the
fraudster has successfully gained access to the merchant’s account, the criminal
targets the merchant’s terminal to facilitate the attack. The fraudster then
processes fraudulent reversals to PANs for payment cards in the fraudster’s
possession that have had not been previously used in purchase transactions
at that merchant. Within the Reversal Request/0400 message, the criminal
uses the merchant’s valid merchant identification (MID) number, but alters
the merchant’s name in an attempt to hide this fraudulent activity. If the
issuer accepts the reversal, the funds become available on the fraudster’s card
accounts, thereby increasing the Open-to-Buy balance for these accounts.

MasterCard has observed fraudulent ATM activity on some of these accounts
shortly after the processing of the reversals. The information in this article is
intended to help acquirers, merchants, processors, and issuers identify and
mitigate this payment card account attack method.
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Defending Against Fraudulent Authorization
Reversal Attempts
Acquirers and processors should establish risk mitigation controls for this fraud
scheme. These controls should include measures similar to those employed
against fraudulent credits, including the suspension and review of:

• Reversals for which there is no preceding linked authorization request at
the targeted merchant location within a specified period of time

• Reversals that are larger than the initial authorization amount at the
merchant location

• Multiple reversals for the same cardholder account

• Multiple reversals for multiple cardholder accounts

• Reversals for which the merchant name in the authorization record differs
from the valid merchant name

• Reversals for which the card acceptor business code (MCC) differs from
that of the valid merchant’s MCC

• Reversals for which the Internet Protocol (IP) address differs from that
of the valid merchant

If an acquirer or processor suspects that it has processed a fraudulent reversal,
they should contact the issuer immediately to attempt to avoid potential loss.

Additionally, issuers should closely monitor reversal transactions from
merchants for which there is not a prior purchase transaction. If an issuer
suspects a fraudulent reversal, the issuer should make the appropriate
authorization decision and contact the merchant’s acquirer and/or processor as
soon as possible to attempt to avoid potential loss.

NOTE

Although MasterCard has only observed fraudulent authorization reversals to
cross-border issued payment accounts, customers should be vigilant in their
monitoring of domestic authorization reversals as well.
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Defending Against Phishing Attempts
To deter a criminal from obtaining the necessary access privileges to initiate
an attack against a merchant’s network, the acquirer and its merchants should
follow anti-phishing best practices:

• Use caution when providing sensitive information, such as user IDs and
passwords.

• Do not provide sensitive information to anyone, unless certain of the
credentials of the potential recipient of the information.

– Guard terminal information. Do not disclose the MID number, terminal
ID number, or acquirer’s bank identification number (BIN). Payment
brands (such as MasterCard), acquirers, and processors already have
this information and would not request it. Therefore, if the merchant
receives a call requesting this information, it is likely a phishing attempt
by a criminal to gain terminal access. Instead, the merchant should call
its acquirer or processor, ask to be transferred to the appropriate person
or department that handles the merchant’s account, and report the call.

• Avoid clicking on hyperlinks within e-mail communications. Type the
URL into the web browser instead.

• Do not download suspicious attachments.

• Instruct employees not to use business computers and workstations for
non-business activities, such as web browsing or checking personal e-mail
messages.

• When reviewing or responding to emails, verify that the sender’s
information is correct. Be vigilant for slight misspellings, which may
indicate a phishing attempt.

• If the merchant receives a phone call, e-mail, or repair technician visit that
is suspicious, the merchant should not respond or provide any information.
The merchant should immediately contact its acquirer or processor to verify
the legitimacy of the request.

– Beware of any unscheduled terminal repair technician arriving at a
merchant location requesting access to the point-of-sale (POS) terminal.
The technician may be a criminal attempting to gain access. If a
repair technician arrives unannounced, the merchant should contact
its acquirer or processor to verify the technician’s identity using the
merchant’s own contact information on file, not the contact information
provided by the technician.

• Educate staff regarding anti-phishing strategies, such as only opening email
messages from a known or trusted source.

• Limit employee access to the MID number, terminal ID, or the acquirer’s
BIN to help prevent unintentional leaking of this information to a criminal.
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Upgrading Terminal Security
An acquirer and its merchants should strengthen terminal security at all
merchant locations by establishing the following procedures to avoid unlawful
access:

• Turn off flag defaults upon installation of the terminal. Many terminals
at POS merchant locations are shipped with flag defaults that allow a
secure socket layer (SSL) connection. Retail stores may not need an SSL
connection for a POS transaction.

• Ensure that the terminal setting allows only the MCC assigned to the
specific merchant. Many terminals are also shipped with a default setting
that allows any MCC to be used at the terminal. Criminals often do not
know the MCC for the specific merchant location and use rotating codes to
gain access.

• During a store’s off-hours, if no inventory control or other upgrades are
scheduled, turn off the terminals so that off-hours access is denied to the
criminal.

Strengthening Network Security Against Malware
To protect merchant systems and networks against malware intrusion, the
acquirer should ensure that its merchants adhere to the following:

• Ensure that each merchant’s business systems are in compliance with the
Payment Card Industry Data Security Standard (PCI DSS).

• Regularly update anti-virus applications.

• Perform a credential and password review:

– Identify any systems with weak or blank administrator passwords and
remediate.

– Require regular password changes for users’ system access and
privileges.

– Strengthen the merchant’s password policy.

– Remove generic or vendor default accounts.

• Require two-factor authentication for all remote access applications.

• Review the firewall rules across the merchant’s network.

• Review web-facing applications for structured query language (SQL)
injection vulnerabilities or other web application vulnerabilities.

• Implement an Intrusion Detection System (IDS).

Questions?
Customers with questions about the information in this article should contact
the Customer Operations Services team using the Contact Information provided
in this bulletin.
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