
Business Risk Assessment and
Mitigation Program Updates for
Internet Gambling Transactions
Topic(s): Fraud/Risk, Merchant, Rules/Standards, Security

May Apply To: Acquirers Processors

Summary: MasterCard requires compliance with its Standards that
prohibit the use of MasterCard® cards and systems for illegal
or brand-damaging activities and adherence to Standards that
support the Business Risk Assessment and Mitigation (BRAM)
compliance program.

This article reminds acquirers of their obligations under the
Standards and the MasterCard BRAM program and identifies
certain products and services that are illegal or brand-damaging.
This article also provides a reminder of acquirers’ responsibility
for coding card-not-present (CNP) gambling transactions, as
well as information about recent regulatory action regarding
Internet gambling transactions in Great Britain and Singapore.

Action Indicator: M Mandate

Effective Date: Immediately

Background
The MasterCard Standards require each customer to comply with all applicable
laws and the Standards, and not to engage in or facilitate any action that is
illegal or that, in the opinion of MasterCard, damages or may damage the
goodwill or reputation of MasterCard. The BRAM progam is intended to help
ensure that MasterCard systems and marks are not used in action that is illegal
or that damages or may damage the goodwill or reputation of MasterCard.

MasterCard is updating the Standards to include regulatory information
provided by the Great Britain and Singapore governments as it relates to
Internet gambling transactions. Internet gambling in jurisdictions where it is
illegal is deemed a BRAM violation.

Regulatory Information Regarding Internet Gambling
MasterCard is providing the following updated regulatory information from the
Great Britain and Singapore governments as it relates to Internet gambling
transactions.
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New Gambling Act in Great Britain

Recently, the United Kingdom Gambling Commission, the body that regulates
gambling in Great Britain, issued an update on British law about online
(remote) gambling. The new Gambling (Licensing and Advertising) Act 2014,
which became effective 1 November 2014, mandates gambling operators that
transact with or advertise to consumers in Great Britain to obtain a license
from the United Kingdom Gambling Commission.

Gambling merchants identified as offering or advertising gambling facilities in
violation of the Gambling (Licensing and Advertising) Act 2014 will be found
in violation of the BRAM program.

The United Kingdom Gambling Commission will refer to MasterCard gambling
operators that are found to be in violation of the Gambling (Licensing and
Advertising) Act 2014. Upon receipt, MasterCard will notify the acquirer of the
possible noncompliance with MasterCard Standards.

To ensure compliance, acquirers can check the merchant’s licensed status
by accessing the United Kingdom Gambling Commission’s public register of
licensed operators at:

Website: secure.gamblingcommission.gov.uk/gccustomweb/PublicRegister/PRSearch.aspx

Regulatory Action to Watch in Singapore

Recently, the Singapore Ministry of Home Affairs introduced a First Reading in
Parliament of The Remote Gambling Bill 2014. The Bill provides the legislative
framework to regulate remote gambling activities in Singapore. On the Bill’s
Second Reading in Parliament on 7 October 2014, the Bill was passed. The Bill
will come into force on the date notified by the Minister in the Government
Gazette.

The Bill defines and prohibits remote gambling activities. Key provisions
of the Bill include introducing a comprehensive set of blocking measures,
prohibiting all forms of remote gambling (unless exempted), and prohibiting
advertisement and promotion of remote gambling. Financial institutions or
financial transaction providers may receive a payment blocking order which
may, among others, require the financial institution or financial transaction
provider to block certain payments or not to accept any electronic funds
transfer from a specified person.

Once the Bill comes into force as law, it will be an offence for persons to
gamble remotely, facilitate others to do so, transmit and receive bets, or
provide remote gambling services. The Bill further criminalizes the act of
assisting unauthorized operators. An entity can apply with the Singapore
government to be an exempt operator, if it meets certain qualifying criteria.
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Compliance with Applicable Law and MasterCard
Standards
The MasterCard Standards require all customers to comply with all applicable
laws and not to engage in illegal behavior, or in behavior that would cause
MasterCard to violate any laws. Refer to Rule 2.2 of the MasterCard Rules
manual, which reads:

“Each Customer at all times must conduct Activity in compliance with the
Standards and with all applicable laws and regulations.”

In addition, MasterCard Standards obligate acquirers to ensure that merchants
comply with the Standards as well. Refer to Rule 5.2 of the MasterCard Rules
manual, which reads:

“The Acquirer is responsible for ensuring that each of its Merchants complies
with the Standards, and the Acquirer is itself responsible to the Corporation and
to other Customers for any Merchant’s or Sub-merchant’s failure to do so.”

In furtherance of compliance with applicable law and in accordance with
MasterCard Rule 3.7 (Integrity of Brand and Network) and MasterCard Rule
5.11.7 (Illegal or Brand-Damaging Transactions), MasterCard is providing
notice that it considers the illegal gambling activities, as described above, as
falling within the purview of its BRAM program and will monitor for these
occurrences. In addition, MasterCard will continue to enforce its Rules and
Standards in connection with Internet gambling.

How to Access the Internet Gambling Policy
Follow these steps to access the MasterCard Internet Gambling Policy:

1. Navigate to www.mastercardconnect.com.

2. Log on using your User ID and Security Information.

3. From the Library menu, select Publications.

4. From the Publications home page, select the category Rules and Policies.

5. From the Rules and Policies home page, select Internet Gambling Policy
under the Policies heading.

Reminder
MasterCard has noticed that customers may not be fully coding Internet
gambling transactions in accordance with the requirements set forth in the
MasterCard Internet Gambling Policy. (Refer to the article “MasterCard Policy
and Revised Standards for Internet Gambling Transactions” published in U.S.
Region Operations Bulletin No. 8, 16 October 2009 for details.)
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As a reminder, all acquirers must ensure that each Authorization Request/0100
or Financial Transaction Request/0200 message from an Internet gambling
merchant is properly identified as both a gambling transaction and an
electronic commerce (e-commerce) transaction by using all of the following
transaction elements:

• A value of 7995 (Gambling Transactions) in data element (DE) 18 (Card
Acceptor Business Code);

• A transaction category code (TCC) of U (Unique), and;

• A value of 6 (electronic commerce Transaction) in DE 61 (Point-of-Service
Data), subfield 10 (Cardholder-Activated Terminal Level).

Failure to include all required data elements in each authorization of an
Internet gambling transaction may be deemed a violation of MasterCard
Rules. In addition, if the incorrect coding of Internet gambling transactions
circumvents the issuer’s authorization blocking requirements outlined in the
MasterCard Internet Gambling Policy, MasterCard may deem this as a violation
of the BRAM program.

Questions?
Customers with questions about the information in this article should contact:

Jeffrey D. De Petro

Business Leader, Franchise Development, Customer Performance Integrity

Phone: 1-914-249-2907

Fax: 1-914-249-4257

Email: jeffrey_depetro@mastercard.com
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