
Enhancements to the MasterCard PCI
DSS Risk-based Approach and Revised
Standards
Michael Green, Business Leader, Fraud Management Solutions

Suggested routing: Security Contact

Topic(s): Chip, Fraud/Risk, Merchant, POI/POS Terminal, Rules/Standards, SDP, Security

Applies to: � Acquirers � Processors

Summary: Effective immediately, MasterCard is introducing the updated
MasterCard Payment Card Industry Data Security Standard
(PCI DSS) Risk-based Approach into its MasterCard Site Data
Protection (SDP) Program Standards in recognition of the
counterfeit fraud prevention potential of EMV chip transactions.

This new approach will provide merchants located outside
of the U.S. region that accept EMV chip transactions with an
alternative method for validating their PCI DSS compliance.

In addition, the enhanced MasterCard PCI DSS Risk-based
Approach framework will more closely align with other
payment scheme PCI DSS compliance programs.

Action Indicator: M Mandate

A Attention warranted

Effective Date: Immediately

Background
In Global Operations Bulletin No. 12, 1 December 2010, MasterCard introduced
the MasterCard PCI DSS Risk-based Approach into its MasterCard SDP Program
Standards in recognition of the counterfeit fraud prevention potential of EMV1

chip transactions. The PCI Risk-based Approach was scheduled to become
effective 1 April 2011.

MasterCard has decided to enhance the MasterCard PCI DSS Risk-based
Approach, effective immediately. These enhancements offer acquirers and
their merchants a more industry-aligned approach.

1. EMV is a global standard established by EMVCo LLC for credit and debit payment
cards based on chip card technology. EMVCo LLC was formed in 1999 by Europay,
MasterCard, and Visa to manage, maintain, and enhance the EMV® Integrated
Circuit Card Specifications for Payment Systems. Go to www.emvco.com for
details.
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The PCI DSS contains 12 security requirements and more than 240
sub-requirements covering all aspects of securing cardholder data, including
firewall configurations, anti-virus measures, intrusion detection systems, and
security policies.

The MasterCard SDP Program is designed to drive adoption of the PCI DSS by
merchants, Third Party Processors (TPPs), and Data Storage Entities (DSEs) to
protect against account data compromise (ADC) events.

Currently under the MasterCard SDP Program, MasterCard requires that all
Level 1, 2, and 3 merchants validate their full compliance with the PCI DSS
in accordance with the implementation schedule outlined in section 10.3 of
the Security Rules and Procedures manual and section 8.10 of the Maestro
Global Rules manual.

PCI DSS Prioritized Approach
In Global Security Bulletin No. 5, 15 May 2009, MasterCard introduced the PCI
DSS Prioritized Approach framework by the PCI Security Standards Council
(SSC). This framework groups each of the PCI DSS requirements into one of
six security compliance milestones. The PCI SSC prioritized the milestones so
that when merchants and service providers implemented them in order, the
PCI DSS requirements associated with these milestones would be applied to
systematically reduce the risks associated with ADC events.

The PCI DSS Prioritized Approach milestones are:

1. Remove sensitive authentication data and limit data retention

2. Protect the perimeter, internal, and wireless networks

3. Secure payment card applications

4. Monitor and control access to your systems

5. Protect stored cardholder data

6. Finalize remaining compliance efforts, and ensure all controls are in place

Updated MasterCard PCI DSS Risk-based Approach
Effective immediately, MasterCard has revised its MasterCard SDP Program
Standards to enhance the MasterCard PCI DSS Risk-based Approach framework.
By establishing this enhanced framework, MasterCard is acknowledging that
face-to-face EMV chip transactions offer a reduced risk to counterfeit fraud.
Therefore, MasterCard will provide merchants that engage in face-to-face EMV
chip transactions with some flexibility in validating their PCI DSS compliance.

Merchant Eligibility Criteria

Merchants located outside of the MasterCard U.S. region will be eligible to
participate in the MasterCard PCI DSS Risk-based Approach if they meet the
following criteria:
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• The merchant is classified as a MasterCard Level 1 or Level 2 merchant
based on the SDP Program criteria,

• The merchant has implemented EMV chip acceptance at its face-to-face
point-of-sale (POS) terminals,

• The merchant must have certified that it is not storing sensitive card
authentication data (such as the full contents of the magnetic stripe, card
validation code 2 [CVC 2], or the PIN block) as defined in requirement
3.2 of the PCI DSS,

• The merchant must have fully segregated its card-not-present (CNP)
environment from its face-to-face environment,

• For a merchant located in the MasterCard Europe region, at least 95
percent of the merchant’s annual total combined MasterCard and Maestro
face-to-face POS transaction count must originate from EMV chip-enabled
devices (that is, the terminal must have a valid and current EMV approval
and be capable of processing EMV chip transactions),

• For a merchant located in any MasterCard non-Europe region outside
of the U.S. region, at least 75 percent of the merchant’s annual total
combined MasterCard and Maestro transaction count must originate from
EMV chip-enabled devices,

• The merchant must not have been involved in an ADC event within the last
12 months. MasterCard may waive this criterion if the merchant can validate
that it was fully PCI DSS compliant at the time of the ADC event, and

• The merchant must establish and annually test an incident response plan
that outlines the steps to take in the event of a suspected ADC.

Benefits

If the merchant meets the above criteria, the MasterCard PCI DSS Risk-based
Approach will allow the merchant to satisfy the MasterCard SDP Program’s PCI
DSS compliance validation requirements by:

• Validating compliance with milestones one through four of the PCI DSS
Prioritized Approach.

– Level 1 merchants must validate such compliance through an onsite
assessment conducted by a PCI SSC-approved Qualified Security
Assessor (QSA), or by conducting an onsite assessment using internal
resources that have been trained and certified through the PCI
SSC-offered Internal Security Assessor (ISA) Program.

– Level 2 merchants must validate such compliance using a
Self-Assessment Questionnaire (SAQ) completed by internal resources
that have been trained and certified through the PCI SSC-offered ISA
Program. Alternatively, the Level 2 merchant may validate PCI DSS
compliance via an onsite assessment.

• Annually re-validating compliance with milestones one through four using
an SAQ. The SAQ must be conducted by internal resources that have been
trained and certified by the PCI SSCs ISA Program.
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NOTE

Although MasterCard will only require qualifying merchants to validate
compliance with milestones one through four of the PCI DSS Prioritized
Approach, MasterCard strongly recommends full PCI DSS compliance to reduce
the risks associated with ADC events.

A merchant in the MasterCard Europe region involved in an ADC event will
be granted “safe harbor” from assessments and the allocation of incremental
counterfeit fraud losses, if the merchant can demonstrate and validate
compliance with milestones one through four of the PCI DSS Prioritized
Approach at the time of the ADC event. Validation must be performed by a
PCI SSC Forensic Investigator (PFI).

Acquirers of merchants that are the subject of an ADC event will maintain
all liability currently specified in the MasterCard Standards. MasterCard will
consider a reduction in assessments resulting from an ADC event, only if the
merchant was determined by MasterCard to be fully PCI DSS compliant at
the time of the data breach.

MasterCard reserves the right to require a compromised merchant to validate
its full PCI DSS compliance. MasterCard may re-evaluate the need for the
compromised merchant to annually re-validate its full PCI DSS compliance.

NOTE

MasterCard considers a merchant as PCI DSS compliant only if the merchant
meets all of the PCI DSS requirements.

Refer to section 10.2.4.2 of the Security Rules and Procedures manual or
section 8.9.4.2 of the Maestro Global Rules manual for more information about
these assessment reduction conditions.

Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

Immediately Security Rules and
Procedures

Chapter 10—Account Data
Protection Standards and
Programs

Immediately Maestro Global Rules Chapter 8—Security

Chapter 17—Europe Region

MasterCard will incorporate the revised Standards into a future edition of these
manuals. The manuals are available on MasterCard OnLine® via the Member
Publications product.
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Revised Standards—Security Rules and Procedures
Effective immediately, MasterCard will revise the Security Rules and Procedures
to include these Standards. Additions to the Standards are underlined.
Deletions are indicated with a strikethrough.

Chapter 10—Account Data Protection Standards and
Programs

10.2 Account Data Compromise Events

10.2.4 MasterCard Determination of ADC Event or Potential ADC
Event

10.2.4.2 Potential Reduction of Financial Responsibility

Notwithstanding a MasterCard determination that an ADC Event occurred,
MasterCard may consider any actions taken by the compromised entity to
establish, implement, and maintain procedures and support best practices to
safeguard MasterCard account data prior to, during and after the ADC Event
or Potential ADC Event, in order to relieve, partially or fully, an otherwise
responsible Member of responsibility for any assessments, ADC operational
reimbursement, ADC fraud recovery and/or investigative costs. In determining
whether to relieve a responsible Member of any or all financial responsibility,
MasterCard may consider whether the Member has complied with all of the
following requirements:

• Substantiation to MasterCard from a PCI SSC-approved Qualified Security
Assessor (QSA) of the compromised entity’s compliance with the PCI DSS
at the time of the ADC Event or Potential ADC Event.

• Reporting that certifies any Merchant(s) associated with the ADC Event or
Potential ADC Event as compliant with the PCI DSS and all applicable
MasterCard Site Data Protection (SDP) Program requirements at the time of
the ADC Event or Potential ADC Event in accordance with section 10.3.3
of this manual. Effective 1 July 2012, such reporting must also affirm that
all third party-provided payment applications used by the Merchant(s)
associated with the ADC Event or Potential ADC Event are compliant with
the Payment Card Industry Payment Application Data Security Standard,
as applicable. The applicability of the PCI PA-DSS to third party-provided
payment applications is defined in the PCI PA-DSS Program Guide, found
at pcisecuritystandards.org.

Enhancements to the MasterCard PCI DSS Risk-based Approach and Revised Standards

Global Operations Bulletin No. 9, 1 September 2011 7
©2011 MasterCard. Proprietary. All rights reserved.

Production Review—Due 29 August



• If the compromised entity is a Europe region Merchant, a PCI SSC Forensic
Investigator (PFI) has validated that the Merchant was compliant with
milestones one through four of the PCI DSS Prioritized Approach at the
time of the ADC Event or Potential ADC Event.

The remainder of this section is unchanged.

10.3 MasterCard Site Data Protection (SDP) Program

10.3.4 Implementation Schedule

All onsite reviews, network security scans, and self-assessments must be
conducted according to the guidelines in section 10.3.2. For purposes of the
SDP Program, Service Providers in this section refer to TPPs and DSEs.

The Acquirer must ensure, with respect to each of its Merchants, that
“transition” from one PCI level to another (for example, the Merchant
transitions from Level 4 to Level 3 due to Transaction volume increases), that
such Merchant achieves compliance with the requirements of the applicable
PCI level as soon as practical, but in any event not later than one year after the
date of the event that results in or causes the Merchant to transition from one
PCI level to another.

Effective 1 July 2012, all Level 1, 2, and 3 Merchants and all Service Providers
that use any third party-provided payment applications must validate that each
payment application used is listed on the PCI Security Standards Council Web
site at www.pcisecuritystandards.org as compliant with the Payment Card
Industry Payment Application Data Security Standard, as applicable. The
applicability of the PCI PA-DSS to third party-provided payment applications is
defined in the PCI PA-DSS Program Guide.

Level 1 Merchants

A Merchant that meets any one or more of the following criteria is deemed
to be a Level 1 Merchant and must validate compliance with the Payment
Card Industry Data Security Standard:

• Any Merchant that has suffered a hack or an attack that resulted in an
account data compromise,

• Any Merchant having greater than six million total combined MasterCard
and Maestro transactions annually,

• Any Merchant meeting the Level 1 criteria of Visa, and

• Any Merchant that MasterCard, in its sole discretion, determines should
meet the Level 1 Merchant requirements to minimize risk to the system.
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To validate compliance, each Level 1 Merchant must successfully complete:

• An annual onsite assessment conducted by a PCI Security Standards Council
(SSC) approved Qualified Security Assessor (QSA) or internal auditor, and

• Quarterly network scans conducted by a PCI SSC Approved Scanning
Vendor (ASV).

Effective 1 April 2011, if a Level 1 Merchant is conducting chip Transactions in
a country where 75 percent or more of Cards support EMV chip technology
and certifies that it is not storing sensitive Card authentication data, then:

• The Merchant may use the PCI DSS Prioritized Approach, under which
compliance with only the first four of the six total PCI DSS milestones
must be validated; or

• The Merchant may exclude its chip Transactions from the calculation of
annual Transaction volume used for purposes of determining its PCI level.
Such adjustment may result in the Level 1 Merchant’s PCI DSS validation
requirements being reduced to those of a Level 2 Merchant.

Information about the PCI DSS Prioritized Approach is available at:

www.pcisecuritystandards.org/education/prioritized.shtml

Effective 30 June 2012, Level 1 Merchants that use internal auditors for
compliance validation must ensure that primary internal auditor staff engaged
in validating compliance with the Payment Card Industry Data Security
Standard attend the PCI SSC-offered Internal Security Assessor (ISA) Program
and pass the PCI SSC associated accreditation examination annually in order
to continue to use internal auditors.

Level 2 Merchants

Unless deemed to be a Level 1 Merchant, the following are deemed to be
a Level 2 Merchant and must validate compliance with the Payment Card
Industry Data Security Standard:

• Any Merchant with greater than one million but less than or equal to six
million total combined MasterCard and Maestro transactions annually, and

• Any Merchant meeting the Level 2 criteria of Visa.

To validate compliance, each Level 2 Merchant must successfully complete:

• An annual self-assessment, and

• Quarterly network scans conducted by a PCI SSC ASV

Effective 1 April 2011, if a Level 2 Merchant is conducting chip Transactions in a
country where 75 percent or more of Cards support EMV chip technology and
certifies that it is not storing sensitive Card authentication data, then the Level 2
Merchant may use the PCI DSS Prioritized Approach, under which compliance
with only the first four of the six total PCI DSS milestones must be validated.
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Information about the PCI DSS Prioritized Approach is available at:

www.pcisecuritystandards.org/education/prioritized.shtml

Effective 30 June 2012, each Level 2 Merchant must ensure that staff engaged
in self-assessing the Merchant’s compliance with the Payment Card Industry
Data Security Standard attend the PCI SSC-offered ISA Program and pass the
associated PCI SSC accreditation examination annually in order to continue the
option of self-assessment for compliance validation. Level 2 Merchants may
alternatively, at their own discretion, engage a PCI SSC-approved QSA for an
onsite assessment instead of performing a self-assessment.

10.3.4.1 MasterCard PCI DSS Risk-based Approach

A qualifying Level 1 or Level 2 Merchant located outside of the U.S. region may
use the MasterCard PCI DSS Risk-based Approach, under which the Merchant:

• Validates compliance with the first four of the six total milestones set forth
in the PCI DSS Prioritized Approach, as follows:

– Level 1 Merchants must validate compliance through an onsite
assessment conducted by a PCI SSC-approved QSA, or by conducting
an onsite assessment using internal resources that have been trained
and certified through the PCI SSC-offered ISA Program.

– Level 2 Merchants must validate compliance using a Self-Assessment
Questionnaire (SAQ) completed by internal resources that have
been trained and certified through the PCI SSC-offered ISA Program.
Alternatively, the Level 2 Merchant may validate PCI DSS compliance
via an onsite assessment.

• Annually revalidates compliance with milestones one through four using
an SAQ. The SAQ must be completed by internal staff trained and currently
certified through the PCI SSC-offered ISA Program.

To qualify, the Merchant must meet all of the following criteria:

• The Merchant must certify that it is not storing sensitive Card authentication
data.

• The Merchant must fully segregate its Card-not-present Transaction
environment from its face-to-face Transaction environment. A face-to-face
Transaction occurs when the Card, the Cardholder, and the Merchant
representative are all present at the time of the Transaction.

• For a Merchant located in the Europe region, at least 95 percent of the
Merchant’s annual total count of Card-present MasterCard and Maestro
transactions must occur at hybrid POS Terminals.

• For a Merchant located in the Asia/Pacific region, Canada region, Latin
America and the Caribbean region, or South Asia/Middle East/Africa region,
at least 75 percent of the Merchant’s annual total count of Card-present
MasterCard and Maestro transactions must occur at hybrid POS Terminals.
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• The Merchant must not have been involved in an ADC Event within the
last 12 months. At the discretion of MasterCard, this and other criteria may
be waived if the Merchant validated full PCI DSS compliance at the time of
the ADC Event or Potential ADC Event.

• The Merchant must establish and annually test an ADC Event incident
response plan.

Information about the PCI DSS Prioritized Approach is available at:

www.pcisecuritystandards.org/education/prioritized.shtml

The remainder of this section is unchanged.

Revised Standards—Maestro Global Rules
Effective immediately, MasterCard will revise the Maestro Global Rules to
include these Standards. Additions to the Standards are underlined. Deletions
are indicated with a strikethrough.

Chapter 8—Security

8.9 Account Data Compromise Events

8.9.4 Corporation Determination of ADC Event or Potential ADC
Event

8.9.4.2 Potential Reduction of Financial Responsibility

NOTE

An addition to this Rule appears in Chapter 17, “Europe Region.”

The remainder of this section is unchanged.
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8.10 Site Data Protection Program

8.10.5 Implementation Schedule

8.10.5.1 Merchants

The Acquirer must ensure, with respect to each of its Merchants that should the
Merchant transition from one PCI level to another (for example, the Merchant
transitions from Level 4 to Level 3 due to Transaction volume increases),
that each such Merchant achieves compliance with the requirements of the
applicable PCI level as soon as practical but in any event not later than one
year after the date of the event that results in or causes the Merchant to
transition from one PCI level to another.

Effective 1 July 2012, all Level 1, 2, and 3 Merchants that use any third
party-provided payment applications must validate that each payment
application used is listed on the PCI Security Standards Council Web site at
www.pcisecuritystandards.org as compliant with the Payment Card Industry
Payment Application Data Security Standard, as applicable. The applicability
of the PCI PA-DSS to third party-provided payment applications is defined
in the PCI PA-DSS Program Guide.

a. Level 1 Merchants

A Merchant that meets any one or more of the following criteria is deemed
to be a Level 1 Merchant and must validate compliance with the Payment
Card Industry Data Security Standard:

1. Any Merchant that has suffered a hack or an attack that resulted in a Card
data compromise; and

2. Any Merchant having greater than six million total combined MasterCard
transactions and Maestro Transactions annually; and

3. Any Merchant meeting the Level 1 criteria of Visa; and

4. Any Merchant that the Corporation, in its sole discretion, determines should
meet the Level 1 Merchant requirements to minimize risk to the system.

To validate compliance, each Level 1 Merchant must successfully complete:

1. An annual onsite assessment conducted by a PCI Security Standards Council
(SSC) approved Qualified Security Assessor (QSA) or internal auditor and

2. Quarterly network scans conducted by a PCI SSC Approved Scanning
Vendor (ASV).

Effective 1 April 2011, if a Level 1 Merchant is conducting chip Transactions in
a country where 75 percent or more of Cards support EMV chip technology
and certifies that it is not storing sensitive Card authentication data, then:
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• The Merchant may use the PCI DSS Prioritized Approach, under which
compliance with only the first four of the six total PCI DSS milestones
must be validated; or

• The Merchant may exclude its chip Transactions from the calculation of
annual Transaction volume used for purposes of determining its PCI level.
Such adjustment may result in the Level 1 Merchant’s PCI DSS validation
requirements being reduced to those of a Level 2 Merchant.

Information about the PCI DSS Prioritized Approach is available at:

www.pcisecuritystandards.org/education/prioritized.shtml

Effective 30 June 2012, Level 1 Merchants that use internal auditors for
compliance validation must ensure that primary internal auditor staff engaged
in validating compliance with the Payment Card Industry Data Security
Standard attend the PCI SSC-offered Internal Security Assessor (ISA) Program
and pass the associated PCI SSC accreditation examination annually in order
to continue to use internal auditors.

b. Level 2 Merchants

Unless deemed to be a Level 1 Merchant, the following are deemed to be
a Level 2 Merchant and must validate compliance with the Payment Card
Industry Data Security Standard:

1. Any Merchant having greater than one million but less than or equal to six
million total combined MasterCard transactions and Maestro Transactions
annually; and

2. Any Merchant meeting the Level 2 criteria of Visa.

To validate compliance, each Level 2 Merchant must successfully complete:

1. An annual self-assessment; and

2. Quarterly network scans conducted by a PCI SSC ASV

Effective 1 April 2011, if a Level 2 Merchant is conducting chip Transactions in a
country where 75 percent or more of Cards support EMV chip technology and
certifies that it is not storing sensitive Card authentication data, then the Level 2
Merchant may use the PCI DSS Prioritized Approach, under which compliance
with only the first four of the six total PCI DSS milestones must be validated.

Information about the PCI DSS Prioritized Approach is available at:

www.pcisecuritystandards.org/education/prioritized.shtml

Effective 30 June 2012, each Level 2 Merchant must ensure that staff engaged
in self-assessing the Merchant’s compliance with the Payment Card Industry
Data Security Standard attend the PCI SSC-offered ISA Program and pass the
associated PCI SSC accreditation examination annually in order to continue the
option of self-assessment for compliance validation. Level 2 Merchants may
alternatively, at their own discretion, engage a PCI SSC-approved QSA for an
onsite assessment instead of performing a self-assessment.
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8.10.5.2 MasterCard PCI DSS Risk-based Approach

A qualifying Level 1 or Level 2 Merchant located outside of the U.S. Region may
use the MasterCard PCI DSS Risk-based Approach, under which the Merchant:

a. Validates compliance with the first four of the six total milestones set forth
in the PCI DSS Prioritized Approach as follows:

i. Level 1 Merchants must validate compliance through an onsite
assessment conducted by a PCI SSC-approved QSA, or by
conducting an onsite assessment using internal resources that have
been trained and certified through the PCI SSC-offered ISA Program.

ii. Level 2 Merchants must validate compliance using a Self-Assessment
Questionnaire (SAQ) completed by internal resources that have
been trained and certified through the PCI SSC-offered ISA
Program. Alternatively, the Level 2 Merchant may validate PCI DSS
compliance via an onsite assessment.

b. Annually revalidates compliance with milestones one through four using
an SAQ. The SAQ must be completed by internal staff trained and currently
certified through the PCI SSC-offered ISA Program.

To qualify, the Merchant must meet all of the following criteria:

a. The Merchant must certify that it is not storing sensitive Card authentication
data.

b. The Merchant must fully segregate its Card-not-present Transaction
environment from its face-to-face Transaction environment. A face-to-face
Transaction occurs when the Card, the Cardholder, and the Merchant
representative are all present at the time of the Transaction.

c. For a Merchant located in the Europe Region, at least 95 percent of its
annual total count of Card-present MasterCard transactions and Maestro
Transactions must occur at hybrid POS Terminals.

d. For a Merchant located in the Asia/Pacific Region, Canada Region, Latin
America and the Caribbean Region, or South Asia/Middle East/Africa
Region, at least 75 percent of the Merchant’s annual total count of
Card-present MasterCard transactions and Maestro Transactions must occur
at hybrid POS Terminals.

e. The Merchant must not have been involved in an ADC Event within the last
twelve (12) months. At the Corporation’s discretion, this and other criteria
may be waived if the Merchant validated full PCI DSS compliance at the
time of the ADC Event or Potential ADC Event.

f. The Merchant must establish and annually test an ADC Event incident
response plan.

Information about the PCI DSS Prioritized Approach is available at:

www.pcisecuritystandards.org/education/prioritized.shtml

The remainder of this chapter is unchanged.
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Chapter 17—Europe Region

8.9.4.2 Potential Reduction of Financial Responsibility

In addition to the Rules in Chapter 8, “Security,” section 8.9.4.2 in part 1 of
this rulebook, the following applies:

h. A PCI SSC Forensic Investigator (PFI) has validated that the Merchant
was compliant with milestones one through four of the PCI DSS Prioritized
Approach at the time of the ADC Event or Potential ADC Event.

The remainder of this chapter is unchanged.

For More Information
Members with questions about the updated MasterCard PCI DSS Risk-based
Approach should contact:

Michael Green

Business Leader, Fraud Management Solutions

Phone: 1-636-722-7596

E-mail: michael_green@mastercard.com

Enhancements to the MasterCard PCI DSS Risk-based Approach and Revised Standards

Global Operations Bulletin No. 9, 1 September 2011 15
©2011 MasterCard. Proprietary. All rights reserved.

Production Review—Due 29 August


	Enhancements to the MasterCard PCI DSS Risk-based Approach and Revised Standards



