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Topic(s): Chargebacks, Fraud/Risk, Rules/Standards, Security

Applies to: � Issuers � Acquirers � Processors

Summary: MasterCard is clarifying that MasterCard Rule 5.11.7, Illegal or
Brand-Damaging Transactions, prohibits:

– Intellectual property rights infringement by merchants and

– Acquirers’ submission into interchange of transactions
involving the sale of counterfeit goods.

MasterCard is also announcing a new e-mail address for
issuers to use when reporting a cardholder’s allegation of an
intellectual property rights infringement in connection with
a counterfeit goods dispute.

Action Indicator: A Attention warranted

Effective Date: Immediately

Overview
From time to time, a person may notify MasterCard that a merchant is alleged
to infringe on his or her intellectual property rights. MasterCard also affords
issuers with an ability to dispute transactions involving the purchase of
counterfeit goods by a cardholder. “Counterfeit goods” means goods that are
not produced by an authorized manufacturer of the goods and that therefore
infringe on intellectual property rights.

The infringement of intellectual property rights by a merchant and the
submission of transactions into interchange which involve the sale of
counterfeit goods is a violation of Rule 5.11.7, Illegal or Brand-damaging
Transactions, of the MasterCard Rules manual. MasterCard is therefore
removing section 7.2.2.1, Merchants Alleged to Sell Products that Infringe on
Intellectual Property Rights, from the Security Rules and Procedures manual.
MasterCard will continue to notify the acquirer of a merchant alleged to be
infringing on the intellectual property rights of a person and require the
acquirer to investigate and respond to any such allegation.
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MasterCard has also revised its chargeback procedures relating to counterfeit
goods disputes. MasterCard now recommends that issuers report a cardholder’s
allegation of an intellectual property rights infringement when using message
reason code 4853—Cardholder Dispute—Defective/Not as Described for
a counterfeit goods dispute (unless the acquirer’s second presentment
successfully remedies the chargeback). The issuer may send the report in an
e-mail message to the following address:

E-mail: ipinquiries@mastercard.com

Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

Immediately Chargeback Guide Chapter 3—Message Reason
Codes

Immediately Security Rules and
Procedures

Chapter 7—Merchant Screening
and Monitoring Standards

MasterCard will incorporate the revised Standards into a future edition of these
manuals. The manuals are available on MasterCard OnLine® via the Member
Publications product.

Revised Standards—Chargeback Guide
Effective immediately, MasterCard will revise the Chargeback Guide as follows.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

Chapter 3—Message Reason Codes

3.26 Message Reason Code 4853—Cardholder
Dispute—Defective/Not as Described

3.26.9 Counterfeit Goods Disputes

A member may use message reason code 4853 if the cardholder engaged in
the transaction and believed he or she was purchasing genuine goods and
subsequently determined the goods were counterfeit. “Counterfeit” means that
the goods were not produced by an authorized manufacturer of the goods and
therefore infringe on intellectual property rights.
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Unless the acquirer’s second presentment successfully remedies the
chargeback, no more than 60 days after initiating the chargeback, MasterCard
recommends that the issuer must contact the Merchant Fraud Control
Department at mcfg@mastercard.com or as provided in section C.2 of
the Security Rules and Procedures manual and send an e-mail message
to ipinquiries@mastercard.com to report the cardholder’s allegation of an
intellectual property rights infringement.

The remainder of this section is unchanged.

Revised Standards—Security Rules and Procedures
Effective immediately, MasterCard will revise the Security Rules and Procedures
as follows. Additions to the Standards are underlined. Deletions are indicated
with a strikethrough.

Chapter 7—Merchant Screening and Monitoring Standards

7.2 Ongoing Merchant Monitoring and Education

7.2.2 Additional Requirements for Certain Merchant Categories

7.2.2.1 Merchants Alleged to Sell Products that Infringe on
Intellectual Property Rights

From time to time, a person may notify MasterCard that a Merchant is alleged
to infringe the intellectual property rights of such person. In such event,
MasterCard may notify the Acquirer for such Merchant of the allegation. Within
30 days of receipt of such notice by MasterCard, the Acquirer(s) must conduct
an investigation of the allegation and provide a thorough and reasonably
detailed response to such allegation both to MasterCard and to the person
who alleged the infringement.
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7.2.2.1.1 Noncompliance Assessments

Failure of an Acquirer to comply with section 7.2.2 shall subject the Acquirer
to a noncompliance assessment of up to USD 5,000, plus up to USD 1,000
per day until compliance is achieved.

An Acquirer that has acquired Transactions for a Merchant that has infringed on
the intellectual property rights of another is subject, at MasterCard discretion,
to any one or more of the following:

• A Fraud Management Program (FMP) Level 3 Member review

• An audit, by a third party acceptable to MasterCard, of the Acquirer’s
acquiring practices

• Noncompliance assessments up to USD 100,000, other disciplinary action,
or both

The remainder of this section is unchanged.

For More Information
Members with questions about the information in this article should contact
Customer Operations Services using the Contact Information provided in this
bulletin, their Regional Help Desk, or a regional Security and Risk Services
representative.
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