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Summary: As announced in Global Operations Bulletin No. 7, 1 July
2011, MasterCard Connect™ will replace MasterCard OnLine®
in fourth quarter 2011. This article provides additional
information, including answers to frequently asked questions
regarding MasterCard Connect.

Action Indicator: A Attention warranted

F Financial Impact

Effective Date:

23 September 2011—Identify Business and Security
Administrators

Fourth quarter 2011—MasterCard Connect available to select
members

1 January 2012—Fee in effect for hardware token users

Overview
As announced in Global Operations Bulletin No. 7, 1 July 2011, MasterCard
Connect will be made available to select members in fourth quarter 2011.
MasterCard Connect will provide a more powerful, modern, and convenient
place where you can collaborate, explore, operate, and “connect” with
MasterCard.

As the implementation of MasterCard Connect nears, MasterCard will provide
additional, increasingly detailed information about the new portal.

General Questions
Following are responses to some of the questions that we have received.

MasterCard Connect—Frequently Asked Questions

Global Operations Bulletin No. 9, 1 September 2011 53
©2011 MasterCard. Proprietary. All rights reserved.

Production Review—Due 29 August

http://www.mastercardonline
mailto:lists@mastercard.com
https://mbe2stl101.mastercard.net/hsm3ca267/homememb/library/shared/MCIC/Menu_MCIC.shtm
https://mbe2stl101.mastercard.net/hsm3ca267/homememb/library/shared/MCIC/Menu_MCIC.shtm


When will MasterCard Connect be available for all users?

MasterCard is targeting the release of MasterCard Connect to select members
in the fourth quarter of 2011. As internal and member testing progresses,
MasterCard will select and communicate a date for all users.

Will all current MasterCard OnLine users be moved to
MasterCard Connect at the same time?

Yes. Upon MasterCard Connect implementation, the current
www.mastercardonline page will redirect users to the new Sign-in page.

Will users still have access to their licensed applications? Will
they have to request them again?

When existing MasterCard OnLine users sign in to MasterCard Connect for the
first time, they will automatically be able to access all applications for which
they were licensed in MasterCard OnLine. In MasterCard Connect, applications
appear under the new Applications menu.

Will MasterCard Connect work with Internet Explorer 6?

Although MasterCard Connect will function with Internet Explorer 6, some of
the new visual elements will not display properly. MasterCard recommends
the following browsers for optimum performance:

• Internet Explorer version 7 or higher (version 8 preferred)

• Firefox version 3 or higher

• Safari version 4 or higher
NOTE

Some applications may require Internet Explorer.

In addition MasterCard recommends the following optional plug-in programs:

• Adobe® Flash® 9 or higher

• Adobe® Reader® 8 or higher
NOTE

These plug-ins may be needed when viewing videos or downloading manuals.

What is the cost for MasterCard Connect?

MasterCard Connect is free of charge (as was MasterCard OnLine). Members
may incur costs for certain applications within MasterCard Connect.
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Will training be available for users?

An introduction video and Getting Started guide will be available to all
users. Additional training videos will be available for the new Business and
Security Administration roles.

How will I access bulletins and manuals?

In MasterCard Connect, bulletins and manuals will be available from the
Library menu.

Business Administrators and Security Administrators
The following are questions relating to business and security administrators.

What organizations need a Business Administrator?

Only organizations that are responsible for a particular set of data (for
example, member IDs/ICA numbers) are required to have at least one Business
Administrator.

Can the Business Administrator and Security Administrators
be the same user?

Yes, the same user can fulfill both the Business Administrator and Security
Administrator roles.

How do I check or update the Principal Contact information
for my organization?

Users can check the Member Information online tool on MasterCard OnLine to
verify the Principal Contacts for your organization. There are two ways you
can update your organization’s Principal Contacts.

To change your contact information using Member Information through
MasterCard OnLine:

1. Go to www.mastercardonline.com.

2. Log on using your User ID and Security Information.

3. Under My Products, select Member Info—MasterCard. If you do not see
Member Info—MasterCard under My Products, you can order it using the
Order Products from the MasterCard OnLine homepage.

4. Select the link you need from the Member Information page.

To change your contact information via e-mail:
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1. Collect the following information for a Principal Contact:

– Your Member ID/ICA number

– New Principal Contact’s first and last name

– New Principal Contact’s Address

– New Principal Contact’s phone

– New Principal Contact’s e-mail address

2. Send an e-mail message including the above information to
lists@mastercard.com

How many Business Administrators and Security
Administrators do I need for my organization?

Each organization will need at least one Business Administrator if the
organization is responsible for a particular set of data (for example, member
ID/ICA numbers). If your organization currently has two or more MasterCard
OnLine users, you will need a minimum of two Security Administrators.

What is the deadline for identifying Business Administrators
and Security Administrators?

Organizations must identify Business Administrator(s) and Security
Administrator(s) by 23 September 2011. If a Business Administrator and
Security Administrator(s) are not identified before 23 September 2011, current
MasterCard OnLine user accounts will not have access to MasterCard Connect,
and no new access to MasterCard Connect and its applications will be granted
until an organization identifies both Business and Security Administrators.

Use of Software Tokens
The new software token technology offers several benefits for members and
users:

• Faster on-boarding of new users and greater productivity—Software tokens
can be distributed to a new user in a few hours, eliminating shipping and
customs delays experienced with hardware tokens.

• Improved security and control over security devices—Tokens can be
deployed to specific corporate owned and controlled computers or mobile
devices

• Longer use before expiration—Software tokens remain functional for 10
years, more than twice as long as hardware tokens.

To use the software token technology, users must install the free RSA SecurID
Software Token application (a product by RSA Security) onto each computer
used to sign into MasterCard Connect. MasterCard will provide each user with
a specific software token to be installed in the RSA SecurID Software Token
application.
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Once a user enters his or her four digit pin, the RSA SecurID Software
Token application generates an eight digit random number called a one-time
password (OTP). The user enters or pastes this password into the MasterCard
Connect Password field to complete the Sign In process.

All existing hardware token users are strongly encouraged to upgrade to the
new software token authentication technology as soon as possible. Beginning
1 January 2012, users of the hardware-token technology will be assessed a
quarterly fee for each hardware token in use. Software-token technology will
remain a free authentication option.

Financial institutions interested in implementing software-token technology can
contact Customer Operations Services to develop an implementation project
plan. MasterCard will waive fees if a organization has an implementation
project plan in place with dates agreed upon with MasterCard. If the
implementation of software-token technology does not occur by those agreed
upon dates, the above fees will be retroactive.

Below are answers to questions regarding the use of software tokens.

Why is MasterCard moving from a hardware token (a fob) to
a software token solution for user authentication?

We continue to hear from members that they want an authentication solution
that is more robust and flexible, with much faster deployment and a longer
life span. Software tokens have a 10 year life span versus hardware tokens
that have a four year life span.

Will the end user require any software to be loaded on his
or her computer?

Yes, a small application from RSA Security will need to be installed on the
user’s computer. Once the RSA software is installed, the software token seed
issued by MasterCard can be loaded.
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Will the software token solution require the use of any
physical device for authentication?

The RSA SecurID Software Token software is a small application that must be
loaded on the end users’ computer and used for authenticating into MasterCard
systems. Hardware tokens (fobs) are no longer required when using this
authentication method.

How long will it take to setup a software token
implementation?

Once the RSA Software is installed on the user’s computer, software tokens
can be issued within hours, thereby avoiding shipping delays associated with
hardware tokens (fobs).

What are my internal integration costs for a software token
implementation?

The RSA SecurID Software Token software is a free download from RSA.
Because software tokens have a 10 year life span, there also is less time and
effort associated with managing fobs. And since the software token functions
similarly to a hardware token, user training is minimal.

Will I need to provide the software for this type of
authentication to the end users?

The small RSA application can be provisioned to the users’ computer either
by the user’s organization support group, or by the user downloading
software from the RSA site. Please note, the users must have administrator
access to his or her PC to install the software. Additionally, the RSA software
should be added to the member’s approved software list for standard PC
builds. MasterCard can provide a process for implementing the software
token solution (refer to the Software Token Installation Guide/Software Token
User Guide).

Is there a software review process?

Thousands of companies have successfully deployed the RSA Software Token
authentication solution. If requested, MasterCard can work with the member’s
Information Security and/or desktop support group.

Can the software token solution support users working from
different computers?

Yes, the same software token “seed” record (the secret key used to generate the
authentication code) for a given user can be installed on multiple computers,
thereby supporting the needs of users who move from one workstation to
another.
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Can multiple users share the same physical workstation?

Yes, the software token seeds for multiple users can be installed on the same
computer. Users also will have a unique PIN known only to them that is
associated with their specific software token seed.

Can the software token solution be deployed on mobile
devices?

Yes, the software token solution can be used on company-issued mobile
devices, which is helpful for users who travel frequently or work remotely.
For security reasons, the mobile device must be under company control to
remotely lock or deactivate the device.

Can software tokens be used on personal computing devices?

No. The software token solution is only available for company-issued devices
that support remote deactivation capabilities. Software tokens are not to be
installed on a user’s personal device that is outside company control.

What if the user’s PC is replaced due to a repair or upgrade?

During the initial installation, the user will receive an e-mail from MasterCard
containing the seed file for the software token. It’s important for the user
to keep this file in a secure location. If a repair or upgrade to the user’s
workstation is required, the RSA software and the seed file will need to be
re-installed on the user’s new computer.

How will MasterCard support the software tokens?

MasterCard Connect users will continue using the same support models
currently in place for hardware tokens (contacting Customer Operations
Services).

What is the fee for continuing with hardware tokens?

The fee structure to continue using hardware tokens is outlined below:

Fee Date
Fee per User
(USD)

Fee per User
(BRL)

First quarter 2012 USD 100 BRL 200

Second quarter 2012 USD 125 BRL 250

Third quarter 2012 USD 150 BRL 300

Fourth quarter 2012 USD 175 BRL 350
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Fee Date
Fee per User
(USD)

Fee per User
(BRL)

2012 Yearly Total USD 550 BRL 1,100

First quarter 2013 USD 200 BRL 400

Second quarter 2013 USD 200 BRL 400

Third quarter 2013 USD 200 BRL 400

Fourth quarter 2013 USD 200 BRL 400

2013 Yearly Total USD 800 BRL 1,600

NOTE

Beginning in the first quarter of 2013, fees will increase to USD 200 per user per
quarter (BRL 400 BRL for members in Brazil).

There is no fee for the software token method.

Is there an exception process for the hardware token (fob)
pricing?

Yes. Pricing exceptions will be considered for users who can demonstrate
existence of a migration plan for all users. Members must submit migration
plans before 31 December 2011.

MasterCard Connect Information Center
On 9 September 2011, MasterCard will introduce a new MasterCard Connect
Information Center to provide members with information about MasterCard
Connect.

For More Information
Members with questions about MasterCard Connect should contact Customer
Operations Services using the Contact Information provided in this bulletin.
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