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Summary: MasterCard requires compliance with its Standards that
prohibit the use of MasterCard® cards and systems for illegal
or brand-damaging activities and adherence to Standards that
support the Business Risk Assessment and Mitigation (BRAM)
compliance program.

This article reminds acquirers about their obligations under the
Standards and the MasterCard BRAM program and identifies
certain products that are illegal or brand-damaging.

Action Indicator: M Mandate

A Attention warranted

Effective Date: Immediately

Background
MasterCard expects strict adherence to its Standards that prohibit the use
of MasterCard cards and systems for illegal or brand-damaging activities as
outlined in its BRAM program. As a reminder, the activities under the BRAM
program include, but are not limited to:

• the illegal sale of prescription drugs;

• the illegal sale of drugs on Schedule I of the Controlled Substances Act
(CSA);

• the illegal sale of tobacco products;

• images of non-consensual sexual behavior;

• child pornography;

• Internet gambling in jurisdictions where it is illegal;

• the sale of counterfeit merchandise; and

• the sale or violation of intellectual property rights.

MasterCard is taking this opportunity to raise awareness of certain products
that are illegal or otherwise brand-damaging. These products, which are
described more fully below, are “bath salts,” K2, modification chips, high
definition/density (HD) digital video/versatile disc (DVD) and Blu-ray disc
decryption devices, and Salvia divinorum.
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Illegal or Brand-damaging Products
MasterCard reminds acquirers that the following products are illegal or
brand-damaging, and are prohibited activities as outlined in the BRAM program.

“Bath Salts”

“Bath salts,” which are also referred to as “plant food,” are synthetic stimulants
with psychoactive effects. On 21 October 2011, the United States Drug
Enforcement Administration (DEA), an office of the United States Department
of Justice (DOJ), placed the following substances used in “bath salts” on
Schedule I of the CSA, thereby making it illegal under U.S. federal law to
possess, distribute, or sell these substances:

• 4-methyl-N-methylcathinone (mephedrone)

• 3,4-methylenedioxy-N-methylcathinone (methylone)

• 3,4-methylenedioxypyrovalerone (MDPV)

“Bath salts” are sold under such trade names as “Ivory Wave,” “Purple Wave,”
“Vanilla Sky,” and “Bliss.”

K2

K2, which is also referred to as “Spice” or “Kronic,” is a psychoactive herbal
and chemical product. On 1 March 2011, the DEA placed the following
substances used in K2 on Schedule I of the CSA, thereby making it illegal
under U.S. federal law to possess, distribute, or sell these substances:

• 1-pentyl-3-(1-naphthoyl)indole (JWH-018)

• 1-butyl-3-(1-naphthoyl)indole (JWH-073)

• 1-[2-(4-morpholinyl)ethyl]-3-(1-naphthoyl)indole (JWH-200)

• 5-(1,1-dimethylheptyl)-2-[(1R,3S)-3-hydroxycyclohexyl]-phenol (CP-47,497)

• 5-(1,1-dimethyloctyl)-2-[(1R,3S)-3-hydroxycyclohexyl]-phenol
(cannabicyclohexanol; CP-47,497 C8 homologue)

Modification Chips

A modification chip or mod chip is a small electronic device used to modify
or disable built-in restrictions and limitations on computers, specifically video
game consoles. A modification chip introduces various modifications to its
host system’s function, including the circumvention of region coding, digital
rights management, and copy protection. Modification chips that are primarily
designed to circumvent protections afforded by technological measures for the
benefit of the copyright holder violate the U.S. Digital Millennium Copyright
Act (DMCA), and as such, are illegal.
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HD DVD and Blu-ray Disc Decryption Devices

HD DVD and Blu-ray disc decryption devices are a type of software that has
been developed for the purpose of decrypting the Advanced Access Content
System (AACS) on DVDs and Blu-ray discs. The AACS is a standard for content
distribution intended to restrict access to and copying of the “next generation”
of optical discs and DVDs. These products, which are primarily designed to
strip discs of this protection, violate the DMCA, and as such, are illegal.

Salvia Divinorum

Salvia divinorum is a perennial herb in the mint family. Products derived
from Salvia divinorum are abused for their ability to evoke hallucinogenic
effects that are similar to those of other controlled hallucinogenic substances.
Common names for these products are “Maria Pastora,” “Sage of the Seers,”
“Diviner’s Sage,” “Salvia,” “Sall-D,” and “Magic Mint.” The DEA has stated that it
is not aware of any legitimate medical use for these products. A large number
of states in the United States have enacted or are considering legislation placing
regulatory controls on Salvia divinorum, salvinorin A (an ingredient in Salvia
divinorum), or both.

Compliance with Applicable Law and Standards
The MasterCard Standards require all customers to comply with all applicable
laws and not to engage in illegal behavior, or in behavior that would cause
MasterCard to violate any laws. Refer to Rule 3.2 of the MasterCard Rules
manual, which reads:

“Each Customer at all times must conduct Activity in compliance with the
Standards and with all applicable laws and regulations.”

In addition, MasterCard Standards obligate acquirers to ensure that merchants
comply with the Standards as well. Refer to Rule 5.2.2 of the MasterCard
Rules manual, which reads:

“The Acquirer is responsible for ensuring that each of its Merchants complies
with the Standards, and the Acquirer is itself responsible to the Corporation and
to other Customers for any Merchant’s or Sub-merchant’s failure to do so.”

In furtherance of compliance with applicable law and in accordance with
MasterCard Rule 3.9.4 (Integrity of Brand and Network) and MasterCard Rule
5.11.7 (Illegal or Brand-Damaging Transactions), MasterCard is providing notice
that it considers the sale of “bath salts,” K2, modification chips, and HD DVD
and Blu-ray disc decryption devices, as described above, as falling within the
purview of its BRAM program and will monitor for these products. In addition,
MasterCard will continue to enforce its Rules and Standards in connection with
the sale of Salvia divinorum.
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Product to Watch
An additional product to watch is electronic cigarettes. Electronic cigarettes or
e-cigarettes are electrical devices that simulate the act of tobacco smoking. The
U.S. Food and Drug Administration (FDA) is currently reviewing e-cigarettes
and will be promulgating regulations related to its use pursuant to the Tobacco
Control Act.

MasterCard will provide further guidance as to the inclusion of e-cigarettes in
the BRAM program as the FDA develops regulations. However, customers
acquiring such transactions also should continue to monitor for compliance
with any new regulations promulgated by the FDA.

For More Information
Customers with questions about the information in this article should contact
Customer Operations Services using the Contact Information provided in this
bulletin, their regional Help Desk, or a regional Customer Security and Risk
Services representative.
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