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Summary: In March 2005, MasterCard advised customers that several
different law enforcement agencies had notified MasterCard
that the sale of cigarettes and tobacco products over the
Internet to and within the United States involved a heightened
risk of illegal activity.

This article reminds customers of their obligation to ensure
that such transactions do not constitute illegal activity. Further,
MasterCard will continue to monitor such sales.

Action Indicator: M Mandate

A Attention warranted

Effective Date: Immediately

Overview
In Global Operations Bulletin No. 3, 1 March 2005, MasterCard published
the article “Illegal Internet Sales and Shipments of Tobacco Products.” In that
article, customers were advised that several different law enforcement agencies
notified MasterCard that the sale of cigarettes and tobacco products over the
Internet to and within the United States involved a heightened risk of illegal
activity.

Over the years, the United States Department of Justice; Bureau of Alcohol,
Tobacco, Firearms and Explosives (ATF); as well as nearly every State Attorney
General in the United States have notified MasterCard that virtually all online
tobacco retailers are selling and shipping cigarettes or tobacco products
illegally to and within the United States. These law enforcement authorities
have noted that such Internet sales and shipments in every instance of which
they are aware violate at least one or more of the following federal, state,
and local laws:
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• Jenkins Act, 15 U.S.C. § 375 et seq., as amended by the PACT Act

• PACT Act 18 U.S.C. § 1716E

• Wire and Mail Fraud, 18 U.S.C. §§ 1341 and 1343

• Contraband Cigarette Trafficking Act, 18 U.S.C. § 2341 et seq.

• Counterfeiting, 18 U.S.C. §§ 2314, 2315, 2320

• Money Laundering, 18 U.S.C. § 1956

• RICO, 18 U.S.C. § 1961 et seq.

• Internal Revenue Code, 26 U.S.C. § 5762(c)

• Cigarette Labeling and Advertising Act, 15 U.S.C. § 1331 et seq.

• Tariff Act, 19 U.S.C. §§ 1681a and 1681b

• Smuggling, 18 U.S.C. § 545

• State and local laws regarding age verification of customers

• State laws specifically regulating or prohibiting sale of tobacco products
over the Internet

• State tax laws

These same laws may also be relevant for mail orders, phone orders, or fax
sales of tobacco products.

Compliance Standards
MasterCard Standards require each customer to comply with all applicable
laws and not to engage in illegal behavior, or in behavior that would cause
MasterCard to violate any laws. Refer to Rule 3.2 in the MasterCard Rules
manual, which reads:

Each Customer at all times must conduct Activity in compliance with the
Standards and with all applicable laws and regulations.

In addition, MasterCard Standards obligate each acquirer to ensure that
merchants comply with the Standards as well. Refer to Rule 5.2.2 in the
MasterCard Rules manual, which reads:

The Acquirer is responsible for ensuring that each of its Merchants complies
with the Standards, and the Acquirer is itself responsible to the Corporation and
to other Customers for any Merchant’s or Sub-merchant’s failure to do so.

The aforementioned law enforcement authorities have demanded that
MasterCard ensure that its payment cards are not used to facilitate violations
of federal, state, or local laws regarding tobacco sales online. Furthermore,
MasterCard expects strict adherence to its Standards that prohibit the use of
MasterCard® cards and systems for illegal or brand-damaging activities.
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Each customer must adhere to one of the two options set forth below with
respect to the acceptance by its merchants of MasterCard cards for the sale of
cigarettes or other tobacco products into or within the United States:

1. Cease all MasterCard card acceptance as payment for such sales and ensure
compliance with this on an ongoing basis, that no such sales are submitted
through the MasterCard system; or

2. Ensure that documentary evidence is obtained of compliance with all
applicable federal, state, and local laws to substantiate that any such sales
and related shipments or other fulfillments are legal to the satisfaction of
the ATF and any applicable State Attorney General.

NOTE

If any customer fails to comply with the requirements set forth in this article, MasterCard reserves
the right to impose assessments, suspensions, termination, or other disciplinary action.

For More Information
Customers with questions about compliance with MasterCard Standards should
contact:

Marie Russo

Senior Business Leader, Customer Performance Integrity

Phone: 1-914-249-5946

E-mail: marie_russo@mastercard.com

For general questions, contact Customer Operations Services using the Contact
Information provided in this bulletin, your regional Help Desk, or a regional
Customer Security and Risk Services representative.
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