
Introducing the Questionable Merchant
Audit Program and Revised Standards
Topic(s): Fraud/Risk, Merchant, Rules/Standards, Security

Applies to: P Issuers P Acquirers P Processors

Summary: MasterCard will revise the Standards relating to the
Cardholder-Merchant Collusion (CMC) Program. The revisions
in this article set forth the Standards associated with the new
Questionable Merchant Audit Program (QMAP).

Effective 30 June 2013, the QMAP will replace the existing
Standards for the CMC Program.

Action Indicator: M Mandate

F Financial impact

A Attention warranted

Effective Date: 30 June 2013

Background
As announced in the article “MasterCard Announces the Cardholder-Merchant
Collusion Program” published in Global Operations Bulletin No. 12, 1
December 2005, the CMC Program (set forth in Section 8.4 of the Security Rules
and Procedures manual) was established to provide issuers an opportunity to
seek partial recovery for fraud losses attributable to transactions on bust-out
accounts conducted at a fully collusive merchant.

The collusive merchant fraud scheme typically involves an authorized
cardholder and merchant working together to conduct fraudulent transactions.
In this scheme, the cardholder obtains a high credit limit through deceptive
practices, and then uses the payment card to its full credit limit with no
intention of paying the obligation, thus “busting out” the account. The
collusive merchant completes the fraudulent transaction, pays a percentage of
the transaction amount to the bust-out cardholder, and retains the remaining
balance.

More recently, MasterCard has received numerous customer notices about
similar merchant activity, but concerning the use of valid cards by persons
other than the authorized cardholder. Most of the transactions submitted by
these Questionable Merchants are later reported as fraudulent (not engaged in
or authorized by the cardholder), and transaction analysis suggests that the
merchants knowingly submitted fraudulent transactions in violation of Rule
5.9.1, Valid Transactions, of the MasterCard Rules.
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Effective 30 June 2013, MasterCard will launch the QMAP, which will replace
and expand the existing CMC Program to include collusive or otherwise
fraudulent merchant activity, which may or may not have involved bust-out
accounts. The QMAP will use similar audit and issuer recovery procedures as
currently used in the CMC Program; however, the QMAP will include separate
criteria for identifying Questionable Merchants that either have or have not
processed transactions on bust-out accounts.

QMAP Overview
The QMAP, as described below, will expand the current CMC Program and
enable an issuer to seek partial recovery of fraud losses resulting from
fraudulent transactions that arise from merchant collusion, but which may or
may not involve bust-out accounts. The criteria listed in the following section
were determined by MasterCard as indicative of Questionable Merchant activity.

Questionable Merchant Activity Criteria

Two separate criteria will be established under the QMAP; however, the audit
process will be consistent for all Questionable Merchant audits:

1. Questionable Merchant activity involving transactions processed on
bust-out accounts:

– The merchant submitted at least USD 50,000 in transaction volume
during the 180-day Case Scope Period;

– The merchant submitted at least five (5) transactions to one or more
acquirers during the Case Scope Period; and

– At least fifty (50) percent of the merchant’s transaction volume during
the Case Scope Period was processed on bust-out accounts.

DEFINITION

Case Scope Period means the 180-calendar-day period preceding the date on
which MasterCard commences an investigation into the activities of a suspected
Questionable Merchant.
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2. Questionable Merchant activity not involving bust-out accounts:

– The merchant submitted at least USD 50,000 in transaction volume
during the Case Scope Period;

– The merchant submitted at least five (5) transactions to one or more
acquirers during the Case Scope Period; and

– At least three (3) of the following four (4) conditions occurred:

1. The merchant’s fraud-to-sales transaction ratio was seventy (70) percent
or greater during the Case Scope Period.

2. At least twenty (20) percent of all transactions submitted by the merchant
for authorization were declined by the issuer or received a response of
“01—Refer to issuer” during the Case Scope Period.

3. The merchant has been submitting MasterCard transactions for fewer
than six (6) months.

4. The merchant’s total number or total dollar amount of fraudulent
transactions, authorization declines, and issuer referrals is greater than the
merchant’s total number or total dollar amount of approved transactions.

Audit Initiation

MasterCard may initiate a QMAP audit of a merchant based on information
from any source, including issuers, acquirers, and MasterCard data analysis
of clearing and System to Avoid Fraud Effectively (SAFE) data. Issuers may
notify MasterCard of a suspected Questionable Merchant via email message at
qmap@mastercard.com.

The notification should provide the basis for the issuer’s reason to believe that
the merchant may be a Questionable Merchant as well as details pertaining
to each fraudulent transaction conducted at the merchant, including but not
limited to:

• Cardholder account number

• Transaction date and time

• Transaction amount in U.S. dollars

Upon the initiation of a QMAP audit, MasterCard may identify the
merchant being investigated in the Member Alert to Control High-risk
(Merchants) (MATCH™) system using MATCH reason code 00 (Questionable
Merchant/Under Investigation).
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Notification to Issuers

MasterCard will notify any issuer that MasterCard has determined had accounts
used in transactions with the suspected Questionable Merchant during the Case
Scope Period. Within 60 days following the date of such notice, the issuer
must report to SAFE all fraudulent transactions conducted during the Case
Scope Period associated with the merchant under investigation. Transactions
conducted on cardholder bust-out accounts should be reported using fraud
type code 51 (Bust-out Collusive Merchant).

Notification to Acquirers

Following a MasterCard evaluation of transactions reported to SAFE by issuers,
MasterCard may notify any acquirer of the investigated merchant that such
merchant has initially met the criteria of a Questionable Merchant.

Within 15 calendar days from the date of the MasterCard notification, the
acquirer may contest the preliminary finding and provide to MasterCard
any supplemental information necessary to review the preliminary finding.
All documentation and records must be submitted via email message to
qmap@mastercard.com.

MasterCard Determination

After reviewing all pertinent information, MasterCard will determine if a
merchant is a Questionable Merchant.

If MasterCard determines that the merchant is not a Questionable Merchant,
MasterCard will send a notification to each affected customer. In addition,
MasterCard will delete the MATCH listing of the merchant for MATCH reason
code 00.

If MasterCard determines that a merchant is a Questionable Merchant,
MasterCard will:

• Notify the merchant’s acquirer, and

• Identify the Questionable Merchant in the Global Security Bulletin for each
of twelve (12) consecutive months, and

• Modify the merchant’s MATCH record to reflect a reason code change from
00 to 20 (MasterCard Questionable Merchant Audit Program).

If the acquirer terminates the Merchant Agreement because the merchant is a
Questionable Merchant, MasterCard requires the acquirer to add the merchant
to MATCH with reason code 08 (MasterCard Questionable Merchant Audit
Program).
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Chargeback Responsibility

If an acquirer continues to acquire from a merchant after MasterCard declares
the merchant a Questionable Merchant, the acquirer will be responsible for all
valid chargebacks submitted under message reason code 4849 (Questionable
Merchant Activity) for a period of at least one year following publication of
the Global Security Bulletin initially listing the Questionable Merchant. To
be eligible for chargebacks, each transaction must have occurred within the
chargeback period published in the Global Security Bulletin.

Fraud Recovery

Issuers will receive partial recovery of up to one-half of actual fraud losses
resulting from fraudulent transactions at a Questionable Merchant, as reported
to SAFE. MasterCard will collect the recovery amount from the acquirer, which
will then be paid out to the affected issuers. MasterCard will notify any issuer
deemed to be eligible to receive partial recovery, disclosing the amount of the
recovery (less an administrative fee described in the next section of this article)
and the date that MasterCard will credit the amount to the issuer’s MasterCard
Consolidated Billing System (MCBS) account.

QMAP issuer recovery will not be applicable for any losses that the issuer
has recovered through any other means, including through chargeback or
the issuer’s own collection process.

QMAP Fees

MasterCard may charge each issuer an administrative fee equal to 10 percent
of the issuer recovery amount from a Questionable Merchant determination.
MasterCard may charge an acquirer an audit fee not to exceed USD 2,500 for
each identification of a merchant as a Questionable Merchant.
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Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

30 June 2013 Security Rules and
Procedures

Chapter 8—Merchant Fraud
Control Programs

Chapter 11—MATCH System

Appendix C—Contact
Information

30 June 2013 Chargeback Guide Chapter 3—MasterCard
Message Reason Codes—Dual
Message System Transactions

MasterCard will incorporate the revised Standards into a future edition of
these manuals. The manuals are available on MasterCard Connect™ via the
Publications application.

Revised Standards—Security Rules and Procedures
MasterCard will revise the Security Rules and Procedures manual to include
these Standards. Additions to the Standards are underlined. Deletions are
indicated with a strikethrough.

Chapter 8—Merchant Fraud Control Programs

8.4 Cardholder-Merchant Collusion (CMC) Program

The entirety of this section is revised to reflect the introduction of the
Questionable Merchant Audit Program (QMAP).

8.4 Questionable Merchant Audit Program (QMAP)

The Questionable Merchant Audit Program (QMAP) establishes minimum
standards of acceptable Merchant behavior and identifies Merchants that may
fail to meet such minimum standards by participating in collusive or otherwise
fraudulent or inappropriate activity. The QMAP also permits an Issuer to
obtain partial recovery of up to one-half of actual fraud losses resulting from
fraudulent Transactions at a Questionable Merchant, based on SAFE reporting.
The criteria to identify a Questionable Merchant and the fraud recovery process
are described below.
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8.4.1 Definitions

For purposes of the QMAP, the following terms have the meanings set forth
below:

“Cardholder bust-out account” means an account for which all of the following
conditions are true:

1. The Issuer closed the account prior to the earlier of (i) the Issuer requesting
that MasterCard commence an investigation as to whether a Merchant
is a Questionable Merchant, or (ii) MasterCard notifying the Issuer that
MasterCard has commenced an investigation as to whether a Merchant is a
Questionable Merchant; and

2. A Transaction arising from use of the account has not been charged back
for either an authorization-related chargeback (as set forth in section 3.2 of
the Chargeback Guide) or fraud-related chargeback (as set forth in section
3.3 of the Chargeback Guide) during the 180 days prior to the earlier of
(i) the Issuer requesting that MasterCard commence an investigation as
to whether a Merchant is a Questionable Merchant, or (ii) MasterCard
notifying the Issuer that MasterCard has commenced an investigation as to
whether a Merchant is a Questionable Merchant; and

3. At least one of the following is true:

a. The account in question is “linked” to one or more Cardholder
bust-out accounts. As used herein, to be “linked” means that personal,
non-public information previously provided by an applicant in
connection with the establishment of one or more Cardholder bust-out
accounts (name, address, telephone number, social security number
or other government-issued identification number, authorized user,
demand deposit account number, and the like) has been provided
by an applicant in connection with the establishment of the subject
account; or

b. The account is linked to one or more Cardholder bust-out accounts
used in Transactions with a Merchant that MasterCard identified as a
Questionable Merchant in a Global Security Bulletin; or

c. The Cardholder requests that one or more additional persons be
designated as an additional Cardholder of the account within a short
period of time; or

d. The Cardholder requests that the credit limit of the account be
increased soon after the account is opened; or

e. The Cardholder makes frequent balance queries or “open-to-buy”
queries; or

f. No payment has been made of charges to the account; or

g. The Issuer closed the account after a failed payment (dishonored check
or the like) of charges to the account.
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“Case Scope Period” means the 180-calendar-day period preceding the date
on which MasterCard commences an investigation into the activities of a
suspected Questionable Merchant.

“Questionable Merchant” means a Merchant that satisfies all of the following
criteria:

1. The Merchant submitted at least USD 50,000 in Transaction volume during
the Case Scope Period;

2. The Merchant submitted at least five (5) Transactions to one or more
Acquirers during the Case Scope Period; and

3. At least fifty (50) percent of the Merchant’s total Transaction volume
involved the use of Cardholder bust-out accounts

OR

At least three (3) of the following four (4) conditions apply to the
Merchant’s Transaction activity during the Case Scope Period:

a. The Merchant’s fraud-to-sales Transaction ratio was seventy (70)
percent or greater.

b. At least twenty (20) percent of the Merchant’s Transactions submitted
for authorization were declined by the Issuer or received a response of
“01—Refer to issuer” during the Case Scope Period.

c. The Merchant has been submitting Transactions for fewer than six (6)
months.

d. The Merchant’s total number or total dollar amount of fraudulent
Transactions, authorization declines, and Issuer referrals was greater
than the Merchant’s total number or total dollar amount of approved
Transactions.

MasterCard has sole discretion, based on information from any source, to
determine whether a Merchant meeting these criteria is a Questionable
Merchant.
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8.4.2 MasterCard Commencement of an Investigation

MasterCard, at its sole discretion, may commence a QMAP investigation of a
Merchant. During the pendency of such an investigation, MasterCard may
identify the Merchant being investigated in MATCH using MATCH reason code
00 (Questionable Merchant/Under Investigation).

If an Issuer has reason to believe that a Merchant may be a Questionable
Merchant, the Issuer must promptly notify MasterCard via email message at
qmap@mastercard.com. Transactions that occurred during the Case Scope
Period may qualify as eligible for recovery under the QMAP.

In the notification, the Issuer must provide the basis for the Issuer’s reason to
believe that the Merchant may be a Questionable Merchant, and must provide
all of the following information:

1. Issuer name and Member ID;

2. Acquirer name and Member ID;

3. Merchant name and address (city, state or province, and country);

4. Total number of Transactions conducted at the Questionable Merchant
by the Issuer’s Cardholders;

5. Total dollar volume of Issuer losses at the Questionable Merchant;

6. Percentage of Transactions attributed to Cardholder bust-out accounts, if
applicable; and

7. Details of each Issuer-confirmed fraudulent Transaction, including
Cardholder account number, Transaction date and time, and Transaction
amount in U.S. dollars.

If an Acquirer becomes aware that it is acquiring for a Questionable
Merchant, the Acquirer must notify MasterCard promptly via email message at
qmap@mastercard.com.
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8.4.3 MasterCard Notification to Issuers

Should MasterCard commence a QMAP investigation, MasterCard will notify
any Issuer that MasterCard determines had accounts used in Transactions with
the Merchant being investigated during the Case Scope Period. Any such
notification will be sent via email message to the Issuer’s Security Contact
then listed in the Member Information—MasterCard application available on
MasterCard Connect. With the notification, MasterCard will provide details of
Transactions arising from use of the Issuer’s accounts at the Merchant during
the Case Scope Period.

Within 60 days following such notice, an Issuer must report to SAFE all
fraudulent Transactions conducted during the Case Scope Period associated
with the Merchant being investigated. Transactions conducted on Cardholder
bust-out accounts should be reported using fraud type code 51 (Bust-out
Collusive Merchant).

NOTE

To accelerate the determination by MasterCard of whether a Merchant is a Questionable Merchant,
Issuers are urged to report fraudulent Transactions to SAFE as expeditiously as feasible. For
purposes of making such a determination, MasterCard only considers Transactions that take place
(and the resulting fraudulent Transactions timely reported to SAFE) during the Case Scope Period.

8.4.4 MasterCard Notification to Acquirers

Following the MasterCard evaluation of Transactions reported to SAFE by
Issuers, MasterCard may notify any Acquirer of the investigated Merchant that
such Merchant has initially met the criteria of a Questionable Merchant. Such
notification will be sent via email message to the Security Contact then listed
for the Acquirer in the Member Information—MasterCard application available
on MasterCard Connect.

Within 15 calendar days from the date of the MasterCard notification, the
Acquirer may contest the MasterCard preliminary finding that a Merchant is
a Questionable Merchant. In such an event, the Acquirer shall provide to
MasterCard any supplemental information necessary to review the preliminary
finding.

MasterCard has a right, but not an obligation, to audit an Acquirer’s records for
the purpose of attempting to determine whether a Merchant is a Questionable
Merchant. An Acquirer must provide MasterCard such other or additional
information as MasterCard may request to assist in the investigation.

The Acquirer must submit all documentation and records via email message to
qmap@mastercard.com.
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8.4.5 Merchant Termination

If the Acquirer determines that the Merchant under investigation (or any other
of its Merchants) is a Questionable Merchant and terminates the Merchant
Agreement for that reason, the Acquirer must add the Merchant to MATCH using
MATCH reason code 08 (MasterCard Questionable Merchant Audit Program)
within five (5) calendar days of the decision to terminate the Merchant.

8.4.6 MasterCard Determination

MasterCard will determine if a Merchant is a Questionable Merchant.

If MasterCard determines that the Merchant is not a Questionable Merchant,
MasterCard will so notify each Issuer and Acquirer that provided information
pertinent to the investigation. Such notice will be provided via email
message to the Security Contact listed for the Customer in the Member
Information—MasterCard application available on MasterCard Connect. In
addition, MasterCard will delete the MATCH listing of the Merchant for MATCH
reason code 00.

If MasterCard determines that the Merchant is a Questionable Merchant,
MasterCard will:

1. Notify the Merchant’s Acquirer, and

2. Identify the Merchant as a Questionable Merchant in a Global Security
Bulletin for each of twelve (12) consecutive months, and

3. Modify the Merchant’s MATCH record to reflect a reason code change
from 00 (Under Investigation) to 20 (MasterCard Questionable Merchant
Audit Program).

If the Acquirer terminates the Merchant Agreement because MasterCard
determines the Merchant to be a Questionable Merchant, the Acquirer is
required to identify the Merchant in MATCH with reason code 08 (MasterCard
Questionable Merchant Audit Program).

8.4.7 Chargeback Responsibility

When MasterCard identifies a Questionable Merchant in a Global Security
Bulletin, MasterCard will also specify a chargeback period (“start” and “end”
dates) of at least one year. If an Acquirer continues to acquire from a
Merchant after MasterCard declares the Merchant a Questionable Merchant,
the Acquirer is responsible for valid chargebacks using message reason code
4849—Questionable Merchant Activity for a period of one year following
publication of the Global Security Bulletin initially listing the Questionable
Merchant; provided, MasterCard may extend the chargeback responsibility
period. An Issuer has 120 days following the publication date of a Global
Security Bulletin identifying a Questionable Merchant to charge back fraudulent
Transactions that occur during the specified chargeback period to the Acquirer
using reason code 4849—Questionable Merchant Activity.
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8.4.8 Fraud Recovery

Following the identification of a Questionable Merchant in a Global Security
Bulletin, and using data reported to SAFE, MasterCard will notify any Issuer
deemed by MasterCard to be eligible for partial recovery of loss due to
fraudulent Transactions at a Questionable Merchant. The notice will disclose
the amount of the recovery, less an administrative fee described in section
8.4.9, and the date the amount will be credited to the Issuer’s MasterCard
Consolidated Billing System (MCBS) account.

An Issuer is not eligible to receive partial recovery of any Transaction:

1. For a Merchant not listed in the Global Security Bulletin, or

2. Taking place after the Global Security Bulletin’s date of publication, or

3. Not reported to MasterCard via SAFE as described in section 8.4.3 of this
manual, or

4. For which the Issuer received recovery via any existing remedy in the
MasterCard system, including chargeback, recovery process, or the Issuer’s
own collection process.

MasterCard reserves the right to request additional information as a condition
of determining whether a Transaction satisfactorily meets the eligibility
requirements for Issuer partial recovery. In addition, MasterCard will not pay
claims in excess of the amount collected from the Acquirer(s) for that purpose.

MasterCard will debit the fraud recovery amount from the Acquirer account
and credit the Issuer account (less any administrative fee). MasterCard will
process Issuer fraud recoveries via MCBS.

8.4.9 QMAP Fees

MasterCard may charge each Issuer an administrative fee equal to 10 percent
of the Issuer recovery amount from a Questionable Merchant determination.

MasterCard may charge an Acquirer an audit fee not to exceed USD 2,500 for
each identification of a Merchant as a Questionable Merchant.

The remainder of this chapter is unchanged.
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Chapter 11—MATCH System

11.5 MATCH Reason Codes

MATCH reason codes identify whether a Merchant was added to the MATCH
system by the Acquirer or by MasterCard, and the reason for the listing.

11.5.1 Reason Codes for Merchants Listed by the Acquirer

The following reason codes indicate why an Acquirer reported a terminated
Merchant to MATCH.

Table 11.4—MATCH Listing Reason Codes Used by Acquirers

MATCH Reason
Code Description

01 Account Data Compromise
The Merchant unknowingly or unintentionally facilitated, by
any means, the unauthorized disclosure or use of account
information.

02 Common Point of Purchase (CPP)
The Merchant knowingly caused or facilitated, by any means,
the unauthorized disclosure or use of account information.

03 Laundering
The Merchant was engaged in laundering activity. Laundering
means that a Merchant presented to its Acquirer Transaction
records that were not valid Transactions for sales of goods or
services between that Merchant and a bona fide Cardholder.

04 Excessive Chargebacks
With respect to a Merchant reported by a MasterCard Acquirer,
the Merchant’s chargebacks in any single month exceeded 1%
of its MasterCard sales Transactions in that month, and those
chargebacks totaled USD 5,000 or more.

With respect to a merchant reported by an American Express
acquirer (ICA numbers 102 through 125), the merchant
exceeded the chargeback thresholds of American Express, as
determined by American Express.

05 Excessive Fraud
The Merchant effected fraudulent Transactions of any type
(counterfeit or otherwise) meeting or exceeding the following
minimum reporting Standard: the Merchant’s fraud-to-sales
dollar volume ratio was 8% or greater in a calendar month,
and the Merchant effected 10 or more fraudulent Transactions
totaling USD 5,000 or more in that calendar month.
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MATCH Reason
Code Description

06 Reserved for Future Use
(Refer to Table 11.5)

07 Fraud Conviction
There was a criminal fraud conviction of a principal owner
or partner of the Merchant.

08 Reserved for Future Use MasterCard Questionable
Merchant Audit Program
(Refer to Table 11.5) The Merchant was determined to be
a Questionable Merchant as per the criteria set forth in the
MasterCard Questionable Merchant Audit Program (refer to
section 8.4 of this manual).

09 Bankruptcy/Liquidation/Insolvency
The Merchant was unable or is likely to become unable to
discharge its financial obligations.

10 Violation of Standards
With respect to a Merchant reported by a MasterCard Acquirer,
the Merchant was in violation of one or more Standards
that describe procedures to be employed by the Merchant
in Transactions in which Cards are used, including, by way
of example and not limitation, the Standards for honoring
all Cards, displaying the Marks, charges to Cardholders,
minimum/maximum Transaction amount restrictions, and
prohibited Transactions set forth in Chapter 5 of the
MasterCard Rules manual.

With respect to a merchant reported by an American Express
acquirer (ICA numbers 102 through 125), the merchant was
in violation of one or more American Express bylaws, rules,
operating regulations, and policies that set forth procedures
to be employed by the merchant in transactions in which
American Express cards are used.

11 Merchant Collusion
The Merchant participated in fraudulent collusive activity.

12 PCI Data Security Standard Noncompliance
The Merchant failed to comply with Payment Card Industry
(PCI) Data Security Standard requirements.

13 Illegal Transactions
The Merchant was engaged in illegal Transactions.

14 Identity Theft
The Acquirer has determined that the identity of the listed
Merchant or its principal owner(s) was unlawfully assumed
for the purpose of unlawfully entering into a Merchant
Agreement.
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TwoOne additional reason codes may apply to Merchants listed in MATCH.
Acquirers no longer may add Merchants to MATCH using the reason codes in
Table 11.5; however, these codes this code still may appear in legacy MATCH
reports.

Table 11.5—MATCH Reason Codes No Longer Available for Listing Purposes

MATCH Reason
Code Description

06 Violation of Merchant Agreement
The Merchant was in violation of a significant term or
condition of the Merchant Agreement. As used herein, a
significant term or condition means one that concerns the
truthfulness of the Merchant or the commercial reasonableness
of the Merchant's manner of doing business and does not
mean a technical violation of the Merchant Agreement, such
as one resulting in a minor financial dispute.

08 MasterCard Audit Program Thresholds
The Merchant exceeded thresholds for counterfeit or other
fraud or chargeback activity or the like established periodically
by MasterCard.

11.5.2 Reason Codes for Merchants Listed by MasterCard

The following MATCH reason codes and descriptions apply to those Merchants
listed following evaluation by the Merchant Fraud Control staff.

Table 11.6—MATCH Reason Codes and Descriptions

MATCH Reason
Code Description

00 Questionable Merchant/Under Investigation
A Merchant that is the subject of an audit with respect
to the Standards. MasterCard currently conducts special
Merchant audits for excessive fraud-to-sales ratios, excessive
chargebacks, or counterfeit activity, or collusive or otherwise
fraudulent Merchant activity.

20 Special Merchant MasterCard Questionable Merchant
Audit Program
A Merchant that MasterCard has determined to have violated a
Standard, and that is not an electronic commerce adult content
(videotext) special Merchant. A Merchant that MasterCard
has determined to be a Questionable Merchant as per the
criteria set forth in the MasterCard Questionable Merchant
Audit Program (refer to section 8.4 of this manual).
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MATCH Reason
Code Description

21 Electronic Commerce Adult Content (Videotext) Special
Merchant
An electronic commerce adult content (videotext) Merchant
that MasterCard has determined to have violated MasterCard
excessive chargeback Standards.

22 Excessive Chargeback Merchant
A Merchant that MasterCard has determined to have violated
the MasterCard Excessive Chargeback Program and is not
an electronic commerce adult content (videotext) special
Merchant.

23 Merchant Collusion
The Merchant participated in fraudulent collusive activity, as
determined by the Acquirer by any means, including data
reporting, criminal conviction, law enforcement investigation,
or as determined by MasterCard.

24 Illegal Transactions
The Merchant was engaged in illegal Transactions.

The remainder of this chapter is unchanged.
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Appendix C—Contact Information

C.7 Cardholder-Merchant Collusion Questionable Merchant Activity

Customers may send forms and other documentation related to Bust-out
Questionable Merchant collusion activity fraud management programs and
Standards to:

MasterCard Worldwide

Attention: Bust-outs QMAP—Fraud Management Department

2000 Purchase Street

Purchase NY 10577-2509

USA

Phone: 1-914-249-6596
Fax: 1-914-249-4257
Email: bustouts qmap@mastercard.com

Correspondence regarding conflicts between the Standards and applicable law
should be addressed to the attention of the Law Department.

MasterCard Worldwide

Attention: Law Department

2000 Purchase Street

Purchase NY 10577-2509

USA

The remainder of this chapter is unchanged.
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Revised Standards—Chargeback Guide
MasterCard will revise the Chargeback Guide manual to include these
Standards. Additions to the Standards are underlined. Deletions are indicated
with a strikethrough.

Chapter 3—MasterCard Message Reason Codes—Dual
Message System Transactions

3.22 Message Reason Code 4849—Questionable Merchant Activity

The following topics describe the proper and improper use of message reason
code 4849.

3.22.1 Proper Use of Message Reason Code 4849

Issuers can use this chargeback only if the acquirer processed a transaction for
a card acceptor that later was listed in a MasterCard Global Security Bulletin
for violating:

• Rule 5.9.1, Valid Transactions, of the MasterCard Rules manual, under the
program described in section 8.1 of the Security Rules and Procedures
manual.

• The Global Merchant Audit Program (GMAP), described in section 8.2 of
the Security Rules and Procedures manual.

• The Cardholder-Merchant Collusion (CMC) Questionable Merchant Audit
Program (QMAP), described in section 8.4 of the Security Rules and
Procedures manual.

• Before using this chargeback, the issuer must have reported the transaction
to SAFE in accordance with the reporting requirements set forth in the
SAFE Products User Guide.
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3.22.1.1 Transaction Eligibility

MasterCard provides chargeback rights to the issuer under this message reason
code when:

• The acquirer name, acquirer ID, merchant name, and merchant location
are listed in the Global Security Bulletin under the Global Merchant
Audit Program (GMAP) GMAP. Each transaction charged back must have
occurred during the published chargeback period, and the issuer must
have properly reported the transaction to SAFE with one of the following
fraud type codes:

– 00 = Lost Fraud

– 01 = Stolen Fraud

– 04 = Counterfeit Card Fraud

– 06 = Card Not Present Fraud

– 07 = Multiple Imprint Fraud

• The acquirer name, acquirer ID, merchant name, and merchant location
are listed in the Global Security Bulletin under the Cardholder Merchant
Collusion (CMC) Program QMAP. Each transaction must have occurred
within the chargeback period published in the Global Security Bulletin.
The issuer must have properly reported the transaction to SAFE. All fraud
type codes are eligible.

• The acquirer name, acquirer ID, merchant name, and merchant location are
listed in the Global Security Bulletin as a result of violating Rule 5.9.1, Valid
Transactions, of the MasterCard Rules manual, and the issuer properly
reported the transaction to SAFE. All fraud type codes are eligible.

• If the issuer determines that the UCAF data that the acquirer provided in
the Authorization Request/0100 message is not identical to the UCAF data
that the issuer provided for that transaction, the issuer’s right of chargeback
under this reason code is preserved.
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3.22.4 Proper Use for Issuer’s First Chargeback

The conditions shown below represent valid options that the issuer can use to
process a first chargeback for message reason code 4849.

Time Frame 120 calendar days from the Global Security Bulletin
publication date, or if applicable, within 120 calendar
days of the Central Site Business Date of the transaction

Retrieval Request No

Supporting
Documents

None

DE 72 (Data Record) PROGRAM XXXXXX BULLETIN NO. NNN

Notes Where XXXXXX is the compliance program identified in
the Global Security Bulletin:

• INVAL = Violation of Rule 5.11.1, Valid and Invalid
Transactions

• GMAP = Global Merchant Audit Program

• CMC QMAP = Cardholder-Merchant Collusion
Questionable Merchant Audit Program

Replace NNN with the applicable Global Security Bulletin
number.

The Global Security Bulletin number is a three-digit
number in which the last digit of the year is represented
by the first digit of the Bulletin number, and the second
and third digits represent the Global Security Bulletin
month. (For example, bulletin number 6 ([June]), in the
year 2012 would be shown as Global Security Bulletin
No. 6, 1 June, 2012.)

The remainder of this chapter is unchanged.
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For More Information
Customers with questions about the revised Standards described above should
send an email message to:

QMAP Inbox

Email: qmap@mastercard.com

Or contact:

Nicole Katzman

Program Leader, Customer Performance Integrity

Phone: 1-914-249-5493

Email: nicole_katzman@mastercard.com
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