
New Additions for the Business Risk
Assessment and Mitigation Program
Suggested routing: Compliance Contact, Risk Management Contact, Security Contact

Topic(s): E-commerce, Fraud/Risk, Merchant, Security

Applies to: P Acquirers P Processors

Summary: MasterCard requires compliance with its Standards that prohibit
the use of MasterCard® cards and systems for illegal or
brand-damaging activities and adherence to Standards that
support the Business Risk Assessment and Mitigation (BRAM)
compliance program.

This article reminds acquirers of their obligations under the
Standards and the MasterCard BRAM program. This article also
identifies illegal or brand damaging products and services that
are being added to the BRAM program, and others that are not
being added at this time, but have the potential to create brand
risk or fraud in the payments system.

Action Indicator: M Mandate

A Attention warranted

Effective Date: Immediately

Background
The MasterCard Standards require all customers to comply with all applicable
laws and not to engage in illegal behavior, or in behavior that would cause
MasterCard to violate any laws. MasterCard has established the BRAM Program
to protect MasterCard, its customers, merchants and cardholders from activities
that may be illegal or could negatively impact our collective brands. As a
reminder, the activities under the BRAM program include, but are not limited to:
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• The illegal sale of prescription drugs;

• The illegal sale of drugs on Schedule I of the Controlled Substances Act
(CSA);

• The illegal sale of tobacco products;

• The brand-damaging sale of images of non-consensual sexual behavior;

• The illegal sale of images of child pornography,

• Internet gambling in jurisdictions where it is illegal,

• The sale of counterfeit merchandise;

• The sale of goods or services in violation of intellectual property rights

• The sale of modification chips;

• The sale of K2 and Salvia Divinorum;

• The sale of synthetic cannabinoids and stimulants; and

• The sale of fake IDs and government documents.

As a result of collaboration with our customers, MasterCard has noticed a
decrease in the instances where MasterCard cards are accepted for the sale
of illegal or brand-damaging goods and services. MasterCard appreciates its
customers’ ongoing cooperation in continuing to take steps to prevent illegal
or brand-damaging merchant activity from entering the payments network.

In the spirit of keeping the industry informed of new trends in the marketplace,
MasterCard has identified certain additional products that are either illegal
or brand-damaging, and other products, services and merchant models that
may pose risk to our collective brands:

Illegal /Brand-Damaging Products

• Amyl Nitrite Inhalants

• Jammers

• Payday Lenders

• Psilocybin Mushrooms and Spores

Merchant Models to Watch

• Psychoactive Herbal Products

The products, services and merchant models mentioned in this article do
not represent an exhaustive list of illegal or brand-damaging activities. Each
acquirer is encouraged to review each of its merchants and their services on
an ongoing basis to determine the legality and legitimacy of the goods or
services being offered for sale

Illegal/Brand-Damaging Products
In addition to previously published products, MasterCard alerts acquirers
that the following products are illegal or brand-damaging and are prohibited
products as outlined in the BRAM program.
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Amyl Nitrite Inhalants

In the United States, Amyl Nitrite Inhalants, also known as “Poppers,” can only
be sold with a prescription, may not be sold over-the-counter and must be
labeled as prescription only. The sale of Poppers for recreational purposes
is illegal in the United States. In addition, there is a ban on the sale of butyl
nitrites and alkyl nitrites generally; amyl nitrite falls within these classes of
chemicals. In many instances butyl nitrites and alkyl nitrites are marketed as
“room odorizers” or “video head cleaners” in an attempt to circumvent the ban.

Jammers

Jammers are radio frequency transmitting devices that are designed to block,
jam or otherwise interfere with cellular and Personal Communication Services,
police radar, Global Positioning Systems (GPS), and wireless networking
services (Wi-Fi). Jammers are also commonly called signal blockers, GPS
jammers, cell phone jammers, or text blockers. These devices pose serious
risks to critical public safety communications and can prevent people from
making 911 and other emergency calls. Jammers also can interfere with
law enforcement communications. Federal law prohibits the marketing,
advertisement, distribution, sale or operation of any type of jamming
equipment in the United States.

Payday Lenders/Payday Loans

A payday loan (also called a payday advance) is a small-dollar, high-interest
loan that is generally due on the consumer’s next payday. The annual
percentage rate of these loans is typically in the triple digits, and in some cases
may exceed 1,000 percent. In recent years, the availability of payday loans
via the Internet has markedly increased. State laws governing payday lending
vary. There is an increasing number of states that ban payday loans entirely
and the laws in states that do allow these loans vary considerably in their
restrictions and licensing requirements.

The New York State Department of Financial Services (“DFS”) has recently
made us aware that New York State law prohibits both originating and
collecting on payday loans. The DFS also advised that it is a violation of New
York State civil and criminal usury laws to make payday loans to New York
residents in-person, by telephone, or over the Internet, as well as for a debt
collector to collect, or attempt to collect, on a payday loan in New York State.
DFS also has alerted us that some online payday lenders operating illegally
in New York have begun using debit networks to process and collect on
payday loan payments.

Acquirers are reminded that under MasterCard Rule 5.11.7, acquirers “must not
submit to the Interchange System, any Transaction that is illegal.” Furthermore,
under Rule 7.2 of the Security Rules and Procedures, acquirers must “review
and monitor [a] Merchant’s Web site(s) and business activities to confirm and to
reconfirm regularly that any activity related to or using a Mark is conducted in
a legal and ethical manner and in full compliance with the Standards.”
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Acquirers seeking additional information may wish to consult DFS’s new
Payday Lender Database (the “Database”). This Database contains information
about payday lenders against whom DFS has taken actions based on evidence
of illegal lending to New York residents. Acquirers can use the Database
to enhance their due diligence to help ensure they are in compliance
with network rules. Acquirers wishing to learn more about the Database,
including how to sign up for access to the Database, can contact DFS at
PaydayDatabase@dfs.ny.gov.

Psilocybin Mushrooms and Spores

Psilocybin mushrooms are a form of hallucinogenic mushroom listed in the
Controlled Substances Act. They are illegal in the United States. Sale of the
spores used to grow Psilocybin mushrooms are somewhat less regulated than
the sale of the mushrooms themselves. At the federal level, there is no explicit
ban on the sale of spores. However, there may be federal prosecutions for
sales of spores with intent to cultivate. On the state level in the United States, at
least a few states appear to list both spores and whole psilocybin mushrooms
as controlled substances (for example, Georgia and Idaho).

Products to Watch or Monitor
MasterCard recommends that its customers monitor the following products,
services and merchant models. Although these products, services and merchant
models are not currently included in the BRAM program, customers acquiring
transactions for these products, services and merchant models should monitor
them closely for compliance with any new laws, regulations or deceptive
practices.

Psychoactive Herbal Products

There are certain herbal products that may contain some psychoactive
characteristics. These products present concerns from a health and marketing
perspective even where there is no legal prohibition on the actual sale.
Although the sale of these products may not currently be illegal, it is important
to be aware of these products since they may become the subject of future
regulation and because there are restrictions on how they are labeled or
marketed. Below is a list of products that MasterCard has become aware of,
although there may be other similar products not included on this list:
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• Fly Amanita/Agaraic—Fly Amanita/Agaraic mushrooms are different from
the heavily-regulated psilocybin mushrooms. While they are marketed as
a psychoactive herbal product, Fly Amanita/Agaric mushrooms do not
appear to be subject to a general ban on sales or use, nor do their spores.
Fly Amanita/Agaric mushrooms are potentially poisonous and they are
therefore significantly less popular for hallucinogenic usage. MasterCard is
aware of one state (Louisiana) where it is illegal to produce, manufacture
or distribute Fly Amanita/Agaraic for human consumption.

• Kava Kava—Kava Kava is a plant grown in the western Pacific that
has its historical roots in Polynesian culture where it has been used as
a relaxant. Kava Kava may be marketed to treat the following health
issues: anxiety, stress, restlessness, sleep disorders (insomnia), attention
deficit-hyperactivity disorder, epilepsy, psychosis, depression, migraines
and other headaches, chronic fatigue syndrome, common cold and
other respiratory tract infections, tuberculosis, muscle pain, and cancer
prevention. There are reported safety concerns about the consumption of
Kava Kava. There have been a number of cases of liver damage and even
some deaths that have been attributed to the use of Kava Kava. As a result,
Kava Kava has been banned for sale in Switzerland, Germany, and Canada.
Several other countries are considering similar action.

• Kratom—Kratom is a tree whose leaves are often chewed. The leaves are
said to contain a stimulant effect at low doses and a sedative effect at
higher doses. Users chew the leaves for recreational purposes. In the
United States, there have been reports that the DEA is concerned with the
recreational use of Kratom although no official action has been taken.

For More Information
Customers with questions about the information in this article should contact:

Paul J. Paolucci

Senior Business Leader, Franchise Integrity

Phone: 1-914-249-5447

Fax: 1-914-249-4257

Email: paul_paolucci@mastercard.com

New Additions for the Business Risk Assessment and Mitigation Program

Global Operations Bulletin No. 8, 1 August 2014 67
©2014 MasterCard. Proprietary. All rights reserved.

Production Review—Due 29 July

mailto:paul_paolucci@mastercard.com

