
New Additions and Updates for
the Business Risk Assessment and
Mitigation Program
Topic(s): Fraud/Risk, Merchant, Rules/Standards, Security

Applies to: P Acquirers P Processors

Summary: MasterCard requires compliance with its Standards that prohibit
the use of MasterCard® cards and systems for illegal or
brand-damaging activities and adherence to Standards that
support the Business Risk Assessment and Mitigation (BRAM)
compliance program.

This article reminds acquirers about their obligations under the
Standards and the MasterCard BRAM program and identifies
certain products and services that are illegal or brand-damaging.
This article also identifies products, services, and merchant
models that are not currently included in the BRAM program,
but have the potential to create risk or fraud in the payments
system.

Action Indicator: M Mandate

Effective Date: Effective immediately

Background
The MasterCard Standards require all customers to comply with all applicable
laws and not to engage in illegal behavior, or in behavior that would cause
MasterCard to violate any laws. MasterCard has established the BRAM program
to protect MasterCard, its customers, merchants, and cardholders from activities
that may be illegal or could negatively impact our collective brands. As a
reminder, the activities under the BRAM program include, but are not limited to:

• the illegal sale of prescription drugs

• the illegal sale of drugs on Schedule I of the Controlled Substances Act
(CSA)

• the illegal sale of tobacco products

• the brand-damaging sale of images of non-consensual sexual behavior

30
New Additions and Updates for the Business Risk Assessment and Mitigation Program

Global Security Bulletin No. 7, 15 July 2013

©2013 MasterCard. Proprietary. All rights reserved.

Production Review—Due



• the illegal sale of images of child pornography

• Internet gambling in jurisdictions where it is illegal

• the sale of counterfeit merchandise

• the sale of goods or services in violation of intellectual property rights

• the sale of modification chips

• the sale of K2 and Salvia Divinorum

As a result of collaboration with our customers, MasterCard has noticed a
decrease in the instances where MasterCard cards are accepted for the sale of
illegal or brand-damaging goods and services. MasterCard appreciates our
customers’ ongoing cooperation in continuing to take steps to prevent illegal
or brand-damaging merchant activity from entering the payments network.

In the spirit of keeping the industry informed of new trends in the marketplace,
MasterCard has identified certain additional products that are either illegal
or brand-damaging and other products, services, and merchant models that
may pose risk to our collective brands:

Illegal Products:

• Synthetic stimulants

• Fake IDs

• Government forms

Merchant Models to Watch:

• Cyberlockers

• Malware

• Debt Relief Services

• Negative Option Marketing

The products, services, and merchant models mentioned in this article do not
represent an exhaustive list of illegal or brand-damaging activities. Acquirers
are encouraged to review each of its merchants and their services on an
ongoing basis to determine the legality and legitimacy of the goods or services
being offered for sale.

Illegal Products
MasterCard reminds acquirers that the following products are illegal or
brand-damaging and are prohibited activities as outlined in the BRAM program.
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Synthetic Stimulants

As noted in Global Security Bulletin No. 2, 15 February 2012, the United
States Drug Enforcement Administration (DEA), an office of the United States
Department of Justice (DOJ), placed certain substances used in synthetic
stimulants on Schedule 1 of the CSA, thereby making it illegal under U.S.
federal law to possess, distribute or sell these substances. The street names
for the synthetic stimulants in which these substances may be found include
Bath Salts, K2, Spice, Genie, and Kronic. These products contain plant
substance laced with synthetic cannabinoids which, when smoked, induces the
hallucinogenic effects of THC, the psychoactive component of marijuana.

In June 2012, Congress incorporated 26 additional scheduled substances
used in synthetic stimulants into the Food and Drug Administration Safety
and Innovation Act, making the processing, distributing and selling of these
substances, illegal in the United States. The complete list of drugs and
substances designated under Schedule I can be found at:

Website: www.deadiversion.usdoj.gov/21cfr/cfr/1308/1308_11.htm

Fake IDs

The production and sale of fake IDs and related products has become a
means through which young adults can gain access to tobacco and alcohol
products, and admission into adult nightclubs, bars, and other environments
for which they would not otherwise be permitted. Concerns associated with
the production and sale of fake IDs include their use as a means to jeopardize
the welfare of underage adults and evade U.S. laws as well as lead to an
increase in the likelihood of identity theft.

Sale of Government Forms

The United States Office of the Inspector General has advised MasterCard
that there is a growing trend for websites that entice consumers to pay fees
for otherwise free Social Security Administration (SSA) forms and applications.
These misleading websites confuse consumers into believing that the websites
are associated with and/or endorsed by the SSA, or are in fact the SSA’s own
official website.

Fee-based reproduction, reprinting, or distribution of Social Security forms,
applications, or other publications without authorization from the SSA and
fee-based assistance for products or services that the person knows or should
know are provided free of charge by the SSA without proper notification is
prohibited.
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Products/Models to Watch
MasterCard recommends that its customers monitor the following products,
services, and merchant models. Although these products, services, and
merchant models are not currently included in the BRAM program, customers
acquiring transactions for such merchants should closely monitor them for
compliance with any new laws, regulations or deceptive practices.

Cyberlockers

A cyberlocker is an Internet service specifically designed to host user files.
Cyberlockers allow users to upload files that may be accessed remotely from
a computer, tablet, smart phone, or other network device. The content of
these files may be accessed by either the content provider, or other users who
obtain some level of authentication (such as via a password). Related services
include content-displaying hosting services (such as video, image, software,
and audio/music), virtual storage, and remote backup. Many cyberlockers
charge both a service fee for hosting the user content on their networks as well
as an additional fee for increased download speed.

Cyberlocker services may be used as a means to distribute or share files
without the consent of the copyright owner. Commonly shared items that
may infringe on intellectual property rights when shared without the consent
of the copyright owner include music, movies, television shows, and books.
Cyberlockers may also serve as hosts for other illegal or brand-damaging
content such as images of rape/brutality, bestiality, and child exploitation.

MasterCard will provide further guidance regarding the inclusion of
cyberlockers in the BRAM program as laws and regulations develop. However,
customers acquiring for such merchants should also monitor for compliance
with any newly promulgated regulations.

Negative Option Marketing

Negative option marketing broadly refers to a category of commercial
transactions in which merchants interpret a cardholder’s failure to take
an affirmative action by either rejecting a merchant offer or cancelling an
agreement, as approval to charge the cardholder for goods or services on
a one-time or recurring basis. Negative option marketing can pose serious
financial risks to acquirers as well as cardholders if the merchant does not
present clear and appropriate disclosures resulting in cardholders being
charged without their consent.

MasterCard has noticed an increase in the implementation of negative option
marketing models, particularly by subscription-based merchants. If this model
is not properly managed, it may result in increased consumer dissatisfaction,
fraud, and chargebacks. Government agencies have raised questions about
the legitimacy and practices of these merchants and their potentially negative
impact on consumers. Customers are asked to closely monitor merchants that
may engage in these practices to minimize the risk of consumer deception
and chargebacks.
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Debt Relief Service Scams

Debt relief service scams target consumers with significant credit card debt by
falsely guaranteeing to negotiate with their creditors to settle or otherwise
reduce consumers’ repayment obligations. These merchants often charge
consumers a large initial non-refundable fee and then fail to assist in debt
reduction. Cardholders who are victims of these scams lose their trust in
credible and reliable financial assistance programs as well as electronic forms
of payment.

Customers are asked to closely monitor merchants that may engage in these
practices to minimize the risk of consumer deception and chargebacks.

Malware Scams

The term “malware” is short for malicious (or malevolent) software and refers
to a variety of forms of hostile or intrusive software. Malware is developed
by attackers to disrupt computer operations and gather sensitive personal or
financial information. It can appear in the form of code, scripts, active content,
and other software. Malware includes computer viruses, ransomware, worms,
trojan horses, rootkits, keyloggers, dialers, spyware, adware, malicious Browser
Helper Objects (BHO), rogue security software, and other malicious programs.

Some malware is disguised as genuine software, which has the harmful
malware embedded in it along with additional tracking software that gathers
marketing statistics. As the use of the Internet and computers has increased,
there has been a corresponding increase in the number and sophistication of
malware scams. These breaches can cause large data and financial losses.
Left unguarded, these threats can cause considerable risk to personal and
networked computers.

Customers are asked to closely monitor merchants that claim to sell virus
protection and related software to ensure their products are legitimate.

For More Information
Customers with questions about the information in this article should contact:

Marie Russo

Senior Business Leader, Franchise Development

Phone: 1-914-249-5946

Fax: 1-914-249-4257

Email: marie_russo@mastercard.com
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