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Summary: MasterCard has recently received an increased number of
reports regarding brute force attacks. These attacks target a
merchant’s retail terminals or its website’s online payment
system, and typically begin with the criminal using malware
installation, phishing schemes, or a combination of both to
obtain the access privileges needed to carry out the attack.

Once the criminal hacker has gained network access, the
hacker attempts to determine the card validation code 1
(CVC 1) value for each previously stolen card account in
order to create counterfeit cards for committing subsequent
ATM or point-of-sale (POS) fraud. The ATM transactions are
predominantly cross-border, particularly in Eastern Europe, and
occur within a few minutes to a couple of days after the CVC 1
value is ascertained by the criminal.

This article provides an overview of the methodology used by
criminals to conduct brute force attacks as well as best practices
intended to help issuers and acquirers identify and mitigate this
payment card account data attack method.

Action Indicator: A Attention warranted

Effective Date: Immediately

Attack Methodology Overview
MasterCard has received an increased volume of reports in the U.S. region
regarding brute force attacks aimed at discerning CVC 1 values. These attacks
typically begin with criminals using phishing scams to trick cardholders into
divulging personally identifiable information (PII), including their name,
primary account number (PAN), expiration date, and personal identification
number (PIN). Criminals then use malware or phishing techniques to take
over legitimate merchant accounts.

Obtaining Access Through Malware

The criminal introduces malware into a merchant’s network by targeting
systems that may be vulnerable to compromise due to weak data security
controls, such as the system having:
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• No firewall, or a misconfigured firewall, in place

• A weak or non-existent anti-virus solution or intrusion detection system
(IDS)

• Open ports or vulnerable web-facing applications

• Default or easily guessable system user IDs and passwords

Once installed on the merchant’s system, the malware can capture merchant
account logon credentials.

Obtaining Access Through Phishing

Alternatively, the criminal may use phishing techniques similar to those used
against cardholders to trick merchant personnel into divulging their merchant
account credentials. For example, the criminal may call or send an email
message to a merchant purporting to be the merchant’s processor, service
provider, or acquiring bank and request sensitive merchant account credentials,
such as the merchant’s user ID and password.

Performing Test Transactions Through Brute Force

Once the criminal hacker has gained network access, the merchant’s terminal
or system can be exploited as a venue for performing test transactions. The
hacker’s own high-speed computer programs submit numerous authorization
requests for small dollar amounts using stolen card account information from
victims of other phishing scams in combination with sequential three-digit CVC
1 values (for example 999, 998, and 997) until the hacker receives a valid
authorization (that is, the CVC 1 value matches the stolen account number).
These submitted authorization requests can accumulate into the thousands in
just a short period of time.

Perpetuating Subsequent Fraud

Using the valid authorization information, the criminal can then combine the
valid CVC 1 value (found in a payment card’s magnetic stripe) obtained via the
brute force attack with the phished cardholder payment account information to
create a counterfeit card for use in fraudulent POS or ATM transactions.

MasterCard Observations
MasterCard has observed instances where the criminal consistently uses the
same merchant name for a stolen merchant ID; whereas, in other instances, the
criminal changes the merchant’s name during each subsequent authorization
attempt. Additionally, MasterCard has seen test transactions where the criminal
did not use the correct card acceptor business code (MCC) for the merchant’s
business. The criminal may also be able to manipulate transactions at a
card-not-present (CNP) terminal to appear as swiped transactions at a retail
location.
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MasterCard also has noticed that the ATM transactions are predominantly
cross-border, the bulk of which occurring in Eastern Europe.

Issuer Best Practices
The best practices in the following sections are intended to help issuers
prevent and detect brute force attacks.

Educating Cardholders

To mitigate these attacks, issuers should continue their cardholder education
efforts with respect to the various forms of phishing scams that criminals use.
Issuers should reinforce to their cardholders the importance of safeguarding
their payment card data from scams including phishing (phone or email
messages) and smishing (text messages), and not to give out their personal
information.

Implementing Fraud Mitigation Strategies

Issuers should help ensure that they have dynamic authorization and fraud
control strategies in place to address this risk, thereby avoiding potential
financial loss from such attacks. These strategies should help ensure that the
issuer:

• Identifies the attack

• Declines the associated transactions

• Monitors the status of impacted accounts without loss

More specifically, issuers should use real-time (at a minimum, daily)
authorization velocity monitoring for CVC 1 mismatch decline reason codes.
This monitoring should establish specific velocity limits for CVC 1 mismatch
declines and transaction time frame thresholds. MasterCard suggests setting
velocity limits by flagging a suspicious account for review, if 10 or fewer CVC
1 mismatches occur within a one-hour time period.

Once an account is flagged, the issuer’s risk management staff should review
the account within 24 hours, and subsequently, the issuer should suspend
(that is, temporarily block) such account to prevent further authorizations
and potential fraud loss until the issuer’s risk management staff can verify
with the cardholder that the suspicious activity is fraudulent. Once the
suspicious activity has been confirmed as fraudulent by the cardholder, the
issuer should block the account and re-issue the MasterCard® card with a new
PAN, expiration date, and CVC values.

Enhancing Risk Monitoring Processes

Issuers should enhance their risk monitoring processes by supplementing their
CVC 1 mismatch reporting to incorporate the following:
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• A separate report that specifically monitors the aggregated CVC 1 mismatch
volume at the card acceptor ID level

• Volume thresholds and risk tolerances generated by individual card
acceptor ID

• The integration of accounts identified in the CVC 1 mismatch decline
reporting into the issuer’s ATM activity monitoring, thereby potentially
reducing those high-risk accounts’ daily ATM approval limits (especially for
cross-border transactions)

MasterCard offers its Expert Monitoring Solutions (EMS), which is designed to
help issuers identify many different types of fraud, as well as specific fraud
attacks (including brute force attacks). MasterCard is available to work with
issuers in creating specific fraud rules and strategies that identify this type
of attack, such as assigning a message reason code to a rule(s) for insertion
into the Authorization Request/0100 message. The message reason code can
then be used to define the authorization and queue management strategies
on an issuer’s authorization system.

Acquirer and Merchant Best Practices
To mitigate these attacks, acquirers should:

• Install real-time velocity authorization detection monitoring across their
portfolios to identify abnormal velocity patterns at the merchant level and
to identify merchant account takeovers,

• Implement the detection of Internet Protocol (IP) addresses that do not
correspond with those initially established for the electronic commerce
(e-commerce) merchant, and

• Implement controls to identify any mismatch of the merchant name
originating from a single merchant ID, and any mismatch of the merchant’s
MCC.

In addition, acquirers should educate their staff and merchants about the brute
force attack prevention and mitigation best practices below.

Defending Against Phishing Attempts

To prevent a criminal from obtaining the necessary access privileges to initiate
an attack against a merchant’s network, the acquirer and its merchants should
practice the following anti-phishing techniques:
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• Use caution when providing sensitive information, such as user IDs and
passwords.

• Do not provide sensitive information to anyone, unless certain of the
credentials of the potential recipient of the information.

Guard terminal information. Do not give out the merchant number, terminal
ID, or acquirer’s bank identification number (BIN). Acquirers already have
this information and are highly unlikely to request it. Therefore, if the
merchant receives a call requesting this information, it is likely a phishing
attempt by a criminal to gain terminal access. Instead, the merchant should
call its acquirer or processor, ask to be transferred to the appropriate person
or department that handles the merchant’s account, and report the call.

• Avoid clicking on hyperlinks within email communications. Type the URL
into the web browser instead.

• Do not download suspicious attachments.

• Instruct employees not to use business computers and workstations for
non-business activities, such as web browsing or checking personal email
messages.

• When reviewing or responding to email messages, verify that the sender’s
information is correct. Be vigilant for slight misspellings, which may
indicate a phishing attempt.

• If the merchant receives a phone call, email message, or repair technician
visit that is suspicious, the merchant should not respond or provide any
information. The merchant should immediately contact the acquirer or
processor to verify the legitimacy of the request.

Beware of any unscheduled terminal repair technician arriving at a
merchant location requesting access to the POS terminal. The technician
may be a criminal attempting to gain access. If a repair technician arrives
unannounced, the merchant should contact its acquirer or processor
to verify the technician’s identity using the merchant’s own contact
information on file, not the contact information provided by the technician.

• Educate staff regarding anti-phishing strategies, such as only opening email
messages from a known or trusted source.

• Limit employee access to the merchant number, terminal ID, or the
acquirer’s BIN to help prevent unintentional leaking of this information
to a criminal.

Brute Force Attacks—Overview and Mitigation Best Practices

Global Security Bulletin No. 8, 15 August 2013 25
©2013 MasterCard. Proprietary. All rights reserved.

Production Review—Due



Strengthening Network Security Against Malware

To protect merchant systems and networks against malware intrusion, the
acquirer should ensure that its merchants adhere to the following:

• Ensure that each merchant’s business operations are in compliance with
the Payment Card Industry Data Security Standard (PCI DSS).

• Regularly update anti-virus applications.

• Perform a credential and password review:

– Identify any systems with weak or blank administrator passwords and
remediate.

– Require regular password changes for users’ system access and
privileges.

– Strengthen the merchant’s password policy.

– Remove generic or vendor default accounts.

• Require two-factor authentication for all remote access applications.

• Review the firewall rules across the merchant’s network.

• Review web-facing applications for structured query language (SQL)
injection vulnerabilities or other web application vulnerabilities.

• Implement an IDS.

Upgrading Terminal Security

The acquirer and its merchants should strengthen terminal security at all
merchant locations by establishing the following procedures for avoiding
unlawful access:

• Turn off flag defaults upon installation of the terminal. Many terminals at
POS merchant locations are shipped with flag defaults that allow a secure
socket layer (SSL) connection. Retail stores do not need this access for a
POS transaction.

• Ensure that the terminal setting allows only the MCC assigned to the
specific merchant. Many terminals are also shipped with a default setting
that allows any MCC to be used at the terminal. Criminals often do not
know the MCC for the specific merchant location, and use rotating codes
to gain access.

• During a store’s off-hours, if no inventory control or other upgrades are
scheduled, turn off the terminals so that off-hours access is denied to the
criminal.
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• Consider replacing terminals with EMV1 chip-capable terminals:

– As of 19 April 2013, all U.S.-based acquirers and processors must
have the capability of processing contact and contactless EMV chip
transactions. These terminals can greatly assist in preventing fraud
losses by reading the computer chip on the credit or debit card rather
than the magnetic stripe.

– Fraud liability shifts within the payments industry likely will soon push
fraud losses to whichever party in the POS transaction does not have
the chip-supporting technology, whether it’s the card issuer or the
acquirer. Meanwhile, chip terminals may also allow advanced payment
types such as tap-and-go, and may increase financial performance by
opening new payment avenues.

Effectively Working with Service Providers/Payment
Gateways

At times, service providers/payment gateways (on behalf of their acquirer)
may directly onboard and provide credentials to merchants. As such, the
responsible acquirer may not have a real-time view into these merchants’
authorization activity or the ability to re-credential these merchants directly.

It is essential that acquirers work directly with their payment gateways to help
ensure that their service providers have proper authorization velocity and fraud
control monitoring capabilities for these merchants’ transactions. This best
practice helps to effectively thwart or reduce the impact of brute force attacks.

Acquirers also need to help ensure that their service providers/payment
gateways provide authorization-related information to the acquirer in a prompt
manner and establish enhanced escalation procedures that provide coverage
on a continuous (that is, 24-hour a day, 7-day a week) basis. This best practice
helps to ensure that when a service provider/payment gateway detects a brute
force attack (or indications of such an attack), the service provider/payment
gateway will immediately notify the impacted acquirer.

In the Event of a Suspected or Confirmed Data Breach
If an acquirer, a payment gateway, or a merchant believes that the merchant
has been the victim of a brute force attack, either party should immediately
notify all of the following in the order listed:

1. EMV is a global standard established by EMVCo LLC for credit and debit payment
cards based on chip card technology. EMVCo LLC was formed in 1999 by Europay,
MasterCard, and Visa to manage, maintain, and enhance the EMV® Integrated
Circuit Card Specifications for Payment Systems. Go to www.emvco.com for
details.
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• The merchant’s acquirer and processor (if the merchant is the party that
initially discovered or suspected the data breach)

• Law enforcement

• MasterCard via an email message at
account_data_compromise@mastercard.com

Next Steps

The MasterCard Fraud Investigations team will work with the acquirer and
its impacted merchant to determine the next appropriate steps regarding
the investigation, including whether a forensic investigation conducted by a
PCI Security Standards Council (SSC)-approved Forensic Investigator (PFI) is
required (at the sole discretion of MasterCard).

Acquirer or Processor Contacts for Fraud Escalations
Acquirers should help ensure that their contact information or the contact
information of their processor listed in the Member Information tool on
MasterCard Connect™ is complete, accurate, and current in order to provide
continuous (that is, 24x7) coverage of incidents involving escalating fraud,
so that such fraud issues (including brute force attacks) may be resolved in
a timely manner.

For More Information
Customers with questions regarding this article should contact the MasterCard
Customer Operations Services team, which will be able to direct inquiries to
the appropriate MasterCard representative for further details.

Customer Operations Services

Phone: 1-800-999-0363 (in Canada and U.S. regions)

1-636-722-6176

1-636-722-6292 (Spanish language support)

Email: customer_support@mastercard.com
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