
Upcoming Expiration of the Security
Certificates for PCI PTS POI V1–compliant
Payment Terminals
Topic(s): Fraud/Risk, PIN, POI/POS Terminal, Security

Applies to: P Acquirers P Processors

Summary: MasterCard reminds acquirers and processors that the security
certificates for PIN Entry Devices (PEDs) compliant with version
1.0 (V1) of the Payment Card Industry (PCI) PIN Transaction
Security (PTS) Point-of-Interaction (POI) Standard will expire
on 30 April 2014.

Action Indicator: A Attention warranted

Effective Date: 30 April 2014

Summary
The security certificates of PEDs at the POI installed under the PCI PTS POI
V11 Standard will expire on 30 April 2014. After this date, these devices
must not be used in any new installations.

Devices approved under the PCI PTS POI V1 Standard reflect the level of
security testing and evaluation available at the time. However, as time moved
on and hacking methods evolved, these devices have become increasingly
vulnerable to attack.

Compliance Requirements for Acquirers
Under the MasterCard PED Standards, acquirers must:

• For new installations, only use devices that have a valid PCI certificate.
Acquirers should verify their certificates against the list of Approved PTS
Devices on the PCI Security Standards Council (SSC) website:

Website: www.pcisecuritystandards.org/approved_companies_providers/
approved_pin_transaction_security.php

1. As of V3, the PCI SSC renamed the PCI PED Standard as the PCI PTS POI Standard.

Upcoming Expiration of the Security Certificates for PCI PTS POI V1–compliant Payment Terminals

Global Security Bulletin No. 9, 13 September 2013 3
©2013 MasterCard. Proprietary. All rights reserved.

Production Review—Due

https://www.pcisecuritystandards.org/approved_companies_providers/approved_pin_transaction_security.php
https://www.pcisecuritystandards.org/approved_companies_providers/approved_pin_transaction_security.php


• Comply with the device management requirements (specifically those
outlined in Requirements 29 and 32) of the PIN Security Requirements v1.0
document on the PCI SSC website under the PTS tab:

Website: www.pcisecuritystandards.org/security_standards/documents.php

MasterCard also reminds acquirers and processors that noncompliance with the
MasterCard PED Standards may result in:

• Noncompliance assessment fees or other disciplinary action;

• Potential financial responsibility for fraudulent transactions effected at
noncompliant devices; and

• Potential responsibility for an account data compromise (ADC) event
attributable to such use.

Security Best Practices for Terminal Devices
MasterCard encourages acquirers and processors to adopt the following
security best practices for payment terminals, which will potentially reduce
the likelihood of successful attacks:

• Terminal Replacement Plan—Acquirers and processors should develop
a plan for replacing devices that have expired certificates at the first
opportunity following the device’s expiration date. Such a plan should
also take into account devices installed under more recent versions of
the PCI PTS POI Standard.

NOTE

The certificate expiry date for PCI PTS POI V2-compliant devices is 30 April 2017,
and the certificate expiry date for PCI PTS POI V3-compliant devices is 30 April
2020.

The practice of replacing terminals should be part of the acquirer’s
migration plan, so that devices are retired from the acceptance network to
minimize risk while optimizing these devices’ business life span.

When migrating, ideally acquirers and processors should use devices
compliant with the latest version of the PCI PTS POI Standard.

A payment terminal replacement plan should also address malfunctioning
devices and consider any models identified in MasterCard Global Security
Bulletins (currently and in the future) as at-risk devices. Malfunctioning
devices may be replaced with a device of the same generation; whereas,
at-risk models should be immediately removed from the acceptance
network.
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• Terminal Inventory Maintenance—Acquirers and processors should
maintain a documented, current inventory of their PCI PTS POI-compliant
devices. Devices included in the inventory should have a unique identifier
and be assigned an actual physical location of installment or storage. This
inventory may be paper-based or electronic. The use of an electronic
terminal management system is recommended.

• Skimming and Theft Prevention—Acquirers should help ensure that their
merchants and processors adhere to the applicable procedures outlined in
the Skimming Prevention—Best Practices for Merchants document on the
PCI SSC website under the Fact Sheets & Info Supps tab:

Website: www.pcisecuritystandards.org/security_standards/documents.php

It is particularly important that measures against device theft and
unauthorized replacement are observed. Acquirers should ensure that
merchants train their staff to report any incidents discovered as a result
of visual inspections.

• Resale Prevention to the Secondary Market—MasterCard discourages the
resale of terminals with expired certificates to the secondary market.

• Prompt Reaction to MasterCard Security Announcements—MasterCard
continues to monitor and assess threats to payment terminals. In the
event that MasterCard deems it necessary to release information about a
specific compromise, MasterCard may from time to time make specific
announcements (for example, unscheduled retirement dates for specific
terminal models). Acquirers and processors should be prepared to
promptly react to such announcements.

For More Information
Customers with questions about this article should contact:

Fernando Lourenco

Business Leader, Payment System Integrity, Transaction Security

Phone: 32-498-58-5782

Email: fernando_lourenco@mastercard.com

Customers with general questions about device security at the POI should send
an email message to:

POI Security

Email: poi_security@mastercard.com
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