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IN BRIEF: 

The use of Visa products in the sale and/or purchase of counterfeit or otherwise 
illegal goods or services brings reputational and potentially regulatory risk to the 
Visa brand. While Visa Europe has always prohibited illegal activity, there has never 
been a specific penalty schedule and timeline to address these types of rule 
violation. 
 
In December 2011, the Visa Europe Board1 approved the introduction of specific 
penalties and timeframes in relation to illegal transactions, as detailed in this 
Member Letter. 

ACTION REQUIRED: 

Acquirers must be aware that, with immediate effect, the penalty schedule as 
detailed in Appendix 1 of this letter will apply for all illegal transactions. 

 

Background 
The sale and/or purchase of illegal goods and services (including counterfeit) are 
not a new problem. However, the increased use of the internet to facilitate cross-
border trade, together with new technology (digital goods/software/licenses etc) and 
difficult economic conditions have all combined to increase the focus of Brand and 
Intellectual Property Rights (IPR) owners, law enforcement and regulators on these 
activities. 
 
Visa Europe has seen increased attention from Brand and IPR owners in monitoring 
and seeking action on merchants (particularly internet merchants) that are believed 
to be selling counterfeit or rights protected goods and services. Additionally, there 

                                                 
1 Further references to ‘Visa Europe’ are to either Visa Europe Limited or Visa Europe Services Inc. 
 



 

has been an increase in the number of queries from the pharmaceutical industry 
relating to counterfeit and/or illegal pharmaceuticals. 
 
In all these situations, there is a risk to the reputation of the Visa Europe payment 
system and its Members if it cannot be demonstrated that robust controls are in 
place to manage such activity. 

Current regulations 
The Visa Europe Operating Regulations already prohibit acquirers from processing 
illegal transactions: 
 
 Section 4.1.C.1.e2 - An acquirer must not knowingly accept from a merchant, for 

submission into the Visa system, any transaction that is illegal. 
 Section 4.1.C.1.f2 - An acquirer may be subject to corrective actions or fines, as 

specified in Section 1.62 if its merchant outlet, agent or Internet Payment Service 
Provider (IPSP) processes illegal transactions. 

New regulations 
In December 2011, the Visa Europe Board endorsed a new penalty schedule, 
specifically for non-compliance with the above regulations (see Appendix 1 of this 
letter for more information). 

Summary 
With immediate effect, any Member submitting transactions that are illegal may be 
subject to the penalty schedule as defined in Appendix 1 of this letter. 

For more information 
If you have any questions regarding this letter, please contact Visa Europe 
Customer Support on your country-specific number or e-mail 
customersupport@visa.com  
 
Alternatively, contact Steve Wilson on telephone +44 (0)118 939 7404. 
 
 
 

Valerie Dias 
Chief Risk and Compliance Officer 

                                                 
2 Visa Europe Operating Regulations, Vol I - 15 November 2011 edition 
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Appendix 1 
 
An acquirer that processes illegal or prohibited transactions, as specified in the Visa 
Europe Operating Regulations, will be subject to penalties, as specified in Table 1.  
 
Table 1 – Penalty schedule for illegal or prohibited transactions 
 
Violation Visa Europe action or fine 
Initial identification of an alleged 
violation.3  
 
Alleged violations must be responded 
to by the acquirer within five business 
days of notification by Visa Europe.  
 
Satisfactory response would be 
demonstrated by: 

• Evidence that the alleged violation 
has been remediated; or 

• Documentary evidence from the 
acquirer refuting the claim. 

Member is assessed a fine of €25,000 
per merchant or sponsored merchant or 
per merchant URL or per sponsored 
merchant URL identified per calendar 
month of non-compliance.4  

Subsequent violation Member is assessed a fine of €50,000 
per merchant or sponsored merchant or 
per merchant URL or per sponsored 
merchant URL identified, increasing by 
€25,000 for each subsequent calendar 
month of non-compliance up to a 
maximum of €100,000. 
 
Non-compliance may result in the 
acquirer being subject to corporate risk 
reduction measures, as specified in the 
Visa Europe Operating Regulations, 
which may include revocation of 
acquiring privileges. 

 

                                                 
3 When unclear, Visa Europe may suspend until clarifications are received and accepted. 
Correction of violation does not automatically eliminate fine liability. 
4 Correction of violation does not automatically eliminate fine liability. Visa Europe may, at its 
sole discretion, waive fines to accommodate unique or extenuating circumstances. 
 


