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IN BRIEF: 

Visa Europe was recently notified that merchants within the Visa Europe territory 
were engaged in practices related to deceptive marketing practices. This type of 
scam has resulted in an increase of cardholder disputes and potential damage to 
the reputation of Members and the Visa Brand. 

Under the Visa Europe Operating Regulations, transactions which are determined to 
be illegal in either the cardholder’s or merchant outlet’s country of jurisdiction are 
prohibited from entering the Visa system. It is also prohibited to bring the Visa Brand 
into disrepute. Members must ensure they carry out the necessary due diligence to 
avoid acquiring practices that could cause reputational damage to the Visa Brand 
and system. 

The purpose of this Member Letter is to alert Members of merchant activity which 
potentially puts the reputation of the Visa Brand at risk. 

ACTION REQUIRED: 

Issuers must ensure that they provide their cardholders with the necessary 
information to react appropriately to this type of scam. 

 

Background 
Visa Europe implemented the Global Brand Protection Programme (as 
communicated in Member Letter VE 32/11 published on 11 June 2011) to protect 
the Visa payment system from illegal or brand damaging transactions. 
 
Recently Visa Europe received several alerts about a recurring transactions scam 
that has affected issuers and acquirers across Europe. Several e-commerce 
merchants are engaging Visa cardholders in recurring transactions, by utilising 



 

deceptive marketing practices that are not compliant with Consumer Protection 
Laws and would be illegal, and non compliant with the Visa Europe Operating 
Regulations that prohibit illegal transactions. 

Summary of issue 
Visa Europe has learnt that some e-commerce merchants claim to offer cardholders 
a free sample of the products that they sell. The cardholder is told that they only 
have to pay for the shipping expenses, for which they need to provide the merchant 
with their card details. 
 
However, in some of these cases, deep within the terms and conditions (or 
subsequently added later) there is a clause which states that, unless the cardholder 
cancels within a short time frame (which is usually before the free sample arrives), 
they will be charged for the full product amount and will receive a monthly delivery of 
such a product with a recurring transaction charge. The cardholder unknowingly 
accepts this clause by accepting the merchant’s terms and conditions when 
requesting the free sample.    
 
There is a variant of this scam for services that do not require delivery. In these 
cases, the cardholder signs up for a short period trial of the service (usually one to 
three days), but unknowingly accepts a recurring billing. 
 
To cancel the agreement the cardholder must make contact with the merchant, yet 
often the contact details provided by the merchant do not work and there is no 
alternate way to contact them.  

Actions for acquirers 

Acquirers are reminded that they are responsible for their merchants’ performance. 
Acquirers must ensure they perform all the necessary and appropriate due 
diligences with their merchants, both at the merchant on-boarding stage and on an 
ongoing basis. This is to avoid any activity that can fall under the Global Brand 
Protection Programme, as described in the Visa Global Brand Protection 
Programme Guide for Acquirers and the Visa Europe Operating Regulations. 

Transactions for legal goods or services may become illegal if a merchant’s 
marketing methods violate applicable laws. Acquirers found to be processing Visa 
transactions for merchants that submit illegal transactions will incur penalties under 
the Global Brand Protection Programme. 

 
To protect the integrity of the Visa payment system, acquirers are required to review 
their merchant portfolios in a risk-prioritised manner to identify merchants that may 
be engaged in this kind of marketing practice.  
 
In recent years, Visa Europe has seen variants of this scam with different products, 
from Acai Berries to teeth whitening tooth products. In the past few months, this type 
of scam has been revived, using products such as beauty facial creams, digital 
content downloads and weight-control pills, to hook interested cardholders.  
 



 

These merchants have been identified primarily using the Merchant Category Codes 
(MCCs):  
 

• 7399 (Business Services)  
• 5968 (Direct Marketing) 
• 5499 (Miscellaneous Stores) 

 
However, this scam can be used for any article and under any MCC, so the 
Members are advised that these details are not exhaustive. 
 
These merchants often perform one initial low value transaction (usually less than 
€20), which would correspond to the initial transaction (shipping expenses or short-
term trial). This is followed by a higher value transaction (average ticket value may 
be around €100) that becomes a recurring transaction. 
 
Visa Europe has also noticed that, in some of the cases, the merchant processing 
the initial payment is different from the one processing the recurring ones. 
 
When these merchants have been identified, Visa Europe recommends acquirers 
should take the following actions where appropriate: 
 

• Re-underwrite the principal owners to validate their eligibility to hold a 
merchant account. 

• Carefully review all merchant marketing materials, including sales contracts, 
telemarketing scripts and other related materials. 

• Use a mystery shopper to confirm that the merchant is using the sales 
scripts and contracts reviewed during the underwriting process. 

• Randomly sample a portion of the merchant’s transactions; contact 
cardholders to validate that terms and conditions have been properly 
disclosed. 

• Conduct an internet search to determine if the merchant or its principals are 
the subject of consumer complaints, pending litigation or a law enforcement 
action. 

• Review online scam boards and blogs to determine if the merchant is 
involved in fraud schemes. 

• Check the merchant’s status with an applicable consumer protection agency. 

• Confirm that the merchant’s transactions are correctly identified using MCC 
5966 and the correct Point of Sale Condition Codes. 

• Re-check the Visa Merchant Alert Service (VMAS) to determine if the 
merchant or its principals have been recently terminated by another acquirer. 

• Revalidate the merchant’s financial reserves to address chargeback risk. 

 



 

Acquirers must immediately terminate any merchant that they discover performing 
any deceptive marketing, scam or illegal transaction, and notify Visa Europe without 
delay. Acquirers also are reminded that (unless prohibited by local law) it is 
mandatory that they include in the VMAS any merchant terminated for a reason.  

Actions for issuers 
Issuers must ensure they provide their cardholders with up-to-date guidance on 
merchant scams and with the necessary guidelines to properly react. Visa Europe 
strongly recommends that issuers alert their customer services teams. 
 
Also, it is highly advisable to alert their cardholders of free sample and short-term 
trial schemes promoted via the internet. 

Actions for issuers and acquirers  
Both issuers and acquirers must inform Visa Europe promptly about any new cases 
that they suspect may be related to deceptive marketing practices or any similar 
scam. 
 
For all disputes in relation to this alert, issuers and acquirers are reminded of the 
importance to follow the applicable Visa Europe Operating Regulations (or any other 
dispute-related Member Letters or best practice documents) and provide proper 
supporting information / documentation. 

Dispute resolution 
Both issuers and acquirers are reminded that all current chargeback rights and 
limitations apply. For all disputes, it is important to follow the applicable Visa Europe 
Operating Regulations (VEOR) or any other dispute-related Member Letters. Please 
remember to always provide proper supporting information and documentation in 
order to resolve your dispute 

For more information 
If you have any questions regarding this letter, please contact Visa Europe 
Customer Support on your country-specific number or e-mail 
customersupport@visa.com  
 
Alternatively, contact the Acceptance Risk Management team at 
visaeuropecompliance@visa.com 
 

Valerie Dias 
Chief Risk and Compliance Officer 
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