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IN BRIEF: 

The Visa Merchant Alert Service (VMAS) has been operational since October 2006 
and is mandated for all merchant acquirers in the Visa Europe territory, under the 
terms specified in Member Letter EU 38/05, which have been incorporated into the 
Visa Europe Operating Regulations. Research by Visa Europe has shown that not 
all merchant acquirers are listing terminated merchants as required, and are thus in 
breach of the VMAS mandate. 

This Member Letter provides clarification on VMAS usage, including guidelines on 
terminated merchant listing and penalties for non-compliance. 

ACTION REQUIRED: 

All acquirers should ensure that they are fully compliant with the VMAS mandate 
and should communicate this letter, as appropriate, within their organisations. 

 

Background 
One of Visa Europe’s objectives is to assist Members reduce their fraud losses. 
Merchant fraud is of a particular concern, as is the practice known as ‘acquirer 
hopping’, which entails merchants opening contracts with acquirers outside their 
country of domicile, committing fraud and then moving to another acquirer or 
country. The Visa Merchant Alert Service (VMAS) was introduced in October 2006 
in response to acquirer demand for a pan-European terminated merchant file as a 
means to address this practice.  

VMAS offers acquirers the facility to search a pan-European database of terminated 
merchants that have been listed ‘for cause’1  

                                                 
1 Where ‘cause’ relates to specific categories of fraudulent or questionable merchant activity. 



 

VMAS greatly enhances the level of checking made available to a merchant 
acquirer during the merchant recruitment process, but it is only fully effective if all 
acquirers participate according to the terms of the VMAS mandate as specified in 
the Visa Europe Operating Regulations. 

Clarification on VMAS usage 
The Visa Merchant Alert Service (VMAS), hosted by Visa Europe, is the only pan-
European terminated merchant file that is available to all merchant acquirers for 
enquiry during the merchant recruitment process. 

VMAS is mandated for all acquirers, except in a few instances where the service is 
prevented by local or national regulatory restrictions. Acquirers must list any 
merchant whose contract has been terminated ‘for cause’.1 

The applicable reasons for termination listing are outlined in both Member Letter EU 
38/05 and in the Visa Europe Operating Regulations - Volume I, Section 2.42. The 
act of listing a merchant is for the benefit of the entire merchant acquiring 
community in the Visa Europe territory. 

Clarification on merchant listing 
One question, raised by several acquirers, relates to the point at which a terminated 
merchant may be listed on the VMAS database. The Visa Europe Operating 
Regulations - Volume I, Section 2.4.B.22, states: 

‘The Acquirer must […] list each Merchant by the end of the business day 
following the day when written notification, see Section 2.4.B.3, was sent to 
the Merchant […].’ 

This means that any potential future acquirer for that merchant has early access to 
the listed merchant details, which then offers a higher degree of protection from 
potentially fraudulent activity as a merchant attempts to move from one acquirer to 
another. 

Clarification on data quality 
Members are requested to ensure that all data fields are completed correctly during 
the merchant listing or modification processes3. There have been numerous 
instances of data being placed in the wrong fields, resulting in incorrect entries on 
the VMAS database. This affects the quality of the available data, the efficiency of 
the search process, and may result in a failure to match an enquiry with a listed 
merchant. This in turn could lead to an inappropriate business decision being taken 
during the merchant recruitment process. 

Penalties for non-compliance 

Should an acquirer fail to list a terminated merchant, penalties are applicable, with a 
minimum fine of €5,000 per occurrence, with no maximum monthly limit, as 
specified in the Visa Europe Operating Regulations - Volume I, Section 1.6.D.232 
and the Visa Merchant Alert Service User Guide. 

                                                 
2 15 May 2011 edition 
3 Visa Merchant Alert Service Member User Guide, published 13 January 2010, sections 

3.4.1 & 3.4.3 



 

Summary 
VMAS is a mandated service for all acquirers in the Visa Europe territory, except 
where local or national regulatory restrictions prevent its use. Penalties may be 
applied in those instances where an acquirer fails to list a terminated merchant’s 
details, as defined in the Visa Europe Operating Regulations. 

For more information 

If you have any questions regarding this letter, please contact 
fraudmgmtproducts@visa.com. Alternatively, contact Visa Europe Customer 
Support on your country-specific number or e-mail customersupport@visa.com.  

 

Valerie Dias 
Chief Risk and Compliance Officer 
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