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IN BRIEF: 

At its meeting in September 2010, the Visa Europe Board of Directors1 approved a 
new risk framework and the operating principles regarding the participation of third 
party merchant agents in the Visa System.  
 
Since this Board Meeting, work has been carried out to create an online portal and 
on 1 January 2012, Visa Europe will launch this online portal where merchant 
agents can register directly and will be required to agree with Visa Europe’s terms 
and conditions. This is similar to the relationship Visa Europe has with card 
manufacturers and account data personalisers.  
 
In return for ensuring PCI DSS compliance of merchant agents, Members whose 
merchants use Visa registered agents will gain safe harbour with respect to any 
data compromise that occurs at the merchant agent.  

ACTION REQUIRED: 

Members are advised to take note of the specified changes and communicate this 
information within their organisations as appropriate.  
 
Acquirers should advise their merchants to ensure that any agents that provide 
them with payment related services are registered with Visa Europe.   
 
With immediate effect, Members must ensure that merchants cease transaction 
processing with third party agents that are not co-operating in containing data 
compromises through forensics and remediation.  
 
With effect from 31 December 2012, Members must ensure that their merchants 
use only merchant agents that are registered by Visa Europe. 
 

                                                 
1 Further references to ‘Visa Europe’ are to either Visa Europe Limited or Visa Europe Services Inc. 



 

With effect from 31 December 2012, merchants and their acquirers will be required 
to cease outsourcing processing of Visa cardholder and account data through non-
registered merchant agents. 

 

Background 
Over the past few years, Visa Europe has seen an increase in non-compliance and 
data security risk exposure directly related to merchant agents’ operations and 
business practices which have caused substantial reputational and financial risk to 
Visa Europe and its members. 
 
Merchant agents play an increasing role in the payment system, offering numerous 
types of services which can, and do, play a vital role in expanding the opportunities 
for card payments, however, they also bring new risks. 
 
Merchant agents are entities that provide Visa account payment related services2 to 
merchants or other third party agents, including sponsored merchants, through a 
direct or indirect contractual arrangement. Entities that provide such services only to 
Members of Visa Europe are not included in this framework, as their registration is 
managed through a separate process. 
 
The merchant agent risk management framework outlines principles which are 
designed to provide a robust risk control framework, clearly defining roles and 
responsibilities and setting expectations to the merchant agent community. The 
principles reinforce the requirement on Members to ensure that their merchants use 
only agents which can demonstrate adequate levels of data security and acceptable 
business practices. The framework requires merchant agents to register and 
validate their controls and commitment to not introduce legal, financial or 
reputational risks into the Visa System. 

The operating principles of the merchant agent risk framework are summarised 
below:  

Merchant agent registration 
To participate in the Visa System, merchant agents must register with Visa Europe 
and provide information on key risk dimensions. 

Merchant agent participation agreement 
Merchant agents are required to agree to a set of terms and conditions to comply 
with performance and security criteria which will be determined by Visa Europe. 
Agreements will stipulate that, but not be limited to:  
 

• On approval of registration, merchant agents will be listed on Visa Europe’s 
website. 

                                                 
2 These services are defined as those that would come into contact with cardholder information, 
directly or indirectly, and include, but are not limited to, payment gateways, payment applications, 
shopping carts and web hosts 



 

• Visa Europe will have a right of audit in order to contain risks associated with 
data compromises and/or to conduct forensic investigations into suspected 
or confirmed data compromises of Visa cardholder and account data.   

• Visa Europe will have a right of audit of a merchant agent’s business 
practices, transaction processing operations and contracts with respect to 
the protection of the Visa brand and the interests of Members. 

• Costs of audits and any other associated costs will be paid by the merchant 
agent. 

• Visa Europe may, at its discretion, deny registration, or de-list or prohibit 
merchant agents from participating in the Visa Europe payment system. 

Data compromise and conditions 
Acquirers who suffer a data compromise at a merchant agent will enjoy safe harbour 
from penalties or incremental fraud losses. Further details will follow in a Visa 
Europe Member Letter.  

Deadline for acquirers 
To protect Visa Europe and its membership, merchant agents must be registered by 
Visa Europe. Acquirers must ensure that their merchants only outsource payment 
transaction processing and related services to registered agents.  
 
• With effect from 31 December 2012, Members must ensure that their merchants 

use only merchant agents that are registered by Visa Europe. 
• With effect from 31 December 2012, merchants and their acquirers will be 

required to cease outsourcing processing of Visa cardholder and account data 
through non-registered merchant agents. 

Implementation  
A registration and management tool will be designed and developed to enable direct 
registration by merchant agents. A future Member Letter will advise Members how 
and when migration will commence.  
 
Merchant agents will have access to all information and operational support 
necessary to register. 

Summary 

• With effect from 31 December 2012, Members must ensure that their merchants 
use only merchant agents that are registered by Visa Europe. 

• With effect from 31 December 2012, merchants and their acquirers will be 
required to cease outsourcing processing of Visa cardholder and account data 
through non-registered merchant agents. 

• With immediate effect, Members must ensure that merchants cease 
transaction processing with third party agents that are not co-operating in 
containing data compromises through forensics and remediation. 



 

For more information 
If you have any questions regarding this letter, please contact Visa Europe 
Customer Support on your country-specific number or e-mail 
customersupport@visa.com 
 
Alternatively, contact the Visa Europe Third Party Risk Management Team at 
agentcompliance@visa.com 

Valerie Dias 
Chief Risk and Compliance Officer 
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