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IN BRIEF: 

As communicated in Member Letter VE 69/11, issued on 30 November 2011, we 
introduced a deadline of 31 December 2012 for all acquirers to ensure their 
merchants only use agents that have been registered with Visa Europe. To assist 
Members to comply with this mandate, we have launched an online registration tool 
for merchant agents to register directly with us where they provide services to 
merchants.  
 
Merchant agents are entities that provide Visa account payment related services to 
merchants, sponsored merchants or other third party agents, excluding payment 
application software providers. Merchant agents differ from member agents in that 
the latter provide payment related services to Members and need to be registered 
using a separate process (details below). 
 
In addition to providing you with communications support for this initiative, we have 
defined the terms of the safe harbour operating principles we have in place for 
Members whose merchants use merchant agents registered on our list of registered 
agents (see below). 

ACTION REQUIRED: 

You should: 
• Begin your internal and external communications to inform key stakeholders of 

this initiative, taking guidance from the communications planner we have 
developed as part of a toolkit for you (see below). This can be accessed via the 
Merchant Agents link in the Risk Management section at www.visaonline.com 
You should check for further updates during the course of the year. 

• Identify merchant agents working with your merchants and  inform all parties that 
merchant agents must register on www.visamerchantagents.com    

• Note the terms of the safe harbour operating principles below. 

http://www.visaonline.com/
http://www.visamerchantagents.com/


 

• Ensure with effect from 31 December 2012, that your merchants use only 
merchant agents that are registered by Visa Europe. 

• Note that with effect from 31 December 2012, merchants and their acquirers will 
be required to cease outsourcing processing of Visa cardholder and account data 
through non-registered merchant agents. 

 

Background 
At its meeting on 17 September 2010, the Visa Europe Board of Directors approved 
a new risk framework and related operating principles regarding the participation of 
third party merchant agents in the Visa System. Member Letter VE 69/11 introduced 
a deadline of 31 December 2012 for all acquirers to ensure their merchants use only 
agents that have been registered with Visa Europe. 
 
The launch of the new website containing the online registration tool is a result of 
this initiative, and merchant agents must now register with Visa Europe directly, 
subject to the conditions in the new risk framework. 
 
The online registration process replaces the merchant agent registration and 
designation process; however, Members should continue to use the Agent 
Registration and Designation (ARD) forms and follow the existing process for third 
parties and Visa System processors for which they have a contractual relationship 
(sometimes referred to as member agents). You can access the ARD forms via 
Visa Member Agent Registration 
 
In addition, the online registration tool will give Members and their merchants 
access to a fully searchable, comprehensive list of all merchant agents, their 
website addresses and Payment Card Industry Data Security Standards (PCI DSS) 
compliance status (including level 2 businesses and those who have declared 
themselves out of scope of PCI DSS compliance).  
 
Note: the new registration process does not replace your own due diligence 
obligations towards merchant agents, as set out in the Visa Europe Operating 
Regulations. 

Communication support for Members 
In addition to communication activities for stakeholders and supporting business-to-
business (B2B) campaigns in trade media, Visa Europe has developed an electronic 
toolkit to help you communicate the new process to merchants and merchant 
agents. You can find this toolkit by clicking on the Merchant Agents link in the Risk 
Management section at www.visaonline.com 
 
The toolkit consists of: 
 

• A communications planner (internal and external) so you can inform your 
merchants and their agents of their responsibilities and tie in with our activity 
surrounding this initiative 

• Draft text for letters to send out to your merchants 
• Draft text for letters to send out to any of your merchant agents 

https://www.eu.visaonline.com/login/default.aspx?TYPE=33554433&REALMOID=06-b05fe7cd-1f08-11d5-83b2-00508bf934c1&GUID=&SMAUTHREASON=0&METHOD=GET&SMAGENTNAME=-SM-Y1mVEPJQzR4Gw9F8UuJMXzJimXeXm578l6kn3FpOwQ1FusPO%2fE%2fREUGXnKCcoODc&TARGET=-SM-HTTPS%3a%2f%2fwww%2eeu%2evisaonline%2ecom%2feu_AIS%2fContent%2easpx%3fPageId%3d65
http://www.visaonline.com/


 

• PowerPoint slides that you can use for exhibitions and conferences 
• Fact sheets for merchants and their agents together with supporting 

Frequently Asked Questions 
 
Visa Europe will continue to provide communication support as outlined in the 
communications planner. We recommend you visit the Merchant Agent pages 
regularly throughout the year for further updates.  

Safe harbour operating principles 
Acquirers whose merchants suffer a data compromise through a merchant agent will 
enjoy safe harbour from penalties, as mandated in the Visa Europe Operating 
Regulations-Volume I, 15 November 2011, Section 1.6.D.24.d, and liability resulting 
from the Data Compromise Recovery Solution (DCRS) or Global Compromised 
Account Recovery (GCAR) programmes, provided that: 
 

• Their merchants are using the services of a Visa Europe registered and 
listed merchant agent  

• Their merchants’ agents who have stated they store, process or transmit 
cardholder data (or have a contractual obligation to do so)  can demonstrate 
that they have been successfully assessed by a Qualified Security Assessor 
(QSA) or self-assessed against the Payment Card Industry Data Security 
Standards (PCI DSS) at the time of a data breach 

• The acquirer has registered the merchants it acquires that are using a 
compromised merchant agent on or before notification by Visa Europe of a 
suspected or confirmed data compromise 

 
In addition to the above operating principles, acquirers whose merchants suffer a 
data compromise through a merchant agent who is either self-assessed or ‘out of 
scope’ for PCI DSS will enjoy safe harbour from penalties, as mandated in the Visa 
Europe Operating Regulations-Volume I, 15 November 2011, Section 1.6.D.24.d, 
and liability resulting from the DCRS or GCAR programmes, conditional upon the 
following: 
 

• The PCI Forensic Investigation (PFI) report confirms the self-assessed 
merchant agent did comply with the security measures as stated in the Self 
Assessment Questionnaire during registration, or 

• The PFI report confirms the ‘out of scope’ merchant agent did not have 
access to or control over the cardholder data which was compromised as 
stated during the registration. 

 
Note: The safe harbour provision does not extend to merchant agents’ operations 
and contracts outside of Visa Europe territory. Visa Europe may, at its sole 
discretion, revoke the safe harbour provision in instances where the owners or 
principals of a merchant agent, either direct or indirect ownership, are the same as 
those of its customers, or those of the acquirer. 

Summary 

• Members should begin to communicate the mandate and its requirements to 
merchants and merchant agents, using their own resources and the 
communications tools provided by Visa Europe.  

• The registration process replaces the merchant agent registration and 
designation process, but Members will still need to use the 



 

Agent Registration and Designation forms and follow the process for third 
parties and Visa System processors with whom they have a contractual 
relationship. 

• With effect from 31 December 2012, Members are mandated to ensure their 
merchants only use merchant agents that are registered directly with Visa 
Europe via www.visamerchantagents.com  

• Members following the terms of the mandate will benefit from the safe 
harbour operating principles outlined above in this letter. 

For more information 
If you have any questions regarding this letter, please contact Visa Europe 
Customer Support on your country-specific number or e-mail 
customersupport@visa.com 
 
Alternatively, contact the Visa Europe Third Party Risk Management Team at 
agentcompliance@visa.com 
 
Please refer to Member Letter VE 69/11 for further details on the mandate itself. 

Valerie Dias 
Chief Risk and Compliance Officer 

http://www.visamerchantagents.com/
mailto:customersupport@visa.com
mailto:agentcompliance@visa.com

