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IN BRIEF: 

It has been brought to the attention of Visa Europe that acquirers whose merchants 
or sponsored merchants use affiliate models to direct new customers to their 
websites may be at risk from activities which violate the Visa Europe Operating 
Regulations. 
 
This Member Letter describes the types of risks that some unscrupulous affiliates 
bring, together with guidance for Members on how to minimise the risk that these 
entities can bring to the Visa systems. 

ACTION REQUIRED: 

Acquirers are requested to review and ensure that they meet the requirements set 
out in this Member Letter, in order to protect themselves and other stakeholders in 
the payment system from the risks of abuse and potentially criminal activities. 

 

Background 

What are affiliates? 

Affiliates are companies, individuals or groups of individuals who actively promote 
products or services that merchants or sponsored merchants are offering. Affiliates 
expand the reach of brand and product beyond the means of a merchant’s own 
internal marketing. In today’s e-commerce environment, affiliates play an important 
role in referring potential buyers to the merchant websites.  
 



 

The affiliate universe spans millions of entities which are often individuals. The 
technological hubs connecting affiliates and merchants are called ‘affiliate networks’. 
Several hundreds of these networks are active in the market.  
 
Affiliates generate revenue through referring potential customers to the merchant’s 
website in exchange for an incentive from the merchant’s proprietary or third party 
affiliate network. Visa Europe has observed emerging risks where the reward is 
financial in exchange for a successful purchase of the merchant’s product or service 
by the referred customer.  These risks are identified later in this document. 

How do they operate? 

Affiliates operate in an environment allowing them to receive rewards for the 
referrals they direct to merchants. They tend to have in-depth knowledge of a 
potential buyer’s interests and preferences; they target the right type of product or 
service(s) that the merchant is offering to maximise potential rewards.  
 
In general, affiliates can commence activity within hours on either the merchant’s 
network or a third party network.  These networks give the affiliate the flexibility to 
move easily and quickly toward more rewarding referral campaigns.  
 
Financial rewards paid by the merchant proprietary or third party affiliate network to 
the affiliates usually happen weekly, are often anonymous and are calculated 
through different types of reward schemes offered by the merchant to attract 
affiliates.  

What risks do affiliates introduce? 

Although the affiliate model has become a vital element within the marketing 
strategy of merchants or sponsored merchants, they also can introduce significant 
risks to the Visa  system: 
 

 Inadequate or non-existent due diligence when merchant networks or third party 
networks recruit affiliates and high rewards for referrals combined with 
anonymous operating conditions, have created ideal conditions for affiliates to 
potentially extort the Visa system. 

 

 The techniques that affiliates may use to extort the system vary depending on 
their intentions either to gain short- or long-term financial benefits.  

 

 Short-term strategies are observed by Visa Europe as introducing compromised 
card data at the merchant location until the merchant becomes aware through 
chargeback reporting. This affiliate fraud type is time-sensitive and introduces 
financial (through chargebacks) and reputational risks to both Visa Europe and 
Members. 

 

 Long-term strategies are observed by Visa Europe as, for example, affiliates 
introducing card and transaction data, with the consent of the cardholder, at the 
merchant location. This process comprises four steps: 
1. The ‘abusive entity’ (A) captures the card data first, through its own website 

network, which is often providing illegal or non-compliant content with the 
consent of the cardholder. Entity (A) does not have an acquiring relationship. 



 

2. The entity (A) then submits an equivalent (same value) transaction through 
an ‘unwitting’ merchant (B) – who has a contract to acquire Visa transactions 
– for whom it is acting as an affiliate. 

3. The entity (A) receives the financial incentives from the registered merchant 
or sponsored merchant. 

4. Note: entity (A) will typically amend some of the transaction data (cardholder 
name, contact details) to ensure no communication is possible from 
merchant (B) to and from the original customer. The merchant location (B) is 
merely being used as a payment gateway by the affiliate. The received 
incentives cover the affiliate’s cost for providing illegal or non-compliant 
services to the cardholder. As the card data is being submitted manually 
through a registered and compliant merchant location, the acquirer or 
Internet Payment Service Provider (IPSP) have no visibility on where the 
card data was captured originally.  

 

 Long-term strategies have been observed during recent months where an 
affiliate network was identified as providing imagery of bestiality and abuse, 
offered to a very specific audience prepared to pay with a Visa card.  All card 
transactions originating from this “illegal” affiliate network were submitted 
through various merchant locations. The affiliate network targets primarily 
merchants or sponsored merchants offering incentive programmes with non-
existing or low due diligence standards when recruiting or monitoring 
affiliates.   

 

 Various acquirers, IPSPs and merchants have been identified as transmitting 
card data originating from illegal or non-compliant merchants through the 
described affiliate model.  

Guidance for acquirers  

 Acquirers should take all reasonable steps to ensure that they understand the 
risks that affiliate models introduce to their acquiring portfolio.  

 

 Acquirers should know which of their merchants or sponsored merchants are 
using affiliates, with particular focus on merchants offering financial incentives 
for referring a successful Visa card purchase to that merchant or sponsored 
merchant.  

 

 Acquirers should require that their merchants, and any agents that they use, 
inform them of any affiliates or models that they are using. 

 

 Acquirers should ensure that their merchants or sponsored merchants are 
conducting due diligence on their affiliates, prior to working with them. This due 
diligence should include: 

o Ownership structure 
o Location of affiliate 
o Business model used 
o Copy of passport 
o Pricing model 
 

 Acquirers must ensure that all transactions are introduced in the payment 
system directly by the cardholder who has been re-directed to the end 
merchant.  



 

 

 Acquirers must ensure that affiliates do not capture card data on behalf of 
merchants. 

 

 Acquirers must ensure that its merchants or sponsored merchants only accept 
Visa card payments which are initiated directly by the cardholder and not by a 
third party on behalf of the cardholder. 

 

 Acquirers are encouraged to use Verified by Visa (VbV) for transactions 
introduced by affiliates, to authenticate the cardholder. 

 
Guidance for merchants or sponsored merchants  

 Merchants or sponsored merchants should only begin working with new 
affiliates once due diligence has been performed.  Existing affiliates should 
be assessed (if no due diligence was undertaken originally) and regular 
monitoring should be undertaken. 

 

 Merchants or sponsored merchants should ensure that they accept only 
transactions from genuine cardholders and not from affiliates on behalf (or 
purporting to be on behalf) of cardholders. 

 

 Merchants or sponsored merchants should actively control and monitor their 
affiliate portfolio and have the technical ability and underwriting in place to 
terminate an affiliate. 

Penalties for non-compliance 

It should be noted by all acquirers that Visa Europe holds them liable for the actions 
of their merchants, regardless of whether they use affiliates or other third parties.  
 
If Visa Europe identifies illegal or prohibited activity, the acquirer will be subject to 
penalties, as communicated in Member Letter VE 01/12 published on 10 January 
2012. 

Next steps 

Visa Europe will engage with stakeholders to develop proposals for additions to the 
Visa Europe Operating Regulations to provide a robust framework for the 
management of affiliate networks.   

For more information 

If you have any questions regarding this letter, please contact Visa Europe 
Customer Support on your country-specific number or e-mail 
customersupport@visa.com  
 
Alternatively, contact Carl Degroote on telephone +44 (0)118 939 7402. 
 
 
 
Valerie Dias 
Chief Risk and Compliance Officer 
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