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IN BRIEF: 

Visa Europe has been made aware of increased criminal interest in the type of PIN 
Entry Devices (PEDs) which are designed to read the magnetic stripe and EMV chip 
of a card using the same, single slot. This type of PED is commonly known as a 
hybrid PED, also referred to as ‘deep dip’ or ‘swipe and park’, and is increasingly of 
interest to fraudsters as it provides access to an environment where both magnetic-
stripe data and PIN are present. 

Criminals have tampered with counter top hybrid PEDs used in face-to-face, 
attended and semi-attended environments. Hybrid PEDs used in unattended 
payment terminals currently are not vulnerable to the same type of tampering attack 
and are not the subject of this threat alert. 

Members, merchants and processors are advised to implement the additional 
security controls outlined in this letter where hybrid PEDs are used especially where 
these devices are PCI PED v1.x or older. 

ACTION REQUIRED: 

Members are strongly advised to alert merchants that use hybrid PCI PED v1.x PIN 
entry devices to take additional security measures and to plan for the early 
retirement of these PEDs. 

 

Background 
Visa Europe has been made aware that a number of hybrid PIN Entry Devices 
(PEDs) approved to pre-2007 standards have been the subject of tampering and 
skimming attacks by organised criminals. 



 

The programmes requiring the use of Visa approved PEDs have existed since 2002 
(Member Letter IN 10/02). At first, these devices were only approved by Visa. In 
2004, PCI PED (Payment Card Industry PIN Entry Device) version 1.0 was 
launched (later updated to version 1.3, collectively known as version 1.x). There 
have been two further releases since, PCI PED 2.x (2007) and PCI PIN Transaction 
Security (PCI PTS) v3.x (2010). 

The current attacks are directed at hybrid PEDs approved under both PCI PED v1.x 
and under the pre-PCI approval regimes.  

Within the Visa Europe territory criminal attacks against PEDs, and card present 
fraud in general, has been significantly reduced by the use of EMV. However, 
because hybrid PEDs use the same physical slot to read the magnetic stripe and 
EMV chip, criminals have attacked and modified these PEDs to access the data 
encoded on the magnetic stripe when the card is inserted for an EMV transaction, 
and to capture the PIN as the EMV transaction is processed. 

To perpetrate these attacks, fraudsters acquire donor PEDs which are modified to 
make a compromised PED containing the skimming electronics. They have found a 
way of bypassing the tamper resistant features of the v1.x PEDs. The fraudsters 
then visit a merchant’s environment and replace a functioning PED with a 
compromised PED. 

Once installed, the skimming device has been shown to capture magnetic stripe 
data as the customer’s card is inserted into the hybrid slot and also capture the 
customer’s PIN as it is entered. The criminals can then create counterfeit magnetic-
stripe cards and with the PIN they can conduct ATM and POS fraud in non-chip 
markets. The attacks seen have been sophisticated, and incorporated both memory 
and Bluetooth communications, allowing criminals to download captured cardholder 
data wirelessly a number of weeks after initially deploying the compromised PEDs. 

Visa Europe is only aware of criminal attacks against PCI PED v1.x approved 
counter top hybrid PEDs used in attended and semi-attended face-to-face 
environments. Visa Europe is not aware of attacks against PCI PED v1.x hybrid 
PEDs used in unattended environments or hybrid PEDs approved under PCI 
PED/PTS v2.x and v3.x. An illustration of the type of hybrid PED that may be most 
at risk from these attacks are shown in Appendix 1 of this letter. 

Retirement dates 
The PCI PED v1.x approval expires on 31 March 2014. Members should be aware 
that although the sunset and retirement dates for PCI PED v1.x devices have not 
been announced, we are actively considering the appropriate dates for the end of 
PCI PED v1.x devices and Visa Europe will aim to encourage the earlier retirement 
of PCI v1.x hybrid PEDs. 

Vulnerability mitigation 
Visa Europe strongly recommends that Members, processors and/or resellers alert 
merchants that PCI v1.x approved hybrid PEDs are attractive to organised criminals 
because they present one of the few remaining targets in the face-to-face 
environment where magnetic stripe and PIN can be fraudulently obtained. To 
protect existing deployments, Visa Europe reminds acquirers of their obligation 
under the Visa Europe Operating Regulations (section 4.1.C.1.a, 15 Nov 2012 
edition) to include the need within merchant contracts to undertake PED asset 
management on a regular basis. Visa Europe recommends that merchants who use 
these hybrid PEDs take the following actions: 



 

• Visually inspect terminals on a regular basis to identify anything abnormal, 
such as missing or altered seals or screws, extraneous wiring, holes in the 
device or the addition of labels or other material that could be used to mask 
damage from device tampering. 

• Where appropriate, physically secure terminals and PIN pads to counters to 
prevent removal and/or physically secure all cable connections. Where 
PEDs can not be physically secured periodically weigh PED equipment and 
compare with approved vendor specification weight to identify the insertion 
of an electronic bug(s) within devices. This should be done randomly as well 
as on a regular basis. 

• Physically secure under lock and key, terminals that are awaiting 
deployment and periodically validate the inventory of such devices against 
asset records. Use terminal asset tracking procedures for devices deployed, 
devices awaiting deployment, devices under repair and devices in transit to 
location. 

• Develop and implement a policy and procedures to train staff to validate the 
identity of all payment system repair technicians. Unauthorised or 
unexpected service personnel should be denied access unless fully 
validated and authorised. Repair technicians should be escorted and 
monitored at all times. 

• Periodically scan for Bluetooth signals near hybrid PEDs. Test to see if a 
Bluetooth signal disappears when you disconnect the power to a PED. 

• Where appropriate, deploy a terminal authentication system to enable 
remote monitoring of the PED’s electronic serial number and/or to detect 
PED connectivity changes. 

Summary 
Hybrid PEDs approved to PCI PED v1.x are increasingly attractive to attacks from 
organised criminals. Members should remind merchants about the additional 
security precautions that can be taken and to plan for the early retirement of these 
devices. 

 

For more information 
If you have any questions regarding this letter, please contact Visa Europe 
Customer Support on your country-specific number or e-mail 
customersupport@visa.com Additionally further information about PED attacks and 
defences can be found on the Visa Europe website at 
http://www.visaeurope.com/PDF/skimming.pdf 

 

Valerie Dias 
Chief Risk and Compliance Officer 

 



 

Appendix 1 – Illustration of a Hybrid PED 
 

 
 

 


