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IN BRIEF: 

The Visa Certification Authority (CA), which issues digital certificates used by 
Verified by Visa (VbV) participants to authenticate other entities in an online 
transaction, is changing the VbV certificate hierarchy. 

 

This change takes effect on 1 September 2013. 

ACTION REQUIRED: 

VbV merchants must download a new eCommerce (intermediate) Issuing certificate 
and add it to their MPI Digital Certificate key store by 31 August 2013. 

 

Background 

The current VbV certificate hierarchy has three tiers—Visa Root CA, Visa 
Intermediate CA (which includes Regional CA) and Visa Issuing CA—plus End-
Entity Certificates.  

The future model will have only two tiers—Visa Root CA and Visa Issuing CA—plus 
End-Entity Certificates.  (See Attachment I for a comparison of the hierarchies) 

The new Visa Issuing certificate, called the eCommerce Issuing certificate, will have 
a stronger, 2048-bit key and a later expiration date. End-Entity Certificates, including 
Merchant Plug-Ins (MPIs), will no longer be signed by the Visa Intermediate CA.  
 
After 31 August 2013, all MPIs must be able to support the new hierarchy.  

After that date, issuers will receive certificates under the new hierarchy and use it to 
sign the PaRes messages sent by the issuer ACS to the MPI. 



 

VbV transactions from an MPI that hasn’t been upgraded to support the new 
hierarchy that transacts with an upgraded ACS will fail. 

It is not necessary for MPI operators to obtain a new certificate. MPI operators need 
to add the new hierarchy’s intermediate certificate into their trust store.  

Acquirers should inform the appropriate personnel or their VbV vendor of this 
updated hierarchy. There is no change to the process by which certificates are 
requested and issued.  

Note: Visa is not revoking the current certificate hierarchy but implementing a new 
eCommerce Issuing CA that will be used for future VbV certificates. All existing Visa 
Issuing certificates will continue to be supported until their expiration. 

 
. 

Member impact 

• Acquirer action 

The Visa eCommerce Root certificate and the eCommerce Issuing certificate can be 
downloaded from the Visa CA enrollment site: http://enroll.visaca.com 

• Scroll down to “Visa Certification Authorities CA Certificates.”  

• Click “Visa eCommerce Root CA” under “Root CA” and click “Save.”  

• Click “eCommerce” under “Online Production Subordinate CAs” and click  
   “Save.”  

• Add the certificates to the MPI trust store 

Perform PIT testing: 

o Testing with Visa’s Production Integration Testing (PIT) facility is required 
to verify that the eCommerce Issuing intermediate certificate has been 
properly installed and trusted.  PIT has been updated to allow testing of 
the new certificate hierarchy.   
 

o Test case 17 allows the MPI to verify that it can validate a PARes 
provided by PIT that has been signed using the new hierarchy.   Test 
case 18 validates that the existing hierarchy still works properly.  Test 
case documentation is provided on the PIT test site: 
https://dropit.3dsecure.net/PIT 

For MPIs that use client authentication certificates, the existing connection to the 
Directory Server is not impacted and the certificate can still be used until its 
expiration date or 1 October 2014, whichever is earlier.   



 

Renewal and new MPI certificate requests are signed using the new 2048-bit key 
only since 1 January 2013 already. If you have received an MPI certificate after 1 
January 2013, then you only need to perform PIT testing. 

 
 

• Issuer action 

Issuers need to be aware that CA requests made before 1 September 2013 will 
have a certificate expiry of less than two years as certificates signed under the old 
hierarchy will expire on 1 March 2015. 

Summary 
The Visa Certification Authority is changing the VbV certificate hierarchy on 1 
September 2013 and MPIs must ensure to support the new hierarchy from that date 
onwards. 

 

For more information 
If you have any questions regarding this letter, please contact Visa Europe 
Customer Support on your country-specific number or e-mail 
customersupport@visa.com  

Steve Chambers 

Chief Information Officer 
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Comparison of Current and Future certificate hierarchy 

 


