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This Merchant Procedure Guide contains important information about the services we offer

along with the procedures Merchants need to follow when processing Card payments for the

Card types they are authorised to accept by AIB Merchant Services.

This guide constitutes an integral part of your Agreement with AIB Merchant Services, as

defined in the Terms and Conditions and the Glossary herein, for the provision of AIB

Merchant Services facilities. Therefore, it is important that:

• you read this Merchant Procedure Guide in full, and

• all staff in your Business, responsible for accepting Card payments, read and follow the

procedures detailed within.

Merchants must adhere to the instructions contained in this document in addition to the

following as advised to you, from time to time:

• the procedures outlined in the Terminal User Guide (provided with the Terminal)

• the Terms and Conditions

• any specific instructions or procedures relative to your facility issued to you by AIB

Merchant Services, or

• any prompts given via the Terminal.

There are particular words and phrases that are frequently used throughout this document.

Please refer to Section 17: Glossary for full explanations.

Answers to most queries regarding Card processing can be found within this Merchant

Procedure Guide. If you are still unable to find what you want, please contact the Merchant

Support Centre.

If you are in any doubt as to which services your current Agreement with us covers, please

contact the Merchant Support Centre.
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Merchant Support Centre:

1850 200 417

Lines are open Mon-Sat 8am until 11pm Sunday 10am-4pm.

Authorisation Centre:

01 269 7700

Lines are open 24-hours a day, 7 days a week.
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Section 1: Some Basic Rules

To get the most out of your service, it is important to follow some basic procedures that are strictly enforced by

VISA, MasterCard, internationally issued Maestro and Laser.

Mandatory Scheme Rules

Display VISA, MasterCard, internationally issued Maestro, Laser and where applicable, other scheme labels on

promotional materials.

Ensure that any charges in respect of Credit or Debit Cards do not exceed the charges payable by you as detailed in your

charges schedule.

Deliver at least one copy of the sales receipt or credit slip to the Cardholder.

Include any taxes in the amount charged on Card Transactions; they may not be collected by you in cash.

Here are some points to be avoided.

Indicate that VISA, MasterCard, internationally issued Maestro, Laser or any other Association endorses your goods and

services.

Establish minimum or maximum amounts as a condition for accepting a Card.

Impose a surcharge or fee for accepting a Debit Card.

Establish any special conditions for accepting a Card.

Establish procedures that discourage, favour or discriminate against the use of any particular Card.

Ask the Cardholder to supply any personal information, for example, home or business phone number, home or business

address, or driver’s licence number unless instructed by AIB Merchant Services or the Authorisation Centre. However, if

you are authorised to accept Card Not Present Transactions, you will be asked to obtain some personal information

according to those procedures. (See Section 11: Additional Facilities).

Submit a Card Transaction or sale that has been previously subject to a Chargeback (see Section 8: Chargebacks and

Retrievals).

Accept any direct payments from Cardholders e.g. cash / cheques for the credit of the Card account. Only the Card Issuing

bank is authorised to receive such payments.

Process paper Transactions (except when following the Fallback Procedures, see Section 5: Using the Paper Fallback

System) unless we have authorised you to do so in writing.

Accept Card Transactions on behalf of third parties.
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Record Keeping

In order to help us to defend potential retrieval requests and Chargebacks (see Section 8: Chargebacks and

Retrievals) on your behalf, please retain and if requested provide copies of Card Transactions for a minimum of 24

months after the completion of each Card Transaction.

• A Card Transaction is only completed on the final delivery of goods or services.

• Please supply all Sales Receipts and Refund Receipts requested by us within 14 calendar days. Strict time limits for

the supply of this information are enforced by each of the Card Schemes.

• When we request a copy of a Sales Voucher, the Card Issuer may only supply us with the Card Transaction date and

Card Number. It is important that you store your sales receipts carefully and in date order, followed by the Card

Number, so as to ease the retrieval process.

• If, for any reason, you are unable to provide copies of the requested information you may receive a Chargeback for

the Card Transaction in question.

Storage of Cardholder Information

• Do not store the full contents of any data from the Magnetic Stripe or Chip.

• Do not store the Card Security Code (three digit value printed on the signature panel of the Card).

• Store only the portion of the customer’s account information that is essential i.e. name, Card Number and expiry date.

• Store all material containing this information in a secure area, only for the time that is needed.

• Destroy or purge all media containing obsolete Transaction Data with Cardholder information.

• Card Scheme rules apply if you (or your agent) store data electronically; further information is available from our

Merchant Support Centre.
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Section 2: Acceptable Cards

It is important to thoroughly check the Cards handed to you to help guard against Card fraud.

It is also important that you only accept and process Cards that have been authorised by us for acceptance by you.

The following descriptions will help you to check validity. If the Card you are given does not fit these descriptions, it is not

acceptable (See Section 7: Card Transaction Queries).

Laser

Laser is a Debit Card scheme. In essence, a Debit Card is an electronic version of a cheque.

Laser Cards are used to pay for goods and services in over 50,000 retail outlets in the Republic of Ireland. The Laser Card

is a Debit Card, which means when an item is purchased, the value of the item is debited from the Cardholders bank

account.

The Laser Scheme is owned by the seven leading financial institutions in Ireland and is managed on a day-to-day basis by

the staff of Laser Card Services. Three of the Banks also offer Merchant Services for Laser retailers. These are AIB, Bank

of Ireland and Ulster Bank.

Many retailers who accept Laser in-store also take Laser Card payments by mail order, over the phone and via the Internet.

These Transactions, where the Card is not actually present at the time of the payment, are known as 'Card Not Present' or

'CNP' Transactions (see Section 12: Card Not Present (CNP) Transactions). In order to accept CNP Transactions on Laser

Cards, retailers must first have a specific CNP agreement in place with their Acquiring Banks (domestic Transactions only).

The Laser Scheme Rules permit Cashback on Laser Cards to the value of €100 per Transaction. The customer is required

to make a purchase with their Laser Card before the Cashback facility can be used. There is no minimum Transaction limit

on the purchase before a retailer may offer the Cashback facility. In the event of failed Card read or swipe, please refer

your Terminal User Guide. (See Section 11: Additional Facilities.)

Laser Cards have the following features:

• Laser brand logo – located towards the top right hand corner of the Card

• The hologram – located underneath the Laser logo, at the bottom right hand corner of the Card

• The 19-digit Card Number. This always gives the first 6 digits, followed by the next 6 digits followed by the last 7 digits

• Chip – located on the left hand side of the Card near the centre

• Cardholders Name (embossed on the Card) – located underneath the Card Number

• Branch Number (Sort Code embossed on the Card) – located at the bottom of the Card

• Seven digit Card Number (Different to the Cardholder Number) – located beside the Branch Number

• The Card Expiry date

• Magnetic Stripe – located at the back of the Card

Please note that some Laser Cards may also act as a Cheque Guarantee. This is indicated by the hologram on the back of

the Card under the Magnetic Stripe and it will clearly state the limit of the cheque guarantee, e.g. €130
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Important

• In a Card Present environment Laser Cards can only be accepted electronically, i.e. the Card must be inserted into

the Chip & PIN (Personal Identification Number) reader or swiped through the Terminal and never key entered.

• Laser Cards can be accepted over the Internet with full online Authorisation.

• In a Card Not Present environment, key entry is permitted.

• Laser Cards must not be accepted on paper vouchers under any circumstances, including under the Fallback

Procedure if the Terminal is not working.

The above procedures must be adopted for all Laser Card payments. If these procedures are not followed we reserve the

right to Chargeback any Card Transaction.

MasterCard

MasterCard Cards are produced in many different designs and each Card identifies the Card Issuer.

All MasterCard Cards must display the MasterCard symbol of 2 interlocking globes and the MasterCard hologram together,

surrounded by a retaining line, on the front of the Card.

All MasterCard Cards have the following security features:

• The Card Number or last 4 digits of the Card Number is printed on the signature strip on the back of the Card followed

by the Card Security Code (CSC/CVV2/CVC2) which is a 3-digit number designed to provide extra security when

conducting Card Not Present Transactions (see Section 12: Card Not Present (CNP) Transactions).

MasterCard Card Numbers are always 16 digits and the first digit is always the number 5. The first 4 digits of the Card

Number must be printed directly below the embossed number.

You must always check these numbers carefully to ensure that they are the same.

EuroCard

Some MasterCard Cards may also display the EuroCard symbol on either the front or the back of the Card.
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International Maestro

For internationally issued Maestro, all Transactions must be authorised and your Terminal will recognise this. In the event

of failed Card read or swipe, please refer your Terminal User Guide.

Maestro Logo

The Maestro logo must be clearly displayed, using the materials provided, to indicate to customers that you accept

internationally issued Maestro Cards. Do not use the Maestro logo in any documentation, without prior approval from AIB

Merchant Services. Please contact the Merchant Support Centre for further information.

Visa

Visa Cards are produced in many different designs and each Card identifies the Card Issuer. All Visa Cards have

the Visa symbol on the right-hand side on the front of the Card.

Above or below the Visa logo is the 3 dimensional hologram of the Visa dove design.

Visa Cards contain a 13 or 16-digit Card Number embossed across the middle of the Cards. Also printed on the signature

strip on the back of the Card is either the Card Number in full or the last 4 digits of the Card Number followed by the CSC,

which is a 3-digit number designed to provide extra security when conducting Card Not Present (CNP) Transactions. (See

Section 12: Card Not Present (CNP) Transactions). In the event of failed Card read or swipe, please refer to your Terminal

User Guide.

There are some Visa branded Cards that have the first 4 digits of the Card Number printed directly below the embossed

number. You must always check these numbers carefully to ensure that they are the same.

Visa Debit

Some Visa Debit Cards display the Delta logo on the back of the Card.

The Delta logo specifies that the Card is a Debit Card and these should not be subject to any surcharges. In all other

respects it should not be treated any differently from other Visa Cards. The Delta logo is being phased out and Cards are

now described as Debit Cards.

Visa Electron

Visa Electron is a globally accepted payment Card and is part of the Visa family. Visa Electron Cards can only be accepted

electronically, as the Cardholder’s Account must be checked at the Point of Sale for available funds for each Card

Transaction. This means all Card Transactions must be fully authorised regardless of the amount.

The Card is issued worldwide and is particularly common in Europe.
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The Card has the following features:

• The Visa Electron logo

• Some have a Visa logo/Visa ‘dove’ hologram

• Un-embossed 16-digit Card Number (in some cases you may find that only part of the Card Number appears on the

Card)

• Signature panel

• An expiry date

• The Cardholder’s name

• The words ‘electronic use only’ on the front of the Card.

Important

• In a Card Present environment Visa Electron Cards can only be accepted electronically, the Card must be inserted

into the Chip/PIN (Personal Identification Number) reader or swiped through the Terminal and never key entered.

• Visa Electron can be accepted over the Internet with full online Authorisation.

• In a Card Not Present environment, key entry is permitted.

• Visa Electron Cards must not be accepted on paper vouchers under any circumstances, including under the Fallback

Procedure if the Terminal is not working.

The above procedures must be adopted for all Visa Electron payments. If these procedures are not followed

we reserve the right to Chargeback any Card Transaction. If you require further detail of Card design and

layout please visit www.aibms.com
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Section 3: Checking the Card

At the Point of Sale, the Card presented must be carefully examined to determine whether it is a legitimate and

valid Card.

The Scheme logo (VISA/MasterCard/Laser) should appear on the front of the Card. The Issuer name or logo (for example

the AIB logo) will also appear. Always remain vigilant when checking Card details even if the Cardholder is well known to

you or is a regular customer.

Statistics indicate that over 90% of fraud can be detected by careful examination of the Card.

Security Features

Card Security Codes (CSC/CVV2/CVC2)

The Card Security Code (CSC/CVV2/CVC2) is a 3-digit number designed to provide extra security when conducting Card

Not Present Transactions (see Section 12: Card Not Present (CNP) Transactions).

• The CSC ties the Card Number on the front of the Card to both the information encoded on the magnetic strip and a

number indent-printed on the signature panel.

• They enable the Merchant to immediately detect a counterfeit Card when the codes do not match.

• They make it more difficult to alter encoded information.

The easiest way to check for inconsistencies in this Card Security Code is to make sure that the last 4 digits of the Card

Number embossed on the front of the Card match the last 4 digits electronically printed on the Terminal Sales Receipt. If

you do not verify this Card Number and accept the sale, you may be subject to a Chargeback (see Section 8: Chargebacks

and Retrievals) for the amount of the Card Transaction.

You will notice that there are 3 or 4 other numbers printed on the signature panel that bear no relationship to the

embossed Card Number. These additional digits are a further security feature for use in Card Not Present (CNP)

Transactions. (See Section 12: Card Not Present (CNP) Transactions).

Electronic Use Only Cards

These Cards use printed text rather than embossed data, and are coated in a tamper evident lamination.

Flatback Embossed Cards

These Cards have the characters bonded to the face of the Cards as opposed to being punched through the back of the

Card as with traditional embossing. The back of the Card remains completely flat.

Indent Printing

The number printed on the reverse signature panel uses a unique reverse italic font, which makes alteration extremely

difficult. It protects embossed data on the face of the Card from being altered.
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Remember, even if you have an electronic Terminal, you need to perform the following checks, or you may be

subject to a Chargeback:

1. Valid Dates

At the Point of Sale the Card should be carefully examined for the effective (valid from) and expiry (valid to) dates,
which are located on the face of the Card. The Card Transaction date must fall on or between these dates. Do not
accept a Card prior to the effective date (the first day of the month) or after the expiry date (up to and including the last
day of the month).

2. Embossed Characters

Make sure the embossed characters on the Card are the same size, height, style and all in alignment. Also check to
ensure that the numbers or letters do not appear to have been re-embossed (it may be possible to detect the original
embossing by looking at the back of the Card).

3. Card Number

Make sure that the last four digits of the Card Number on the front of the Card is the same as the number or
corresponding digits printed on the signature strip on the back of the Card. Also check for ‘ghost images’ in the
embossed Card Number. These will be present if the original Card Number has been flattened and new numbers
embossed over the top.

4. Cardholder’s Title and Name

If the Cardholder’s title is embossed on the front of the Card (e.g. Mr., Mrs.), check that it is appropriate to the person
presenting the Card. Check that there is no obvious discrepancy between the Cardholder and the Card.

5. Cardholder’s Signature

Check the back of the Card. Make sure that the signature panel has not been disfigured or tampered with in any way
(an altered signature panel may appear discoloured, glued or painted, or show eraser marks on the surface). The
signature on the back of the Card must match the signature on the Sales Receipt (where PIN verification is not used).

6. Unsigned Cards

If you are presented with a Card where the signature strip (on the reverse) has not been signed, please contact the
Authorisation Centre immediately for advice, stating, “This is a Code 10 Authorisation”. (See Section 7: Card
Transaction Queries). Do not allow the customer to sign the Card until you have been told what to do.

7. Four Digit Number on MasterCard & Visa Cards

On MasterCard and Visa Cards check that the first 4 digits of the Card Number are printed in small characters above
or below the first 4 digits of the Card Number. If the 4 digits are missing or do not match, the Card is probably
counterfeit.

8. Hologram

Check the hologram, which appears on the face of all VISA, MasterCard, internationally issued Maestro and Laser
Cards. The holograms to look for are:

• MasterCards – interlocking globes

• Visa Cards – flying dove

• Internationally issued Maestro Cards - interlocking globes

• Laser Cards – the Laser Vortex logo.

Make sure there is no damage to the hologram, as this may indicate tampering.
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9. Chip Cards

Ensure that the Chip has not been mutilated or damaged in any way. Note: for procedures relating to the acceptance
of Chip Cards please refer to your Terminal User Guide.

10. Magnetic Strip

Ensure that the Card has a magnetic strip on the back, and that the Card or the strip has not been mutilated in any
way.

11. Users other than Cardholders

A Cardholder may not authorise another individual to use his/her Card for purchases. Furthermore, any Card having
two signatures on the back panel is invalid.

12. PhotoCards

Where Cards bear a photograph of the Cardholder, ensure that the Cardholder appears to be the person depicted in
the picture that appears on the Card. If you have any concerns, call the Authorisation Centre for advice stating, “This
is a Code 10 Authorisation”.

13. ‘UV’ (Ultra Violet) Lamp Test

You may already use a ‘UV’ lamp to check for counterfeit bank notes. Cards can also be used in the same way. If you
place a genuine Card under a ‘UV’ lamp you should see a special mark. If these features do not show, the Card is
probably a counterfeit.

Code 10

If you are worried about these or any other details, keep the Card and goods. Then telephone the Authorisation Centre

immediately stating, “This is a Code 10 Authorisation”. (See Section 7: Card Transaction Queries).

A reward will normally be paid to any Merchant who recovers a Card, when requested to do so by the Authorisation

Centre.

If you require further detail of Card design and layout please visit www.aibms.com
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Section 4: Using a Terminal

Always follow the instructions shown in your Terminal User Guide supplied with your Terminal. The following

guidelines are a brief summary of the procedures you need to follow.

Making a Sale

Remember – your Terminal does not make all the necessary checks; you must still examine the Card carefully.

Chip and PIN Transactions

Where a Card is PIN enabled:

• Check the Card by following the step-by-step instructions in Section 3: Checking the Card. Only when you are

satisfied with all checks, should you proceed.

• Enter the Card into the Chip reader or PIN device (dependant on type of Equipment you are using). Refer to

procedures in your Terminal User Guide. If the Terminal cannot read the Card or the Terminal has a malfunction, refer

to the Section 5: Using the Paper Fallback System.

• Dependant on the Equipment type, the customer will need to input their PIN.

• Authorisation: depending upon the type of Terminal and your Floor Limit, it may be necessary to obtain manual

Authorisation. Refer to Section 6: Authorisation Procedures.

• When the above steps are complete, return the Card to the customer together with any goods and a record of the

Transaction.

What if the customer enters an incorrect PIN?

The customer has three chances to enter their correct PIN. If on the third attempt the PIN is entered incorrectly the PIN will

lock. At this stage you should tell the customer that their PIN has locked and ask for an alternative method of payment.

Important

If a Chip and PIN Card is presented, and you process the Transaction without a PIN being entered, due to a fault with your

PIN pad, you may be liable for any Chargebacks, which arise from this Transaction.
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Where a Card is not PIN enabled

• Check the Card by following the step-by-step instructions in Section 3: Checking the Card. Only when you are

satisfied with all checks, should you proceed.

• Enter the Card into the Chip reader or PIN entry device (dependant on type of Equipment you are using). Refer to

procedures in your Terminal User Guide. If the Terminal cannot read the Card or the Terminal has a malfunction, refer

to Section 5: Using the Paper Fallback System.

• Signature: Ask the customer to sign the Terminal sales receipt and check that the signature matches that on the

reverse of the Card.

• Authorisation: depending upon the type of Terminal, it may be necessary to obtain manual Authorisation. Refer to

Section 6: Authorisation Procedures.

• Check the Terminal sales receipt: Compare the Card Number printed on the Terminal sales receipt with the number

embossed on the front of the Card. If the numbers do not match, telephone the Authorisation Centre immediately for

advice, stating “This is a Code 10 Authorisation”. See Section 7: Card Transaction Queries. For a Terminal sales

receipt breakdown please see the image on the following page.

• Return the Card: Once you have completed all the above steps, return the Card to the Cardholder together with any

goods and a copy of the Terminal sales receipt.

Chip and Magnetic Stripe Transaction

• Check the Card by following the step-by-step instructions in Section 3: Checking the Card. Only when you are

satisfied with all checks, should you proceed.

• Enter the Card into the Chip Card reader or swipe the Card. Please see the procedures in your Terminal User Guide.

If the Terminal cannot read the Card or the Terminal has a malfunction and refer to Section 5: Using the Paper

Fallback System later in this guide.

• Authorisation: Depending upon the type of Terminal you operate, it may be necessary to obtain manual Authorisation

for a Card. See Section 6: Authorisation Procedures.

• Signature: Ask the customer to sign the Terminal sales receipt and check that the signature matches that on the

reverse of the Card.

• Check the Terminal sales receipt: Compare the Card Number printed on the Terminal sales receipt with the number

embossed on the front of the Card. If the numbers do not match, telephone the Authorisation Centre immediately for

advice, stating “This is a Code 10 Authorisation”. See Section 7: Card Transaction Queries. For a Terminal sales

receipt breakdown please see the image on the following page.

• Return the Card: Once you have completed all the above steps, return the Card to the Cardholder together with any

goods and a copy of the Terminal sales receipt.

Terminal Sales Receipt
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A Merchant ID

B Terminal ID

C Transaction Details

D Card Details

E Authorisation Code

F Courtesy Message

G Advert

H Receipt Number

(preceded by a T when in training

mode)

I Reference Number

(for recalling Transactions with

Gratuity and preceded by a T when in

Training mode).

You must retain copies of all sales receipts and Refunds for a minimum of 24 months. This will assist you in

checking your Merchant Statements and resolving any possible retrieval requests or Chargebacks.

To prevent delays in processing Transactions, you must ensure that at the end of each business day, a banking

report is undertaken on your Terminal. Please refer to your Terminal User Guide for banking report procedures.

Gratuities

The Card Transaction amount may be changed in order to add a gratuity, if:

• You have been authorised by AIB Merchant Services to do so

• Your Terminal provides this function

• The Cardholder has given permission.

In all other cases where the Card Transaction amount has changed the Card Transaction should be cancelled: Refer to

Cancelling a Card Transaction in this section.

Deposits

THE SHOP

DUBLIN
<Optional advert message 1>
<Optional advert message 1>
M52033450200002 TID26689944

TRAINING CARD
6319 8019 5000 005
EXP 12/11 START 01/09
SWIPED ISSUE 05

SALE

AMOUNT €50.00

TIP _______________________

TOTAL

_______________________

PLEASE DEBIT MY ACCOUNT

TRAINING
THANK YOU
PLEASE COME AGAIN
16:44 01/08/09

AUTH CODE: 854
RECEIPT T0008

REF T0005
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In a delayed delivery Transaction where goods/services are to be provided at a later date and the Cardholder provides a

deposit towards the full Transaction amount, two separate Card Transactions must be completed. The first is for the

deposit total and second for the balance amount, which should only be submitted for payment upon delivery of the goods

or provision of the services.

Note: you may only accept deposit payments or make Card Transactions using Cards which involve delayed delivery

(Deferred Supply Transactions) if you have been authorised by AIB Merchant Services to do so: (See Section 11:

Additional Facilities).

Authorisation

Authorisation must be obtained in accordance with your Terminal User Guide and your Merchant Agreement. (See also

Section 6: Authorisation Procedures)

You must manually authorise the Card Transaction if:

• Your Terminal indicates that it is necessary to do so. Please make an Authorisation call and advise the Authorisation

Centre that you are calling as a result of a Terminal referral

• You are using the Paper Fallback System (See Section 5: Using the Paper Fallback System)

• You are required to make a ‘Code 10’ Authorisation call (See Section 7: Card Transaction Queries)

• There is a split sale (See Section 6: Authorisation Procedures)

• The Card Transaction amount changes, the Card Transaction is cancelled or subsequently refunded, and

Authorisation has already been obtained.

Cancelling a Card Transaction

If a Card Transaction has been processed in error or the Card Transaction amount changes you must, wherever possible,

cancel the Card Transaction.

• Cancel the Card Transaction: Refer to the procedures in your Terminal User Guide.

• Receipt: Give the Cardholder a copy of the cancelled sales receipt.

• Authorisation: If Authorisation was obtained for the original Card Transaction you must telephone the Authorisation

Centre. Failure to do this may result in inconvenience and embarrassment to your customer at a later date.



17

Refunds

• If you wish to provide a Refund, the Refund Card Transaction must be completed using the same Card as that used

for the original sale.

• You should never make a Refund to a Card where the original sale was made by cash or cheque.

• You should never make a Refund to a Card where there has been no sale Transaction.

• You must enter the Card into the Chip Card reader, PIN entry device or swipe it. If your Terminal is unable to read the

Card you will need to manually key the Card Number. (See Section 5: Using the Paper Fallback System)

• Where the original Transaction was PIN verified, you may need the Cardholder to enter their PIN in order to process

the Refund, this will depend on the type of Terminal you use, (refer to your Terminal User Guide). Otherwise you

should sign the Terminal sales receipt, and make a note of the exchange and/or return of any items.

• If Authorisation was obtained for the original Card Transaction, or your Terminal indicates that a manual Authorisation

is required, you must telephone the Authorisation Centre.

• You may only perform a Refund agreed on the telephone or in correspondence if you are able to manually key enter

Card Transactions. Please refer to the manual key entry procedures in your Terminal User Guide.

• You are not permitted to complete a Refund on your own Card and this also applies to members of your staff.

• Failure to observe the procedures in this section could lead to your funds being withheld pending further investigation.

Banking

For details on Banking times and procedures please see your Terminal User Guide.
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Section 5: Using the Paper Fallback System

A manual fallback Card Transaction must be completed in all events where your Card payment Terminal is

inoperable.

Laser, International Maestro and Visa Electron Cards

If the Card is either a Laser Card, internationally issued Maestro Card or Visa Electron Card and repeated

attempts fail to read the Card then:

• You will not be able to manually key enter the Card details and

• You will not be able to process the Transaction using Paper Sales Vouchers.

As you will be unable to proceed with the Transaction, you will need to request an alternate method of payment

from the Cardholder i.e. another Card, or payment by cash or cheque.

If you accept Laser, internationally issued Maestro or Visa Electron Cards in these circumstances, you should

be aware that you would become liable for any Transaction, which is subsequently charged back to you at a

later date.

You should contact your Terminal supplier helpdesk immediately to report any faults. A representative will endeavour to

resolve the issue remotely or failing this will arrange for a new electronic Terminal to be sent to your premises on the next

working day, provided the fault is reported prior to 4pm.

The Sales Voucher

The Sales Voucher contains the following copies:

• Merchants copy: a copy of the Card Transaction for your records. This may be the top one or two copies. A copy of

the Card Transaction must be produced to the bank should it be requested, and therefore must be kept for at least 24

months from the date of the Card Transaction or for a Recurring Transaction at least 24 months from the date of the

last Card Transaction forming part of the Recurring Transaction. If you are unable to produce a copy of the Card

Transaction within the requested timescale then the item may be subject to a Chargeback.

• Cardholder’s Copy: (bottom copy) a record of the Card Transaction to be given to the Cardholder.
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Completing a Sales Voucher

1. Place the Sales Voucher on a firm surface.

2. Using a ballpoint pen carefully and clearly write:

• The Card Number across the top left hand of the voucher;

• The Card start date and expiry date directly beneath the Card Number;

• The Cardholder’s name directly beneath the start date and expiry date;

• Give brief details of the goods purchased;

• Your 9 digit Merchant number;

• Your Business name;

• Your Business address;

• Date of Transaction;

• Amount of Transaction.

3. Do not mark copies with pencil or paper clips, as these can transfer through the carbons and obscure details.

4. Please ensure that all details are clear on the Sales Voucher. If the detail is not clear, a Chargeback may occur. If

you make a mistake please complete a new Sales Voucher and destroy the old one.

5. Retain the Card and check the Card details carefully. Ask the Cardholder to sign the Sales Voucher. When the

Sales Voucher is signed check that the signature is compatible with that on the Card. Failure to do so may result in

a Chargeback.

6. You must telephone the Authorisation Centre for an Authorisation Code for each Card Transaction where the Card

details are handwritten. If the operator authorises the Card Transaction, write the code in the space provided on the

Sales Voucher.

7. You may also wish to alert the Authorisation Centre by making a ‘Code 10’ Authorisation call (refer to section 6:

Authorisation Procedures) if you suspect something is wrong, for example:

• The Card appears unusual or has been tampered with:

• The customer is acting suspiciously

• The amount of the Card Transaction is significantly above normal for your type of Business.

8. When you are satisfied that everything is in order, hand the Cardholder the bottom copy of the Sales Voucher and

their Card.

9. Once the Cardholder has signed the Sales Voucher and left the point of sale, do not alter the copies in any way. If

there are subsequent queries or disputes, the Cardholder’s copy will normally be treated as correct.

10. The Sales Voucher must always be completed in your domestic currency unless you have made arrangements with

AIB Merchant Services to accept different currencies.

Once Terminal usage is available, manually enter the Transactions as per the instructions of your Terminal User Guide.
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Do not present the paper vouchers to the bank for processing but store them in a safe place for 24 months from the date of

the Transaction or for a Recurring Transaction, from the date of the last Card Transaction that forms part of the Recurring

Transaction.

The Refund Voucher

Refund vouchers should be completed with all details in the same way as Sales Vouchers. You should then sign the

completed Refund Voucher. Make a brief note on the Refund voucher regarding the exchange and/or return of any items.

Processing Refunds Using the Paper Fallback System

If goods are returned by a Cardholder and exchanged for goods of the same price no action is required.

If you wish to provide a Refund, the Refund Transaction must be completed using the same Card as that used for the

original Card Transaction.

Never return cash to a customer who originally paid using his/her Card or cheque.

Never make a Refund using a Card where the original Card Transaction was made by another method or payment. For

example: cash or cheque.

If the Card Transaction is to be refunded in full you must prepare a Refund voucher or Card Refund Data for that amount.

Never accept money from a customer in connection with processing a Refund to the Cardholder’s Account.
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Completing a Refund Voucher

A Refund must only be applied to the same Card that was used for the original Transaction.

If you wish to complete a Refund using the paper fallback system, you must follow the steps below:

1. Check the Card.

2. Complete a Refund voucher;

• Place the Refund Voucher on a firm surface

• Using a ballpoint pen carefully and clearly write:

o The Card Number across the top left hand of the voucher;

o The Card start date and expiry data directly beneath the Card Number;

o The Cardholder’s name directly beneath the start date and expiry date;

o Give brief details of the goods purchased;

o Your 9 digit Merchant number;

o Your Business name;

o Your Business address;

o Date of Refund;

o Amount of Refund;

o Date of original purchase.

3. You must telephone the Authorisation Centre for an Authorisation Code for each Refund Transaction where the Card

details are handwritten. If the operator authorises the Refund Transaction, write the code on the Refund voucher.

4. You must sign the Refund Voucher.

5. Once you have completed all the above steps, return the Card to the Cardholder together with any original receipt and

a signed copy of the Refund Voucher. If the cost of the replacement item differs from the returned item, a Refund for

the original item should be completed on the same Card as the original Card Transaction. A new sale should be

completed for the new Card Transaction and authorisation obtained.

If a Refund is agreed on the telephone or in correspondence with the Cardholder, you should complete the Refund

voucher in the manner above. You must write CARD NOT PRESENT REFUND or CNP REFUND in the signature box.
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Section 6: Authorisation Procedures

When to Obtain Authorisation

Authorisation must be obtained at the time of the sale whilst the Cardholder is present:

• If you have an electronic Terminal, this will, in most cases, obtain Authorisation for Card Transactions equal to or over

your Floor Limit. However, it is your responsibility to ensure that all the relevant security checks included in Section 3:

Checking the Card, are carried out.

• If you are using the Terminal Fallback Procedures; the telephone number for Authorisation is 01 269 7700.

Obtain Authorisation if:

• There is a split sale – see later in this section.

• The Card Transaction amount changes, the Card Transaction is cancelled or subsequently refunded, and

Authorisation has already been obtained.

• You are suspicious of a Card and/or customer – in these circumstances a ‘Code 10’ Authorisation call should be made.

(See Section 7: Card Transaction Queries).

Authorisation is not a guarantee of payment. It confirms that the Card has not been reported lost or stolen at

the time of the Card Transaction and adequate funds are available. If you are in any doubt or are suspicious,

request an alternate method of payment or complete additional checks.
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How To Obtain Authorisation

Take the Card and completed Voucher, (if using the Fallback Procedure) to the telephone ensuring that the goods are out

of the customer’s reach.

Call the Authorisation Centre

For Authorisation please telephone:

01 269 7700

Lines are open 24-hours a day, 7 days a week

You will be required to give the following information to the operator:

• The Card Number

• The Card issue number (if applicable)

• Your AIB Merchant Services Merchant number

• The exact amount of the Card Transaction

• The Card expiry date.

You may also be asked for:

• The name embossed on the Card

• If the presenter of the Card is male or female.

If requested to do so, allow the operator to speak directly to the customer. Ensure you confirm the conversation with the

operator and obtain the Authorisation number direct from the operator, not the Cardholder, before replacing the receiver.

The operator may also ask you to check some additional form of identification, for example, a driving licence.

If the sale is confirmed

When the Card Transaction is confirmed you will be given a code to enter in your Terminal or write on the voucher in the

box marked ‘Authorisation Code’.
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If the sale is declined

No reason will be given. Please return the Card to the Cardholder, discreetly explaining that the Card Issuer has declined

the Card Transaction, and ask for another method of payment.

Occasionally the operator may ask you to obtain further identification from the customer or ask to speak with the customer

directly. If this happens, please co-operate as fully as possible to ensure that the telephone handset is passed back to you

to speak with the operator before terminating the call.

The operator may ask you to keep the Card. Again this should be done as politely as possible and only if you feel you face

no physical risk. After the customer has left, cut the bottom left hand corner from the front of the Card. Attach the two

pieces of the Card to a letter detailing the name of the cashier responsible for the Card recovery and send to:

AIB Merchant Services

Dept. AA1668

PO Box 4214

Dublin 2

Remember: A reward is normally paid to any AIB Merchant Services Merchant when a stolen Card is recovered.

Authorisation adjustments

If there is any change in the authorised amount of the sale, or if the sale is cancelled or a Refund issued, please contact

the Authorisation Centre stating you wish to cancel or amend an Authorisation.

You will be asked to give:

• The Card Number

• The Card issue number (if applicable)

• The Card expiry date

• Your AIB Merchant Services Merchant number

• The Authorisation number quoted

• The previously authorised amount

• The exact new amount for Authorisation.
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Cardholder’s Credit Limit

Any limit, which may have been granted to the Cardholder by the Card Issuer, does not affect you unless the Cardholder

has used up their credit limit when purchasing from you. In these circumstances the Card Transaction would be declined.

Split sales with cash, cheque or second Credit Card

If the total sale is equal to or exceeds your Floor Limit and payment is offered partly by MasterCard, Visa, internationally

issued Maestro or Laser and partly by cheque, cash or any other method, Authorisation must be obtained for any part of

the Card Transaction being paid with by Card – even when the Card amount is below your Floor Limit. The Authorisation

Centre should be informed that the request for Authorisation is in respect of a split sale. They may require further details.

Under no circumstances should a Card sale be split between two or more vouchers for the same Card to avoid

Authorisation as these Card Transactions may be subject to a Chargeback. Additionally if a customer presents more than

one Card for payment please take care and complete additional checks to validate the Transaction.

If you have any questions or require guidance in relation to Authorisation issues, please contact the Merchant

Support Centre on 1850 200 417.

For security reasons your Floor Limit should never be displayed to the general public.

Authorisation is not a guarantee of payment. It confirms that the Card has not been reported lost or stolen at

the time of the Card Transaction and adequate funds are available.

For Authorisation please telephone:

01 269 7700

Lines are open 24-hours a day, 7 days a week.
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Section 7: Card Transaction Queries

If you suspect something is wrong, or the Card checks you make show inconsistencies then you must

telephone the Authorisation Centre on 01 269 7700 PRIOR to swiping the Card through the Terminal

and state that "This is a Code 10 Authorisation". Then follow their instructions.

‘Code 10’ Authorisation applies in the following circumstances:

• The Card Number embossed on the front of the Card is different from the one printed on the signature strip on the

back of the Card.

• The title on the Card does not match the customer.

• The signed name is not the same as that embossed on the front of the Card.

• The word ‘void’ is visible on the signature strip or there is any indication that the strip has been tampered with.

• There has been an attempt to disguise or amend the signature.

• The Card is unsigned.

• The hologram is damaged or missing.

• The Card has been mutilated in any way.

• You have a reason to be suspicious about the sale, the Card or the customer.

• The amount of the Card Transaction is significantly higher than normal for your Business.

‘Code 10’ Authorisation also applies if your Terminal requests that you call the Authorisation Centre or the Cardholder's

signature differs from that on the Card.

Hold on to the Card and goods then telephone the Authorisation Centre immediately – you should not call the police unless

instructed to do so by the Authorisation Centre.

When you make a ‘Code 10’ Authorisation call have the following details ready as usual:

• The Card Number

• The Card issue number (if applicable)

• Your AIB Merchant Services Merchant number

• The exact amount of the Card Transaction, in Euro and Cents.

• The Card expiry date.

Say to the Operator:

“This is a Code 10 Authorisation”

This will alert the Authorisation Centre and you will be asked the relevant questions, most of which will require “Yes” or

“No” answers (to avoid difficulty or embarrassment if the customer is waiting close by).

The operator may instruct you to call the police or advise you that the police have been notified. Police involvement is not

always necessary – please do not contact the police unless instructed to do so.

There is normally a reward to any AIB Merchant Services Merchant for Cards recovered at the request of the

Authorisation Centre.
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Recovering A Stolen Card

After recovering a Card you should:

• Cut the bottom left hand corner from the front of the Card

• Attach both parts of the Card to a letter detailing the name of the cashier responsible for the Card recovery

• Return it to:

AIB Merchant Services

Dept. AA1668

PO Box 4214

Dublin 2

If the police are called and ask for the Card that you have recovered you should:

• Allow the police officer to take it

• Obtain the officer’s name and police station

• Obtain a receipt if possible

• Inform AIB Merchant Services at the above address.

A ‘Code 10’ Authorisation call should only be made if you are suspicious or if you have received instructions from AIB

Merchant Services. You must not use ‘Code 10’s’ to validate Cardholder addresses.
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Section 8: Chargebacks and Retrievals

Chargebacks

Card Transactions disputed by Cardholders/Card Issuers

A Chargeback is an unpaid Card Transaction returned to us by the Card Issuer. The following section describes the

procedures, which you should follow together with suggestions, which will help you reduce the risk of a Chargeback being

debited to your Merchant Bank Account. Remember you may be liable for a Chargeback in some circumstances even if

you obtained Authorisation for a Card Transaction.

A Cardholder or the Card Issuer has the right to question/dispute a Card Transaction. Such requests can be received up to

180 days after the Card Transaction has been debited to the Merchant Bank Account and in some circumstances, beyond

180 days. If this happens please provide as much information as possible to connect the Cardholder to the Transaction,

which will assist us in defending this dispute on your behalf.

Card Not Present Transactions are taken totally at your own risk. If you are suspicious or are concerned, please complete

additional checks to verify the customer or request an alternative method of payment.

Retrievals

In many cases, before a Chargeback is initiated, the Card Issuer requests a copy of the Sales Voucher, via a ‘retrieval

request’. Once a retrieval request is received from the Card Issuer, we will respond by sending a copy of the Card

Transaction, if available.

Where you hold electronic sales receipts or Terminal sales receipts for electronically processed Card Transactions it is

your responsibility to respond to all retrieval requests received from AIB Merchant Services within 14 calendar days of our

initial request. You are responsible for retaining and providing copies of Sales Receipts and any Refund Receipts for a

minimum of 24 months from the original Card Transaction Date or for Recurring Transactions at least 24 months from the

date of the last Card Transaction forming part of the Recurring Transaction.

Please fax copies of requested documentation to the fax number provided on the AIB Merchant Services retrieval request

letter or, alternatively, you may mail your response to:

AIB Merchant Services BR/B

Dept. AA1668

PO Box 4214

Dublin 2

We recommend recorded delivery or registered post when sending evidence of high value Card Transactions. It is your

responsibility to ensure that you send this information.
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If you fax your response, please set your fax machine to print your fax number and name on the documents you send. We

can use this information to re-contact you in the event the transmission is not clear or complete. Also, when using the fax

machine, please set the scan resolution on the machine to the highest setting. The higher resolution setting improves the

clarity of the characters and graphics on the sales documents transmitted and helps reduce Chargebacks for illegible

copies.

If AIB Merchant Services does not receive a clear legible copy of the sales receipt within 14 calendar days of the initial

request you may be subject to a Chargeback. A courtesy call or letter may be sent if the request is not responded within

that time. However the potential liability remains with you if the item is not supplied in time and you may become liable for

a Chargeback simply by failing to meet the payment scheme timeframe.

Chargebacks for ‘non-receipt of requested item' can only be reversed if the requested documentation is provided within 14

calendar days of the initial request.

Please Remember: Due to the timeframes imposed by MasterCard, Visa, internationally issued Maestro and

Laser it is extremely important that you respond to/resolve a retrieval request or Chargeback enquiry as soon

as possible. The more information we have at the time of the retrieval request or Chargeback, the better we can

dispute the item on your behalf.

We recommend that when you send a copy of a Card Transaction, you send all pertinent documents (e.g. till receipt

together with any supporting invoices/sales tickets) as evidence of the Card Transaction including any documents signed

by the customer. In the case of Card Not Present Transactions, details of the goods ordered together with evidence of

delivery, e.g. a signed delivery receipt should be sent.
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Chargeback/Reversal Procedure

When we receive a Chargeback from a Card Issuer we will normally debit your Merchant account and advise you

accordingly. Our letter will provide details of the Card Transaction together with the information/documentation required

from you. Our letter will also tell you the latest date by which you must reply with the information/documentation required. If

the information provided is:

a. sufficient to warrant a reversal of the Chargeback; and

b. within the applicable timeframe;

we will defend (reverse) the Chargeback if possible but reversal is contingent upon acceptance by the Card Issuer under

Visa, MasterCard and Laser guidelines. A reversal is not a guarantee that the Chargeback has been resolved in your

favour. If the Chargeback is reversed, the Card Issuer has the right to present the Chargeback a second time and your

Merchant Bank Account will be debited again if you have not complied fully with the terms of your Merchant Conditions and

this Merchant Procedure Guide.

Please refer to the situations described in the following text, which highlight the common reasons for

Chargeback disputes and how they can be avoided. In the majority of cases, where the Cardholder is present,

Merchants can avoid Chargebacks by following the advice given.

We will do our best to help you to defend a Chargeback. However, due to the short timeframes and the supporting

documentation necessary to successfully (and permanently) reverse a Chargeback in your favour, we strongly recommend

the following:

• Ensure Card Transactions are completed in accordance with the terms of your Merchant Conditions and this Merchant

Procedure Guide.

• If you do receive a Chargeback, investigate and send in the appropriate documentation within the required timeframe.

• Whenever possible, contact the Cardholder directly to resolve the inquiry/dispute but still comply with the request for

information in case this does not fully resolve the matter.
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Common Causes for Chargebacks

Reason How to avoid it
The Cardholder Number indicates that
it has Chip and PIN capability, however
the Transaction was not completed
using PIN verification and it is
subsequently found to be fraudulent.

⋅ Upgrade your AIB Merchant Services facility to Chip and PIN
capability.

Refund not processed – the Cardholder
is claiming that a Refund Voucher or
Refund acknowledgement issued by
you had not been processed.

⋅ Ensure proper disclosure of your Refund policy is on the Card
Transaction receipt, for example, the words ‘NO EXCHANGE, NO
REFUND’ must be clearly printed on the Sales Voucher or
Terminal Refund Receipt

⋅ Process Refunds immediately
⋅ Refunds must be applied to the same Cardholder Account as the

original sale
⋅ Do not issue in-store or merchandise credit
⋅ Do not issue a cash or cheque Refund.

Card Transaction not Authorised. ⋅ Authorise all Card Transactions, which are equal to or above your
Floor Limit and use the proper method of Authorisation.

⋅ Clearly write the Authorisation number on your paper Vouchers.

Non-receipt of goods – the Cardholder
is claiming they did not receive the
goods or goods were paid for by
other means.

⋅ Do not process a Card Transaction until the goods are dispatched
⋅ Do not process any Credit/Debit Card Transaction where the

Cardholder has already paid for the goods or services using
another method of payment

⋅ Obtain the Cardholders' signature on your delivery note
⋅ Verify that the customer is registered at the delivery address.

Card used before effective date or after
expiration date.

⋅ Carefully examine the Card for the effective start and expiry dates
when accepting the Card for a Transaction

⋅ Do not process a Card Transaction prior to the effective date
appearing on the Card

⋅ Do not process a Card Transaction after the expiry date
appearing on the Card.

The Merchant fails to respond to
requests for a copy of the Sales
Receipt.

⋅ Prepare clean, legible Sales Receipts at the Point of Sale and
store in a secure and orderly fashion so that you are able to
respond to retrieval requests within the required timeframe. To
identify a Card Transaction you will be given the Card number,
date and amount of the Card Transaction. (Card Issuers are not
obliged to supply the Cardholder names or addresses so it is
important that you store your records carefully).

Cardholder did not authorise the Card
Transaction – (primarily Card Not
Present Transactions).

⋅ Mail/telephone orders. (Follow the recommended procedures in
Section 12: Cardholder Not Present (CNP) Transactions) Internet
orders – follow the recommended procedure in the separate
Internet Operating Guide, which will have been provided to you if
you have been given Authorisation to accept payments over the
Internet.

⋅ Mail/telephone orders are undertaken at the Merchants own risk;
if you are suspicious, conduct additional checks or request an
alternate method of payment.

Non-matching Card Number. This is
where a Card Transaction has been
processed on an account not found on an
Card Issuing Bank's master file. In
examples to the right it is possible that a
Card has been created by a fraudster or
that an existing Cardholder's Account
details have been ‘skimmed’ i.e. copied on
to another plastic Card.

⋅ If you use an electronic Terminal, insert the Chip Card in the Chip
reader or the PIN pad or, if you do not have a Chip and/or PIN
capable Terminal, swipe the Card through the swipe reader and
ensure the displayed Card Number matches the number on the
Card. Alternatively, you can compare the Card Number with the
number on the Terminal Sales Receipt produced by the Terminal

⋅ Carefully examine the front and back of the Card at the time of the
Card Transaction (Follow the procedures in Section 3: Checking
the Card)

⋅ Check the signature, unless the Transaction is PIN verified

⋅ Telephone orders – confirm the Cardholder Number provided by
the Cardholder by repeating the number back to the Cardholder

⋅ Properly Authorise all Card Transactions.

Card Transaction was processed more
than once to the same Cardholder.

⋅ Settle and reconcile batches of sales and Refunds on your
Terminal/register daily. Ensure that the total amount submitted
(displayed on Terminal) balances with/matches to the Card
receipts. (See your Terminal User Guide).
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Please Note: Authorisation is not a guarantee of payment. It confirms that the Card has not been reported lost or

stolen at the time of the Card Transaction and that adequate funds are available. Card Not Present Transactions

are undertaken at the Merchants own risk.

Please Remember: Due to the timeframes imposed by MasterCard, Visa and Laser it is extremely important that

you respond to/resolve a retrieval request or Chargeback enquiry immediately. The more information we have at

the time of the retrieval request or Chargeback, the better we can dispute the item on your behalf.
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Section 9: How to Guard Against Fraud

Please make sure that all staff accepting payment by Credit/Debit Cards on your behalf have read and understood the

following guidelines in order to reduce the possibility of fraud.

Remember, these suggestions could help you in preventing fraudulent Card Transactions that could result in a

Chargeback to you.

If the appearance of the Card being presented or the behaviour of the person presenting the Card raises suspicion, you

must immediately call the Authorisation Centre on 01 269 7700 and state “This is a Code 10 Authorisation”. Answer all of

the operator’s questions and follow their instructions.

• Ask yourself does the customer appear nervous/agitated/hurried.

• Are they making indiscriminate purchases? For example, not interested in the price of the item.

• The customer makes an order substantially greater than your usual sale.

• The customer purchases more than one of the same items (i.e. items that may be easily re-sold such as jewellery,

video equipment, stereo equipment, computer games).

• The customer insists upon taking the goods immediately, for example, they are not interested in free delivery,

alteration or if it is difficult to handle.

• The customer takes an unusual amount of time to sign the Voucher (if using the Terminal Fallback Procedure) and

refers to the signature on the back of the Card.

• The customer repeatedly returns to make additional orders in a short period of time causing an unusual sudden

increase in the number and average Card Transaction values over a 1 to 3 day period.

• The customer tells you that he/she has been having problems with his/her Card for payment where multiple Card

Transactions are subsequently declined but eventually an Authorisation is obtained for a lower amount.

• A fraudster may present more than one Card, often to find a Card that will be successfully authorised. If this happens,

take particular care and also look out for Cards presented, issued by the same Card Issuer, where the Card Numbers

are sequential or very similar. When in doubt, make a ‘Code 10’ Authorisation call to the Authorisation Centre.
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Counterfeit Cards

Most cases of counterfeit fraud involve ‘skimming’ or ‘cloning’. This is where the genuine data in the Magnetic Stripe on

one Card is electronically copied onto another Card without the legitimate Cardholder’s knowledge. Checking that the Card

Number printed on the Terminal Sales Receipt is the same as that embossed on the front of the Card can identify this type

of fraud. If these numbers differ, call the Authorisation Centre immediately on 01 269 7700 stating “This is a Code 10

Authorisation”.

Chip Cards (Cards which contain a small micro Chip) are becoming more common and will significantly reduce this type of

fraud. In the meantime Cards are being issued with more robust magnetic strips. These strips are much less likely to be

damaged or corrupted. This means that genuine Cards are less likely to fail at the Point of Sale, so the need to manually

key enter Card details is reduced.

Card Not Present Fraud

Please Note: Authorisation is not a guarantee of payment. It confirms that the Card has not been reported lost

or stolen at the time of the Card Transaction and that adequate funds are available. Card Not Present

Transactions are undertaken at the Merchants own risk.

Card Not Present fraud occurs when fraudulently obtained Card details are used to order goods by telephone, mail order

or electronically such as over the Internet. Fraudsters will normally target goods, which are easily resold, for example,

computers, TV and hi-fi equipment. Always be wary if sales are almost too easy or if the caller is uninterested in the

prices/precise details of the goods.

Here are some extra checks you can make to help ensure that you are dealing with a genuine Cardholder:

• For business customers not known to you, check their details in your local business directory.

• Obtain a telephone number for the Cardholder’s address through directory enquiries and telephone the Cardholder

back on that number to confirm the order. (Not necessarily straight away). Inform your customers that you will be

doing this to help protect them and you against Card fraud.

• Beware if the customer is suggesting unusual arrangements such as giving another Card Number if the one given is

refused.

• Be especially wary if the delivery or Cardholder’s address given is overseas.
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Delivery Warning Signals

Here are some danger signs to look out for when arranging delivery of goods.

• Goods should not be released to third parties such as friends of the Cardholder, taxi drivers, chauffeurs, couriers or

messengers. (However, third party delivery of relatively low value goods such as flowers is appropriate).

• Insist that goods may only be delivered to the Cardholder’s permanent address. If you agree to send goods to a

different address, take extra care and always keep a written record of the delivery address with your copy of the Card

Transaction details.

• Goods are to be delivered abroad.

• Don’t send goods to hotels or other temporary accommodation. Only send goods by registered post or a reputable

courier and insist on a signed and dated delivery note.

• Never allow goods to be picked up. If a customer requests this then cancel the original Transaction and then complete

a Chip/PIN verified Transaction when they come to collect their goods. Otherwise you will be liable if the Transaction

is disputed at a later date.

Instruct your Courier

Make sure the goods are delivered to the specified address and not given to someone who ‘just happens to be waiting

outside’. Instruct your courier to return with the goods if they are unable to affect delivery to the agreed person/address.

Do not deliver to an address, which is obviously vacant.

Obtain signed proof of delivery, preferably the Cardholder’s signature.

If you have your own delivery service, consider training your driver to check the Card and take a signed and imprinted

voucher. If you wish to use this method please contact the Fraud Department by phoning the Merchant Support Centre for

more details. Alternatively you may wish to consider portable Terminals. If you wish to use either of these methods please

contact the Fraud Department by phoning the Merchant Support Centre for more details.

Always be particularly wary of:

• Demands for next day delivery

• Alterations of delivery address at short notice

• Phone calls on the day of delivery asking what time, exactly, the goods are due to be delivered.
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Other Important Fraud Considerations

Remember – An Authorisation code only indicates the availability of a Cardholder’s credit and that the Card has not been

blocked at the time of the Card Transaction. It does not guarantee that the person using the Card is the rightful Cardholder.

Do not, under any circumstances, process Card Transactions for any business other than your own. Some fraudsters offer

commission to process Card Transactions while they are awaiting their own Credit Card facilities. If you process Card

Transactions on behalf of any other business/person you will be liable for any Chargebacks, will be in breach of your

Merchant Agreement and will put your own AIB Merchant Services facility at risk.

Your Card Transactions must not involve any Card issued in:

• Your name or your account

• Or of a partner in, or director or other officer of your Business

• Or of the spouse or any member of the immediate family or household of any such person detailed above.

Doing so will put your AIB Merchant Services facility at risk. In addition AIB Merchant Services will have the right to

process an entry to cancel the Card Transaction without notification.

Fraud Prevention Programmes

Some geographical areas are more prone to fraud than others and you may be unfortunate enough to suffer a fraud attack,

particularly if you offer goods that are attractive to fraudsters and can be easily, but illegally, resold.

In order to protect your Business from financial loss it is imperative that you and any staff that you employ follow the

contents of this Merchant Procedure Guide carefully at all times.

If you suffer a fraudulent Card Transaction we will do all that we can to help you avoid financial loss but, often, the

outcome will depend upon the extent to which you have followed the processes and guidelines contained within this

Merchant Procedure Guide.

If you are concerned that you may be vulnerable to fraud attack, perhaps because of your Business location or local

intelligence, please contact the Merchant Support Centre and ask to speak to our Fraud Department who would be happy

to give you advice and tactical tools, if appropriate, to help you to combat this crime.

A number of Terminals now offer an additional safeguard relating to Card Not Present Transactions. The Card Security

Code (CSC) can be checked on Card Not Present Transactions. The CSC is the last three or four numbers on the

Signature Strip on the back of the Card. If you regularly process CNP Transactions, you may wish to consider using this

safeguard. If you wish to know more about CSC please contact the Merchant Support Centre and ask for information to be

sent to you.
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Section 10: Your Merchant Services Statement

The Merchant Statement breaks down information in ways that are designed to be of most value to you. Our aim is to give

you as much detail as we can so that you are in complete control of your Card Transactions and business analysis.

The Statement will detail the number and the value of Card Transactions processed by us in the previous month as well as

the Merchant Service Charge and fees payable. Following receipt of your Statement, your nominated bank account will be

debited accordingly. Please check all the details shown against your own records. A full statement guide is available on the

reverse of your monthly statement.

The Statement Header.

• This is where all the relevant Merchant details will be.

A Statement Message.

• Please read this carefully because it gives important information for Merchants.

Processing Details.

1. Batch Date - This shows the date that the transactions are submitted for processing.

2. Batch No. - this is the reference number for each batch you have submitted.

3. Statement Narratives -

• If the submission method was by a Terminal then the Terminal identification will be stated here

(submission has to be split by Terminal identification).

• If the submission method was by batch then the original file name will be stated here, if the merchant

sends a narrative this will be prioritised.

• If the submission was a Chargeback then the case identification will be stated here.

4. Subm. Currency - The currency that the transactions or batches were submitted in.

5. No. of Credits – This is the number of transactions that have been credited to your bank account within the

batch or days processing.

6. Value of Credits - This is the amount that is credited to your bank account within the batch or days processing.

7. No. of Debits - This is the number of debits in the batch or days processing that have been debited from your

bank account (Chargebacks and Refunds).

8. Value of Debits - This is the amount that is debited from your bank account within the batch or days

processing.

9. Processed Amounts - This is the net processed amount for the batch or days processing.

10. Funding Currency – This is the currency in which you receive your funding.

11. Net Total - The net amount in the funding currency.
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Fees and Charges.

• This section details a breakdown of the Charges applicable to you, this includes;

1. MSC Description - This is your Merchant Service Charge or fee description.

2. Valid From - The date the MSC is valid from.

3. No. of Trx - The number of transactions for each fee type.

4. Turnover – This is the total value of transactions for each fee type.

5. MSC Rate (%) - If your agreed MSC for this Card type is a percentage amount, the value will be quoted here.

6. Fixed MSC Rate - If your agreed MSC for this card type is in Cent/Euro, the value will be quoted here.

7. Charge Amount* - Total MSC for each fee type before the Interchange fee is added.

8. I-Change Fee* – This is the charge calculated by AIB Merchant Services based on the Scheme Rules that are

passed on to you for each Transaction taken.

9. Total charge - The total value for each fee type.

10. Charge Currency - This is the currency of the listed MSC.

*The above Charges, 7 & 8 are applicable only if you have agreed an interchange plus schedule.

• This section details a breakdown of the Fees that are applicable to you and includes;

1. Fee Description - This is your fee description.

2. No. of Fees Charged – This is the number of fees charged.

3. Fee Amount – This is the amount of the fee.

4. Fee Total – The total of the listed fee.

5. VAT (%) - The percentage of VAT.

6. VAT Amount – The amount of VAT.

7. Total Amount – This is the total fee amount.

8. Fee Currency – The currency of the listed fee.

The total Fees and Charges are documented at the bottom of this list.

The following section of the statement details the funding totals applied to the Merchant.

• This section details a breakdown of the Credits;

1. Payment Creation Date – The date payment was created.

2. Bank Statement Text - This is what will be quoted on your bank statement. This message can vary.

3. Payment Amount – The payment amounts by date.

4. Currency – The Currency in which the Merchant receives their funding.

• This section details a breakdown of the Debits;

1. Debit Creation Date – This is the date the debit was created.

2. Bank Statement Text - This is what you will see on your bank statement. This message can vary.

3. Debit Amount – This is a summary of total charges, including Chargebacks, MSC and fees.

4. Currency – This is the currency of the debited amount.
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If you have any queries regarding your Merchant Statement please contact the Merchant Support Centre or write quoting

your AIB Merchant Services Merchant number and details of the query, to:

AIB Merchant Services

Dept. AA1668

PO Box 4214

Dublin 2

Adjustments

If there are errors on your daily submission totals, an amendment will be made to the credit you receive. You will be

advised of any such adjustments made.
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Section 11: Additional Facilities

Important

The following additional facilities are only available if you have had prior approval from AIB Merchant Services:

• Acceptance of Deposits and/or Deferred Supply Transactions

• Purchase with Cashback

Acceptance of Deposits and/or Deferred Supply Transactions

Provided you have received written notification from us you may accept deposits or full payments from Cardholders for

Deferred Supply Transactions – i.e. items which are paid for in advance but where the product/service is not delivered

immediately.

You may only accept such deposits and/or Deferred Supply Transactions if we have allowed you to do so in your

application and then only in accordance with the details provided in your original application or if we subsequently agree.

If you have not supplied the goods and/or services within the maximum timescales agreed with us in your application

and/or agreed with the Cardholder at the time of the Card Transaction (if less), you must Refund the Card Transaction and

tell the customer you have done so.

In a Deferred Supply Transaction where goods/services are to be provided at a later date, and the Cardholder provides a

deposit towards the full Transaction amount, two separate Card Transactions must be completed. The first is for the

deposit total and the second is for the balance amount, which should only be submitted for payment upon delivery of the

goods or provision of the services. The respective Transaction Sales Receipts must indicate either ‘deposit or balance’ as

appropriate, and Authorisation obtained (see Section 6: Authorisation Procedures) for each of these Transaction elements

where the cumulative total of both exceeds your Floor Limit.

If you wish to change the amount/percentage of deposit payment that you are taking or wish to change the delivery

timescales between deposit and full payment and/or full payment and delivery then you must advise us in advance and

seek our agreement to the requested change. Any changes should be advised initially to the Merchant Support Centre and

subsequently in writing to:

AIB Merchant Services

Dept. AA1668

PO Box 4214

Dublin 2
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Purchase With Cashback

Provided you have received written notification from AIB Merchant Services, you may offer Purchase with Cashback to a

Cardholder using one of the following Cards:

1. Laser

2. Domestic Visa Debit (Visa Debit Card issued in the Republic of Ireland)

Complete the Card Transaction the same way as a standard purchase, but include the following additional steps:

• Cashback: The cash amount should be entered in accordance with your Terminal User Guide. This amount must not

exceed your Cashback Limit. (Your Cashback Limit is the maximum amount of cash you can provide as part of a

purchase with Cashback facility).

• Authorisation: All Purchases with Cashback must be authorised.

• Fallback Procedures: The Fallback Procedures detailed in Section 5: Using the Paper Fallback System, applies to

Purchases with Cashback for Visa Debit and Laser Cards. However, manual Authorisation must be obtained for all

Fallback Card Transactions that include Purchase with Cashback.

• Charges: You are not permitted to charge Cardholders for the Cashback service.

For further information and availability on the following Additional Facilities please contact the Merchant Support Centre:

• Express checkout

• Assured reservations

• Foreign Currency Card Transactions

• Purchasing Card Transactions

• Recurring Transactions and pre-authorised orders

• Bureau de Change.



42

Section 12: Card Not Present (CNP) Transactions

Provided you have received written approval from AIB Merchant Services you may accept a Card Not Present Transaction

from a Cardholder who wishes to pay using VISA, MasterCard, internationally issued Maestro and Laser.

You may only accept Card Not Present Transactions provided they do not exceed the agreed percentage of the total Card

volume as detailed in your original application.

You must not accept International Maestro Cards for Card Not Present Transactions except where the Transactions are

taken through Secure Electronic Commerce (E-Commerce).

When accepting a Card Not Present Transaction, please take extra care to ensure it is the genuine Cardholder who placed

the order. Record all details in writing of the Card Not Present Transaction and if conducted by telephone, the time and

date of the conversation. You may be asked to produce this or the Cardholder’s authority for a Card Not Present

Transaction if the Card Not Present Transaction is disputed at a later date. If feasible you should obtain and keep a copy of

the Cardholder’s signature on file authorising you to process the Card Not Present Transaction.

The following orders are all acceptable as Card Not Present Transactions:

Mail orders: written authority from the Cardholder, bearing the Cardholder’s signature in any form including:

• Completed order forms

• Facsimile transmissions.

Telephone orders: authority from the Cardholder by telephone.

If you conduct Card Not Present Transactions by mail, for example, advertisements in magazines, the Cardholder’s

signature must appear on your order form and again, you must retain the instruction for at least 24 months in case the

Card Not Present Transaction is disputed at a later date.

For all orders received by mail, telephone or fax, goods must be delivered and it is advisable to retain documentary

evidence of the delivery address for 24 months.

Important

Under no circumstances can goods paid by mail or telephone be handed over the counter to, or collected by, your

customer.

If a Cardholder wishes to collect the goods, then he/she must attend your premises in person and produce his/her Card. In

addition, any Sales Voucher already prepared must be destroyed and a fresh one completed as a normal over the counter

sale and if you have already completed a Card Not Present Transaction you must either cancel the Card Not Present

Transaction or perform a Refund. If you perform a Refund, please advise the Cardholder that the original Card Not Present

Transaction, a Refund entry and the new over the counter Card Transactions will all appear on his/her Merchant

Statement.
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Information you need to record

For all Card Not Present Transactions you must record the following details:

• The Card Number

• The Card expiry date

• The Card issue number (if present)

• The Cardholder’s title (if present)

• The Cardholder’s name and initials as shown on the Card

• The Cardholder’s address

• The delivery address.

You may be asked to produce this information if the Card Not Present Transaction is disputed at a later date.

As telephone orders present the greatest risk, you may also wish to record the following:

• The Cardholder’s telephone number

• The time and date of the conversation.

Please Note: If you choose to deliver goods to an address other than the Cardholders address, you are taking

additional risk. See Section 9: How to Guard Against Fraud, for some helpful tips.

Completing a Card Not Present Transaction

If you are using an electronic Terminal to process your Card Not Present Transactions, follow the instructions in your

Terminal User Guide. Once you have completed the Card Not Present Transaction, you must indicate Card Not Present

Transactions by writing ‘CNP’ on the signature line of the Terminal Sales Receipt. In some cases the Terminal may have

already printed this on the Terminal Sales Receipt.
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Card Security Code (CSC/CVV2/CVC2)

The Card Security Code (CSC) is the last three or four numbers on the Signature Strip on the back of the Card.

For all MasterCard, Visa and Laser Cards, the code is the 3-digit number that follows directly after the Card Number.

On some Cards, only the last 4 digits of the Card Number are repeated in the signature strip, followed by the 3-digit CSC.

The security code is mandatory on all Cards issued with a ‘valid from’ date of 1 January 1999 or later.

Electronic Transactions

These extra security measures should not make any difference to the speed it takes to authorise a Transaction

electronically.

If you are using an electronic Terminal to process your Card Not Present Transactions, your Terminal will automatically call

the AIB Merchant Services Authorisation Centre as normal.

The introduction of the electronic CSC Service is designed to eliminate the need for Card Not Present ‘Code 10’

Authorisation calls in normal circumstances, however, if you are suspicious then you should undertake a ‘Code 10’

Authorisation call to further verify the Transaction.
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Authorisation Responses

If there are available funds and the Card has not been reported lost or stolen, one of the standard responses shown below

will be received. It is your decision whether or not you wish to progress a Card Not Present Transaction.

Please remember that you remain liable should a Transaction be confirmed as invalid or fraudulent, even if data

matches and an Authorisation code had been issued.

The final decision on whether or not to accept a payment is still up to you, as the CSC will not protect you from a

Chargeback.

CSC responses do not consider whether there are sufficient funds OR even if the Card is lost or stolen. You can

still get a positive CSC match but on a declined Transaction.

Authorisation

International Maestro, MasterCard and Visa Cards

Authorisation must be obtained for all sales equal to or exceeding your Card Not Present Floor Limit. The Cardholder must

be advised of the delivery timeframes, any special handling arrangements and of the cancellation policy. Shipping dates

for goods must be within 7 days of the date Authorisation was obtained. If after the Card Not Present Transaction has been

taken, additional delays will be incurred (e.g. item becomes out of stock) the Cardholder must be notified and the Card Not

Present Transaction re-authorised.

Laser Cards

Authorisation must be obtained for all Laser Card Not Present Transactions regardless of the amount however,

Authorisation does not guarantee payment should a dispute arise. The maximum amount that may be processed per Trans

action is €1500.00.

Response Definition Action to Take

Data
Matches/Data
Matched.

This means that the CSC matches
the Card Issuer’s records.

As long as you have been issued with an Authorisation code, and
you are satisfied that the Transaction is genuine, unless there are
other suspicious circumstances that concern you, you are likely to
want to go ahead with this Transaction. Although, as with all Card
Not Present Transactions, payment is not guaranteed and you bear
the risk if the Transaction is disputed at a later date.

Data Non
Match/Data not
Matched.

The CSC and one or both of
the address details do not
match with the Card Issuer’s
records.

This is possibly a fraudulent Transaction. It could also mean that
the details have been noted incorrectly. We recommend you don’t
proceed unless further checks are made to verify the Cardholder and
the delivery address provided.

Not Checked.
This means that the CSC has not
been checked.

This may be because the Card Issuer does not support either
service or their system is down. In these circumstances you will
have to make a decision based on the information you have. We
recommend further checks are made before going ahead with
the sale.

For more information on CSC please contact our Merchant Support Centre on 1850 200 417.

IMPORTANT – Authorisation, with or without confirmation of CSC information does not guarantee payment. If fraud
subsequently occurs the Merchant is liable for the Chargeback.
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Authorisation by Telephone

Call the Authorisation Centre on 01 269 7700 which is open 24-hours a day, 365 days a year. This number must be used

for all Card Not Present Transactions.

When telephoning the Authorisation Centre you will be required to clearly state in this order:

1. “This is a Card Not Present Transaction Authorisation”

2. Card Number

3. Your AIB Merchant Services Merchant number

4. Exact amount of sale

5. Card expiry date

6. Cardholder name, initials and address, including postcode.

You will be given an Authorisation number to be written in the space provided on the Voucher or Card Not Present

Transaction Schedule.

You may only accept Card Not Present Transactions if you have AIB Merchant Services prior written agreement

that you may do so. Card Not Present Transactions are done entirely at your own risk and we offer no guarantee

of payment, actual or implied, for that type of Transaction even if you have obtained Authorisation.

If there are unacceptable levels of fraudulent Card activity and/or Cardholder disputes resulting from Card Not

Present Transactions, AIB Merchant Services reserve the right to withdraw the Card Not Present facility.

Accepting Payments Over The Internet

If you wish to accept payments by Credit or Debit Card over the Internet, you will need an additional Merchant number and

AIB Merchant Services prior agreement to accept Cards this way. You will also need to comply with the Electronic

Commerce Merchant Operating Guide. A copy of which can be obtained by contacting the Merchant Support Centre.

When your Internet outlet is approved, you will be issued with a new AIB Merchant Services Merchant number. This

number must be used for Internet sales only. If you carry out Card Not Present Transactions using the Internet you must

ensure they are carried out in accordance with the Electronic Commerce Merchant Operating Guide, which you will have

been issued with at the time of agreement of your facility. Further copies of the Merchant Procedure Guide are available by

contacting the Merchant Support Centre.

If you want to discuss obtaining an Internet facility, please contact our Merchant Support Centre on:

1850 200 417
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Section 13: Pre-Authorisation (for hotels, lodgings and

car hire)

Authorisation helps to protect your Business against fraudulent Card use and confirms that the Cardholder’s Account is

valid and within the available spending limit.

The Pre-Authorisation procedure, in the case of hotels and lodgings allows you to estimate the final Transaction amount

and receive the protection of an Authorisation during a guest’s stay before checkout, or in the case of vehicle hire, the

period of hire before the vehicle is released. It is vitally important that the procedure for Pre-Authorisation is strictly adhered

to otherwise unnecessary queries and customer complaints will follow.

Key Points to Note:

• When taking verbal or written reservations/bookings, it is advisable not to overestimate the value of the final

Transaction amount when processing the Pre-Authorisation i.e. in the case of long-stay accommodation, or long-term

vehicle hire, the estimated value should be equivalent to no more than 14 days stay/hire on any one Pre-Authorisation.

• Furthermore, the Card details for the payment of a reservation/booking should not be taken unless the same Card is

to be presented to front desk staff at the time of check-in.

• At check-in, the Card details should be captured electronically on a Terminal, verified with the Cardholder’s PIN (if it is

a CHIP and PIN Card) and a Signature obtained on a check-in/registration form. This procedure is advisable in order

to prevent loss to your Business when Card details are provided fraudulently by means of Telephone, Mail, Fax or

Electronic Commerce (E-Commerce).

• It is important that members of staff are aware of these practices as, under Card Scheme regulations, payment is only

guaranteed if an Authorisation Code and the Cardholder’s PIN (if it is a Chip and PIN Card) and signature have been

obtained. This provides proof that the Card was present at some time during the period of stay/hire.

• It is therefore recommended, to be ‘best practice’ to capture the Card details on an electronic Terminal together with

the Cardholder’s PIN (for Chip and PIN Cards) and a signature on the check-in/registration form at the outset.

The Pre-Authorisation procedure allows you to estimate the final Transaction amount and receive the protection of an

Authorisation for the estimated amount plus 15% of that sum during the period of time the Transaction covers.
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When A Client Arrives At The Front Desk

1. Estimate the total charge due based upon:

• The expected length of stay/period of vehicle hire

• The appropriate rate including relevant tax

• Estimated miscellaneous charges.

2. Carry out the Pre-Authorisation procedure to obtain Authorisation for the estimated amount (refer to the Terminal

User Guide for Pre-Authorisation procedure) but do not overestimate this amount as this will result in customer

complaints.

3. Record on the check-in voucher/registration form, the Date, the amount authorised and the Authorisation Code.

4. Monitor charges as they accrue to determine if you need to revise your estimate. If you need to increase the

estimate, obtain Authorisation for the additional amount(s) separately and record this on the check-in

record/registration form as before.

When A Client Checks-Out/Returns The Vehicle

Determine the final bill and add up all the authorised amounts. You will be protected for the authorised amounts plus 15%

of that sum. Therefore:

• If the final Transaction amount is less than the sum of all the authorised amounts plus 15%, you do not require a

further Authorisation.

• If the final amount is greater than the sum of all the previously authorised amounts plus 15%, you will need to obtain

an additional Authorisation for the difference between the final Transaction and the sum of the Authorisation already

obtained.

To process the final bill for payment you will need to carry out a Completion Transaction. The Completion Transaction will

release the hold placed on the pre-authorised amounts by the Card Issuer as a result of the Pre-Authorisation request and

the Merchant will receive payment.

How To Process The Completion Transaction:

• The Merchant should input the most recent Authorisation Code obtained for the total amount of all the pre-authorised

Transactions.

• The Transaction should be completed using the final Transaction total amount, which is due, and this is the amount for

which Merchant will receive payment.

(Refer to your Terminal User Guide for further information on how to process the Completion

Transaction on your Terminal).
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Information You Need From The Cardholder

When a Cardholder calls to make a reservation, you must obtain following:

• Card Type.

• Card Number.

• Card Expiry Date.

• Card Security Code (this is the last three or four numbers on the Signature Strip on the back of the Card NB: this

number must only be used for the Transaction being undertaken and not stored/recorded for future use).

• Cardholder’s Name as it appears on the Card.

• Cardholders Billing Address.

• Contact Address, if different.

• Contact Telephone Number.

• Planned date of arrival/pick-up and length of stay/hire.

• Number and type of room(s) or vehicle(s) required.

At no time must you ask the Cardholder for their PIN.

Conditions You Must Explain To The Cardholder (Hotels & Lodgings)

When confirming the specific details of a reservation you must also explain the following to the Cardholder:

• The deadline for cancellation is 6.00pm local time on the day of arrival. If the Cardholder cancels later than this they

will be charged for the night. A deadline may be set earlier than this by a Merchant, up to a maximum of 72 hours

before 6.00pm on the arrival date. If this is the Merchants policy then it must be outlined at the time of booking and

confirmed it in writing to the Cardholder at least 3 day before the arrival date.

Cancellations And No Shows

If the Cardholder cancels the booking within the deadline you should provide them with a cancellation reference number

and confirmation in writing, if requested, detailing:

• The Cardholders Name, Card Number, Expiry Date and Cancellation Code.

If the Cardholder cancels their reservation in good time a Card payment must not be processed.

However, if the Cardholder fails to arrive, the reserved room(s) should still be held until noon on the day following the

reservation date. If the Cardholder does not arrive during this time they will be charged for one night’s stay, and the rest of

the booking will be cancelled with no further charge. This is known as a ‘NO SHOW’. To process a charge for a ‘NO

SHOW’:

• Follow the PAN key entry procedure set out in your Terminal User Guide and process the Cardholder’s details

accordingly charging only for one night’s stay.

• On the signature line of the Transaction receipt, write clearly ‘NO SHOW’.

• Send a copy of the invoice and Cardholder’s copy of the Terminal Receipt to the Cardholder’s billing address.



50

Section 14: Essential Equipment

The following Equipment is essential when using an electronic Terminal supplied by us:

• Telephone Line

o You are required to provide a standard analogue telephone line to enable your electronic Terminal to connect

with the Authorisation and processing systems.

o It is recommended that the telephone line is a dedicated line and is not shared with any other equipment (e.g.

fax machine, computer or another phone).

o The telephone line should be plugged into the Terminal and left on at all times (24 hours per day) to ensure you

receive Authorisation and payment for Transactions.

o The telephone line should not have other services enabled, such as message answering, as this can impair the

operation of the Terminal.

• Paper Rolls

o It is important you ensure that there is paper in the Terminal at all times, for both Cardholder Transaction

Records as well as your own Merchant Records.

• Supervisor and Training Card

o The supervisor Card supplied with the Terminal is required for certain procedures such as Refunds (refer to

Section 5: Using the Paper Fallback System) and Banking. Instructions on how to carry out these procedures on

a Terminal are also contained within the Terminal User Guide.

o The Terminal will prompt you for use of the Supervisor Card when necessary.

o The training card(s) supplied with the Terminal if applicable is/are to be used for staff training purposes only.

o It is important that these Cards are kept safely and securely whilst also ensuring accessibility to them for staff

authorised to perform these types of procedures.

• Contingency

o Should you have any problem with one of our Terminals then our Terminal Support Centre (please see your

Terminal User Guide) will endeavour to solve the problem over the phone and where this is not possible we will

arrange for a replacement part or machine to be delivered.
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Section 15: Complaints Procedure

At AIB Merchant Services, we place great importance on providing the highest standards of service to all our customers.

Occasionally, we don’t get it right. If this happens, we would like you to tell us about your concerns so that it doesn’t

happen again.

Who to Contact

We have internal procedures for handling complaints fairly and speedily. These include acknowledging your complaints

within 24 hours and letting you know how long it might take to investigate it and respond more fully.

If you wish to make a complaint you should first of all contact us by writing to:

AIB Merchant Services

Dept. AA1668

PO Box 4214

Dublin 2

Telephoning: AIB Merchant Services - 1850 200 417

Section 16: How to End Your Merchant Services

Agreement

If either party (i.e. us or the Merchant) wishes to terminate the AIB Merchant Services Agreement, they will be required to

give the other party a minimum of 30 days written notice, subject always to our right to terminate under the Terms and

Conditions. (See Section: 24 of the Terms & Conditions). Please contact us at the below address or number.

Please write to:

AIB Merchant Services

Dept. AA1668

PO Box 4214

Dublin 2

Or telephone: AIB Merchant Services - 1850 200 417

All Terminals provided by us to you must be returned immediately.
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Section 17: Glossary

Agreement:

Has the meaning set out in Clause 25 (r) of the Terms and Conditions. The Agreement sets out the agreement

understanding and undertaking of the parties in relation to the provision of the Services by us to you.

AIB:

Means Allied Irish Banks, p.l.c.

AIB Merchant Services:

Means First Merchant Processing (Ireland) Limited.

Authorisation:

Means the process of referring a Transaction to the Authorisation Centre at the time of the Transaction for approval for

the Transaction to go ahead.

Authorisation Centre:

Means the AIB Merchant Services Credit Card centre or such other centre as we may from time to time establish and

notify to you.

Authorisation Code:

Means a code number advised by the issuer to us in respect of a particular Transaction during the course of

Authorisation.

Banking Day:

Means any day the Bank is open for business in the Republic of Ireland.

Business:

Means your Business as a merchant as described in the Agreement or such other description as AIB Merchant

Services may agree from time to time.

Card:

Means all valid and current payment Cards approved by AIB Merchant Services and notified to you in writing from time

to time.

Cardholder:

Means an individual, company, firm or other body to whom a Credit or Debit Card has been issued and who is

authorised to use that Card.

Cardholder's Account:

Means an account in the name of the Cardholder, as identified in the Card Number.

Cardholder's Information:

Means any information in relation to a Cardholder including any Card Number and personal data.

Card Issuer:

Means the institution that issued the Card to the Cardholder.

Card Not Present (CNP):

Means an order for goods or services where the Card or the Cardholder is not physically present at your premises at

the time of the Transaction. This often arises from postal or telephone requests for goods or services.

Card Number:

Means the number displayed on a Card identifying the Cardholder's Account.

Card Present:

Means a Transaction where the Card is physically presented to you by the Cardholder as the form of payment at the

time of a sale.
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Chargeback:

Means a demand by a Card Issuer or a Card Scheme to be repaid a sum of money by us in respect of a Transaction,

which has been previously subject to Settlement and for which we have been paid by the relevant Card Scheme.

Chip:

Means an electronic device in a Card, which enables the Card to communicate Cardholder details to a Chip and PIN

Terminal.

CSC/CVV2/CVC2:

Means the three-digit security code printed on the reverse of Card and intended to enhance the authentication of the

Card.

Data:

Means Card Transaction and Refund data.

Direct Debit:

An instruction given by you to your bank, to permit us to demand or initiate payment of sums due to us from the

Nominated Bank Account in accordance with relevant Scheme Rules.

Electronic Commerce:

Means a non-face-to-face on-line Transaction using electronic media in which Card details are transmitted by a

Cardholder to you via the Internet, the extranet or any other public or private network.

Equipment:

Means all equipment provided to you under a Leasing Agreement by AIB Merchant Services, our agents, or any other

entity in the AIB Merchant Services Group, including in particular any imprinter, electronic data capture device or Sales

Vouchers and including any replacements, substitutions or additions thereto.

Fallback Procedures:

Means the procedures set out in the Customer Information Manual.

Floor Limit:

Means the amount above which Authorisation is required in respect of a Transaction, as determined by the relevant

Card Scheme or us from time to time.

Internet:

Means the Internet being a collection of various separate networks worldwide, which are connected together, using a

standardised set of communication protocols.

Issuer:

Means an organisation that issues Cards and whose name appears on the Card as the Issuer or who enters into a

contractual relationship with the Cardholder for the use of the Card.

Payment Service Provider (PSP):

Means a provider of a service, which enables Card payments to be made over the Internet.

PIN (Personal Identification Number):

This is the secret number used by Cardholders with Chip Cards to authorise Transactions to be debited to their account.

PIN Pad:

Means a secure device with an alphanumeric keyboard, which complies with the requirements, established from time to

time by us and through which the Cardholder can enter their PIN.

Point of Sale:

Means the physical location at which you accept Transactions and in the case of Card Not Present Transactions via a

website is where you have your fixed place of establishment.
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Recurring Transaction:

Means a Transaction that the Cardholder has agreed can be debited to their Cardholder's Account at agreed intervals

or on agreed dates. The Transaction can be for a specific amount or for an amount due to you for an ongoing service or

provision of goods.

Refund:

Means where you agree to make a Refund to the Cardholder’s Card of the whole or part of any sum authorised by a

Cardholder to be debited to their Cardholder’s Account.

Sales Vouchers:

Mean vouchers to be used during Fallback Procedure.

Scheme Rules:

Means the rules and operating instructions issued by particular Schemes from time to time.

Settlement:

Means the payment of amounts to be paid by us to you or by you to us under this Agreement.

Statement:

Means the regular advice from AIB Merchant Services to you advising of the Transactions performed by you and the

charges due by you.

Terminal:

Means an electronic device used to capture Card details, for obtaining Authorisations and submitting Transactions to us

for Settlement. The term also includes any PIN entry device (PED) if it is a separate device.

Terminal Supplier:

Means any company authorised by us to supply Terminals to Merchants.

Transaction:

Means an act between the Cardholder and you regarding the purchase or return of goods or services where the

Cardholder uses his Card to pay for such goods and/or services that results in the generation of a Transaction Record

and the providing of goods/services and/or Refunds.

Transaction Data:

Means all data relating to Transactions.

Transaction Record:

Means the particulars of a Transaction required from you by AIB Merchant Services in order to process a Transaction in

the form as prescribed by us.

you or your or Merchant:

Means the merchant who has entered into the Agreement.


