
Revised Standards for Merchant and
Submerchant Compliance
Topic(s): Fraud/Risk, Merchant, Rules/Standards, Security

May Apply To: Acquirers Processors

Summary: MasterCard is mandating that an acquirer must not support any
merchant or submerchant action taken with the intention or
effect of evading detection by MasterCard fraud monitoring and
other compliance thresholds.

Action Indicator: M Mandate

Effective Date: Immediately

Background
MasterCard has observed instances of “load balancing,” where a merchant
divides its transaction volume between multiple merchant accounts or Merchant
ID numbers to keep its total number of transactions below MasterCard fraud
monitoring and other compliance thresholds. In most of these instances,
the use of multiple merchant accounts or Merchant ID numbers serves no
legitimate business purpose and potentially introduces increased risk to the
payments system. Such actions typically are intended to avoid detection for
excessive fraud, excessive chargebacks, or both.

MasterCard has similarly observed the merchant practice of leveraging
shell corporations (that is, entities that have no actual employees or active
operations) to further perpetuate load balancing schemes, as well as a means to
establish a merchant presence in a region or country to circumvent MasterCard
rules, such as MasterCard Rule 1.7 (Area of Use).

Accordingly, MasterCard is announcing revised Standards for merchant and
submerchant compliance with the Standards, which mandate that an acquirer
must not support any merchant or submerchant action having a purpose
or effect of evading detection by MasterCard fraud monitoring and other
compliance thresholds.

To further mitigate potential load balancing activity, if MasterCard determines
that two or more merchants or submerchants are commonly owned or
controlled and operate generally in the same line of business, MasterCard may
treat such merchants or submerchants as a single merchant or submerchant and
aggregate data pertaining to the merchants or submerchants for the purpose of
determining compliance with the Standards.

4
Revised Standards for Merchant and Submerchant Compliance

Global Operations Bulletin No. 12, 1 December 2014

©2014 MasterCard. Proprietary. All rights reserved.

Production Review—Due 24 November



Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

Immediately MasterCard Rules Chapter 5—Acquiring

Immediately Security Rules and Procedures Chapter 7—Merchant,
Submerchant, and ATM
Owner Screening and
Monitoring Standards

MasterCard will incorporate the revised Standards into a future edition of
these manuals. The manuals are available on MasterCard Connect™ via the
Publications product.

Revised Standards—MasterCard Rules
MasterCard will revise the MasterCard Rules to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

Chapter 5—Acquiring

5.2 Merchant and Submerchant Compliance with the Standards

The Acquirer is responsible for ensuring that each of its Merchants complies
with the Standards, and the Acquirer is itself responsible to the Corporation
and to other Customers for any Merchant’s or Submerchant’s failure to do so.

The Acquirer must not support any Merchant or Submerchant action having a
purpose or effect of evading detection by the Corporation’s fraud monitoring
and other compliance thresholds set forth in the Standards, including but not
limited to “load balancing” (that is, the distribution of Transactions between or
among Merchant ID numbers in order to avoid minimum thresholds).

The Acquirer must take such actions as may be necessary or appropriate to
ensure a Merchant’s or Submerchant’s ongoing compliance with the Standards
by monitoring, on an ongoing basis, the Activity and use of the Marks of each
of its Merchants. Minimum Merchant monitoring Standards are set forth in
Chapters 6 and 7 of the Security Rules and Procedures manual.

Failure by a Merchant, Submerchant, or Acquirer to comply with any Standard
may result in chargebacks, an assessment to the Acquirer, and/or other
disciplinary action.
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Revised Standards—Security Rules and Procedures
MasterCard will revise the Security Rules and Procedures to include these
Standards. Additions to the Standards are underlined. Deletions are indicated
with a strikethrough.

Chapter 7—Merchant, Submerchant, and ATM Owner
Screening and Monitoring Standards

7.2 Ongoing Monitoring

An Acquirer must monitor and confirm regularly that the Transaction activity of
each of its Merchants (sales, credits, and chargebacks) is conducted in a legal
and ethical manner and in full compliance with the Standards, and ensure that
a Payment Facilitator conducts such monitoring with respect to each of its
Submerchants, in an effort to deter fraud. Monitoring must focus on changes in
activity over time, activity inconsistent with the Merchant's or Submerchant's
business, or exceptional activity relating to the number of Transactions and
Transaction amounts outside the normal fluctuation related to seasonal sales.
Specifically for MasterCard Transaction processing, ongoing monitoring
includes, but is not limited to, the Acquirer fraud loss controls relating to
deposit (including credits) and authorization activity described in section 6.2.2.

With respect to an electronic commerce (e-commerce) Merchant, the Acquirer
regularly, as reasonably appropriate in light of all circumstances, must review
and monitor the Merchant’s Web site(s) and business activities to confirm and
to reconfirm regularly that any activity related to or using a Mark is conducted
in a legal and ethical manner and in full compliance with the Standards. The
Acquirer must ensure that a Payment Facilitator conducts such monitoring with
respect to each of its Submerchant’s Web site(s).

As a best practice, MasterCard recommends that Acquirers use a Web site
monitoring solution to review their e-commerce Merchants’ and Submerchants’
activity to avoid processing illegal or brand-damaging Transactions.

Questions?
Customers with questions about the information in this article should contact
Customer Operations Services using the Contact Information provided in this
bulletin, their regional Help Desk, or a regional Customer Security and Risk
Services representative.
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