
Revised Standards Introducing the
Digital Activity Customer Type and
Digital Activity Service Provider
Category
Topic(s): Chip, Contactless, Digital Remote Secure Payment, E-commerce, Fraud/Risk, MasterCard
Digital Enablement Service, Mobile, Rules/Standards, Security

May Apply To: Acquirers Issuers Processors

Summary: MasterCard is revising its Standards to recognize Digital Activity
and a new type of customer that performs Digital Activity,
called the Digital Activity Customer. A Digital Activity Customer
will offer digital-related services that add value to issuing and
acquiring customers, cardholders, and merchants, but will not
issue cards or acquire transactions. The first type of Digital
Activity is being a Wallet Token Requestor.

MasterCard is also creating a new category of Service Provider
called a Digital Activity Service Provider. A Digital Activity
Service Provider performs Credentials Management Service or
other digital-related services as may be defined for a Digital
Activity Customer or other customer, and must be registered
with MasterCard by the customer receiving the services.

Action Indicator: A Attention warranted

Effective Date: Immediately

Background
MasterCard is advancing support of digital payments by modifying the
Standards to recognize a new classification and definition of customer to
include Digital Activity Customer. This classification allows financial and
non-financial institution entities, under rigorous requirements, to apply for
customer recognition for certain types of activity, such as participation in the
MasterCard Digital Enablement Service as a Wallet Token Requestor in support
of device-based payments.
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Approval of a Digital Activity Customer results in a Digital Activity Agreement
granting the right to engage in the proposed Digital Activity and a limited
license to use the MasterCard Marks, but not the right to issue cards or acquire
transactions. Any use of the MasterCard Marks is limited to performing the
Digital Activity (for example, but not limited to, the display of an issuer’s card
image on the mobile phone as the cardholder selects among accounts to be
used for payment) or marketing performed in connection with the Digital
Activity (for example, display of the MasterCard Marks in promotional materials
advertising the customer’s service).

All Digital Activity Customer applicants must meet applicable eligibility criteria
established by MasterCard in order to be approved. Furthermore, Digital
Activity Customers must perform Digital Activity in a manner consistent with
the Digital Activity Agreement and License, MasterCard-defined operational
and technical requirements (for example, privacy and information security,
to the extent applicable to the provision of Digital Activity), and applicable
international, federal, state, provincial and local laws, rules, directives and
governmental requirements, and/or other regulatory obligations.

Existing Customers and Service Providers Engaged in
Digital Activity
An existing issuing or acquiring Principal Customer that wants to perform
Digital Activity must complete and submit the Change in License(s) and Activity
form (Form 637) and deliver it to Franchise Development using the contact
details indicated at the end of this article. In addition, successful completion of
technical certification with MasterCard for Digital Activity is required.

If a Digital Activity Customer or other customer employs the services of a
third party provider for Digital Activity, the provider must be registered as a
Digital Activity Service Provider.

Digital Activity Program and Security Obligations
MasterCard has pioneered security innovations to mitigate various types of
traditional card and emerging technologies fraud. In addition, MasterCard
continues the commitment to provide the safest, most secure, and most
reliable payment programs with continually improved fraud prevention efforts.
Similarly, MasterCard strongly believes the implementation of anti-fraud best
practices by organizations engaged in Digital Activity are necessary to minimize
the incidence of fraud, associated losses, and drive consumer confidence with
respect to digital payments. Instituting multiple layers of security—prevention,
recovery, and control—within the digital transaction lifecycle, along with
clear acceptance of entity responsibility in the event of compromises or
vulnerabilities, is crucial to supporting and sustaining the paradigm shift to
digital payments.
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As with MasterCard customers, a Digital Activity Customer is expected to be
responsible for and control all aspects of its activity in accordance with the
Standards. For more information, refer to Rule 2.2.1, Customer Responsibilities
and Rule 7.2.1, Customer Responsibility and Control.

A Digital Activity Customer must establish adequate fraud loss controls for
each of its Digital Activity Programs and use them actively and effectively.
MasterCard will monitor for instances of fraud in connection with the activities
of each Wallet Token Requestor and Digital Activity Service Provider. Based
on observed fraud levels, MasterCard may require the implementation of
additional fraud loss controls. In addition, MasterCard may hold a Digital
Activity Customer liable pursuant to section 10.2, “Account Data Compromise
Events,” of the Security Rules and Procedures manual if MasterCard determines
that the Digital Activity Customer, or any device, network, system, or
environment employed in connection with a digital wallet, was compromised
or vulnerable to compromise, or that the Digital Activity Customer has or had a
direct or indirect relationship with an agent whose device, network, system, or
environment was compromised or vulnerable to compromise.

Frequently Asked Questions
The following are frequently asked questions about Digital Activity.

What are some of the minimum requirements that a wallet
operator or other entity proposing to conduct Digital Activity
must satisfy to be approved by MasterCard as a Digital
Activity Customer?

See revised Rule 1.1.3, Digital Activity Customer.

Will Digital Activity Customers be able to sponsor or be
sponsored by other customers?

No.

Will there be any certification and testing requirements
associated with the conduct of Digital Activity?

Yes, there will be certification and testing requirements that must be
successfully completed before an entity will be able to operate in the
MasterCard system as a Wallet Token Requestor or Credentials Management
System. As additional forms of Digital Activity and types of Digital Activity
Service Providers are identified, MasterCard will implement such certification
and testing requirements as MasterCard deems necessary to ensure the safety
and security of the MasterCard system and its participants.
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What kind of entity is likely to be a third party provider to
a Digital Activity Customer (that is, a Digital Activity Service
Provider)?

Digital Activity Service Providers are organizations engaged in a broad spectrum
of activities. These activities may include: mobile payment applications and
authentication services for smartcards, tokens and middleware, mobile device
management, over-the-air personalization or provisioning, data generation, and
advanced mobile NFC lifecycle management capabilities.

Is the registration of Digital Activity Service Providers similar
to the registration process for traditional Service Providers?

Yes, a Customer wishing to use the services of a Digital Activity Service Provider
(for example, in connection with digital wallets that the customer offers to
its cardholders) would register such entity in the Business Administration
application on MasterCard Connect™.

Are major core system requirements necessary to support this
new Digital Activity Customer classification and/or Digital
Activity Service Providers category?

Not at this time.

Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.
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Effective Date Changes to Standards in… Will be Published in…

Immediately MasterCard Rules Applicability of Rules in this
Manual

Chapter 1—The License and
Participation

Chapter 2—Standards and
Conduct of Activity

Chapter 3—Customer
Obligations

Chapter 7—Service
Providers

Chapter 9—Digital Activity

Definitions

Immediately Security Rules and Procedures Chapter 6—Fraud Loss
Control Standards

Chapter 10—Account Data
Protection Standards and
Programs

MasterCard will incorporate the revised Standards into a future edition of
these manuals. The manuals are available on MasterCard Connect™ via the
Publications product.

Revised Standards—MasterCard Rules
MasterCard will revise the MasterCard Rules to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

Applicability of Rules in this Manual

This manual contains Rules for the MasterCard, Maestro and Cirrus brands.
The Rules relate to Activity conducted pursuant to a License that MasterCard
grants to a Customer for use of one or more of these brands and/or to conduct
Digital Activity. If a particular brand or brands is not mentioned in a Rule, then
the Rule applies to all three brands.

This manual also contains Rules for the MasterCard Electronic and MasterCard
Mobile brands. The Rules for these brands apply only to those Customers
Licensed to use either or both of these brands.
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Chapter 1—The License and Participation

1.1 Eligibility to be a Customer
NOTE

A modification to this Rule appears in the “Digital Activity” chapter.

1.1.3 Digital Activity Customer
NOTE

A Rule on this subject appears in the “Digital Activity” chapter.
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1.2 MasterCard Anti-Money Laundering Program

A License application must be accompanied by affirmative evidence satisfactory
to the Corporation that the applicant is in compliance with the MasterCard
Anti-Money Laundering Program (the “AML Program”).

The AML Program requires that each Customer conducting or proposing
to conduct issuing and/or acquiring Activity have policies, procedures, and
controls in place to protect against the use of MasterCard systems for money
laundering and terrorist financing. Such policies, procedures, and controls
must apply to all Activity and include, at minimum, all of the following:

1. Thorough client identification

2. Thorough client due diligence

3. Record-keeping of such identification and due diligence

4. Appropriate limitations on anonymous activities

5. Client activity monitoring to detect suspicious activity

6. Steps to be taken when suspicious activity is detected

7. An audit process to test controls

8. Compliance with U.S. sanctions programs, which require that:

a. Each Cardholder, Merchant and agent is checked against the Specially
Designated Nationals and Blocked Persons List (the “SDN List”) issued
by the U.S. Treasury Department’s Office of Foreign Assets Control
(“OFAC”), at the time the relationship is established and on an ongoing
basis. Any Activity with a person or entity found to be on the SDN
List is immediately terminated; and

b. No Activity is conducted in a country subject to OFAC sanctions
programs that impact payment services, or with the government of
such a country.

The Corporation has exclusive authority to determine at any time whether
an applicant or a Customer is in compliance with the AML Program. Each
applicant to be a Customer and each Customer must cooperate with the
periodic reviews and any other efforts undertaken by the Corporation to
evaluate such applicant’s or Customer’s compliance with the AML Program. As
part of a periodic review, the Corporation may subject a Customer to enhanced
due diligence procedures which may include on-site examinations and/or the
use of a third party reviewer. Any such examination is at the expense of the
Customer, and a copy of the examination results must be provided promptly to
the Corporation upon request.
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1.6 The License

1.7 Area of Use of the License

1.8 The Digital Activity Agreement
NOTE

A Rule on this subject appears in the “Digital Activity” chapter.

1.8 1.9 Participation in Activity and Digital Activity

Each Customer may participate only in Activity as set forth in its License or
Licenses.

NOTE

Modifications to this Rule appear in the “Digital Activity” and “United States
Region” chapters.

1.8.2 1.9.2 Participation and License or Digital Activity Agreement
Not Transferable

A Customer must not transfer or assign its Participation or any License or
Digital Activity Agreement, whether by sale, consolidation, merger, operation
of law, or otherwise, without the written consent of the Corporation. However,
in the event that the Cards issued by, the Ownership of, or any Activity or
Digital Activity of a Customer are acquired by any person, whether by sale,
consolidation, merger, operation of law or otherwise, the obligations, but
not the rights, of such Customer shall transfer to the person acquiring such
Customer.
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1.11 1.12 Change of Control of Customer or Portfolio

The Corporation must receive written notice at least 30 days before the
effective date of any proposed change of Control of a Customer.

A Customer must promptly provide the Corporation any information requested
by the Corporation relating to such an event or proposed event and the
Corporation may:

1. Suspend or impose conditions on any Licenses granted to the Customer or
any Digital Activity Agreements with the Customer or both.

2. Amend rights, obligations, or both of a Customer.

3. Terminate the Licenses or Digital Activity Agreements or all of any
Customer that:

a. Transfers or attempts to transfer Control of the Customer to an entity
that is not a Customer; or

b. Merges into or is consolidated with an entity that is not a Customer; or

c. Sells all or substantially all of its assets; or

d. Sells all or substantially all of its Issuer or Acquirer Portfolios; or

e. Experiences a change in Control or Ownership.

1.12 1.13 Termination

The Participation or Licenses or Digital Activity Agreements of a Customer may
terminate in either of two ways: voluntary termination, or termination by
the Corporation.
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1.12.1 1.13.1 Voluntary Termination

A Customer may voluntarily terminate its Participation and/or Licenses and/or
Digital Activity Agreements by providing written notice and submitting
documentation as then required by the Corporation. The notice must fix a date
on which the termination will be effective as follows.

Written notice to the
Corporation provided
by or with respect to
a…

Regarding termination
of its…

Must be received
in advance of the
termination effective
date, by at least…

Principal MasterCard License 30 days

Association MasterCard License 30 days

Principal Maestro License One year

Principal Cirrus License One year

Affiliate MasterCard License 30 days

Affiliate Maestro License Six months

Affiliate Cirrus License Six months

Digital Activity Customer Digital Activity Agreement 60 days

When all Licenses and Digital Activity Agreements are terminated, the
Participation of a Customer also terminates.

1.12.2 1.13.2 Termination by the Corporation

Notwithstanding anything to the contrary set forth in a License or Digital
Activity Agreement, the Corporation, at its sole discretion, may terminate a
Customer’s Participation effective immediately and without prior notice, if:

1. The Customer suspends payments within the meaning of Article IV of the
Uniform Commercial Code in effect at the time in the State of Delaware,
regardless of whether, in fact, the Customer is subject to the provisions
thereof; or

2. The Customer takes the required action by vote of its directors,
stockholders, members, or other persons with the legal power to do so,
or otherwise acts, to cease operations and to wind up the business of the
Customer, such termination to be effective upon the date of the vote or
other action; or

3. The Customer fails or refuses to make payments in the ordinary course of
business or becomes insolvent, makes an assignment for the benefit of
creditors, or seeks the protection, by the filing of a petition or otherwise, of
any bankruptcy or similar statute governing creditors’ rights generally; or
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4. The government or the governmental regulatory authority having
jurisdiction over the Customer serves a notice of intention to suspend
or revoke, or suspends or revokes, the operations or the charter of the
Customer; or

5. A liquidating agent, conservator, or receiver is appointed for the Customer,
or the Customer is placed in liquidation by any appropriate governmental,
regulatory, or judicial authority; or

6. The Customer’s right to engage in Activity or Digital Activity, as the case
may be, is suspended by the Corporation due to the Customer’s failure to
comply with the Corporation’s AML Program in connection with its issuing
and/or acquiring Program or to comply with applicable law or regulation,
and such suspension continues for twenty-six (26) consecutive weeks; or

7. A Customer fails to engage in Activity for 26 consecutive weeks; or

8. The Customer is no longer Licensed to use any of the Marks; or

9. The Customer (i) directly or indirectly engages in or facilitates any action or
activity that is illegal, or that, in the good faith opinion of the Corporation,
and whether or not addressed elsewhere in the Standards, has damaged or
threatens to damage the goodwill or reputation of the Corporation or of
any of its Marks; or (ii) makes or continues an association with a person
or entity which association, in the good faith opinion of the Corporation,
has damaged or threatens to damage the goodwill or reputation of the
Corporation or of any of its Marks; or

10. The Customer (i) provides to the Corporation inaccurate material
information or fails to disclose responsive material information in or in
connection with its application for a License or (ii) at any other time, in
connection with its Participation or Activities fails to timely provide to
the Corporation information requested by the Corporation and that the
Customer is required to provide pursuant to the terms of the License or
the Standards; or

11. The Customer fails at any time to satisfy any of the applicable Customer
eligibility criteria set forth in the Standards, or with respect to a Digital
Activity Customer, all certifications granted by the Corporation in
connection with the Digital Activity Customer’s conduct of Digital Activity
have been suspended or revoked, or with respect to a Digital Activity; or

12. The Customer materially fails to operate at a scale or volume of operations
consistent with the business plan approved by the Corporation in
connection with the Customer’s application to be a Customer or application
for a License, or both, as the case may be, as required by Rule 1.9, or
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13. The Corporation has reason to believe that the Customer is, or is a front
for, or is assisting in the concealment of, a person or entity that engages in,
attempts or threatens to engage in, or facilitates terrorist activity, narcotics
trafficking, trafficking in persons, activities related to the proliferation of
weapons of mass destruction, activity that violates or threatens to violate
human rights or principles of national sovereignty, or money laundering
to conceal any such activity. In this regard, and although not dispositive,
the Corporation may consider the appearance of the Customer, its owner
or a related person or entity on a United Nations or domestic or foreign
governmental sanction list that identifies persons or entities believed to
engage in such illicit activity; or

14. The Corporation has reason to believe that not terminating such
Participation would be harmful to the Corporation’s goodwill or reputation.

1.12.4 1.13.4 Rights, Liabilities, and Obligations of a Terminated
Customer

All of the following apply with respect to a terminated Customer:

1. Except as otherwise set forth in the Standards, a terminated Customer has
no right to use any Mark or to otherwise engage or participate in any
Activity or Digital Activity. A terminated Customer must immediately cease
its use of all Marks and must ensure that such Marks are no longer used by
any of the following:

a. The Customer's Merchants;

b. Any Affiliate Sponsored by a terminated Principal or Association;

c. Any Service Providers that performs any service described in Rule
7.1, which service directly or indirectly supports a Program of a
terminated Principal or Association and/or of any Affiliate Sponsored
by a terminated Principal or Association;

d. Merchants of an Affiliate Sponsored by a terminated Principal or
Association; or

e. Any other entity or person acting to provide, directly or indirectly,
service related to Activity or Digital Activity undertaken pursuant to the
authority or purported authority of the terminated Customer.

2. A terminated Customer is not entitled to any refund of dues, fees,
assessments, or other payments and remains liable for, and must promptly pay
to this Corporation (a) any and all applicable dues, fees, assessments, or other
charges as provided in the Standards and (b) all other charges, debts, liabilities,
and other amounts arising or owed in connection with the Customer's Activities
or Digital Activities, whether arising, due, accrued, or owing before or after
termination.
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3. The terminated Customer must promptly cancel all Cards then outstanding
that were issued by the terminated Customer and, if the terminated Customer
is a Principal or Association, by all of that Customer's Sponsored Affiliates. All
Payment Applications resident on Chip Cards issued by a terminated Customer
must be eradicated or disabled no more than six months after the effective date
of termination. With respect to any such Card not used during the six-month
period, the Issuer must block all Payment Applications the first time the Card
goes online.

4. The terminated Customer must promptly cause all of its Cardholders and, if
the terminated Customer is a Principal or Association, the Cardholders of its
Sponsored Affiliates to be notified of the cancellation of Cards in writing. Such
notice must be in a form and substance satisfactory to the Corporation.

5. A terminated Customer must give prompt notice of its termination to any
Merchants the Customer has authorized to honor Cards. If any such Merchant
wishes to continue to accept Cards, the terminated Customer must cooperate
with the Corporation and other Customers in facilitating the transfer of such
Merchant to another Customer.

6. If a terminated Customer does not take an action that this Rule or any other
Standard or that the Corporation otherwise requires, the Corporation may take
any such required action without prior notice to the terminated Customer and
on behalf of and at the expense of the Customer.

7. If a Principal or Association that Sponsors one or more Affiliates terminates
its Participation, such Principal or Association must cause each of its Sponsored
Affiliates to take the actions required of a terminated Customer under this Rule,
unless and to the extent that any such Affiliate becomes an Affiliate Sponsored
by a different Principal or Association within a period of time acceptable to
the Corporation.

8. If an Affiliate terminates its Licenses or its Sponsorship by a Principal or
Association, the Sponsoring Principal or Association must cause the Affiliate
to take the actions required of a terminated Customer under this Rule. If that
Affiliate fails to so comply, the Corporation may take any action that this
Rule requires without notice to the Affiliate or the Sponsoring Principal or
Association on behalf of and at the expense of the Sponsoring Principal or
Association.

9. If an Affiliate Sponsored by a Principal or Association ceases to be so
Sponsored by that Principal or Association, such Principal or Association
nonetheless is obligated, pursuant to and in accordance with the Standards,
to accept from other Customers the records of Transactions arising from the
use of Cards issued by that formerly Sponsored Affiliate and whether such
Transactions arise before or after the cessation of the Sponsorship.

10. A terminated Customer has no right to present records of Transactions
effected after the date of termination to any other Customer, except as
permitted by the Standards.
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11. A terminated Customer continues to have the rights and obligations set
forth in the Standards and Licenses with respect to its use of the Marks and
conduct of Activity until such time as the Corporation determines such rights
or obligations or both cease.

12. A terminated Customer has a continuing obligation to provide promptly
to the Corporation, on request, Customer Reports and any other information
about Activity or Digital Activity.

13. A terminated Customer must, at the option of the Corporation, immediately
either destroy, or take such steps as the Corporation may require regarding,
all confidential and proprietary information of the Corporation in any form
previously received as a Customer.

The Corporation may continue the Participation and Licenses or Digital Activity
Agreements, as the case may be, of a terminated Customer for purposes of the
orderly winding down or transfer of the terminated Customer's business. Such
continuation of Participation and Licenses or Digital Activity Agreements is
subject to such terms as may be required by the Corporation.

Chapter 2—Standards and Conduct of Activity and Digital
Activity

This chapter contains Rules relating to the Standards and the conduct of
Activity and Digital Activity.

2.1 Standards

From time to time, the Corporation promulgates Standards governing the
conduct of Customers and Activity or Digital Activity. The Corporation has the
sole right to interpret and enforce the Standards.

The Corporation has the right, but not the obligation, to resolve any dispute
between or among Customers including, but not limited to, any dispute
involving the Corporation, the Standards, or the Customers’ respective Activities
or Digital Activities, and any such resolution by the Corporation is final and not
subject to appeal, review, or other challenge. In resolving disputes between or
among Customers, or in applying its Standards to Customers, the Corporation
may deviate from any process in the Standards or that the Corporation
otherwise applies, and may implement an alternative process, if an event,
including, without limitation, an account data compromise event, is, in the sole
judgment of the Corporation, of sufficient scope, complexity and/or magnitude
to warrant such deviation. The Corporation will exercise its discretion to
deviate from its Standards only in circumstances the Corporation determines
to be extraordinary. Any decision to alter or suspend the application of any
process(es) will not be subject to appeal, review, or other challenge.
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2.2 Conduct of Activity and Digital Activity

Each Customer at all times must conduct Activity and Digital Activity in
compliance with the Standards and with all applicable laws and regulations. A
Customer is not required to undertake any act that is unambiguously prohibited
by applicable law or regulation. If a Customer is unable to comply with a
Standard because of applicable law or regulation, then the Corporation may
require that such Customer undertake some other form of permissible Activity.

If a party other than a Customer files a claim against a Customer concerning
the Customer’s Activity or Digital Activity, the Corporation must be informed
thereof by the Customer. The Corporation is entitled but not obliged to
intervene in the case.
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2.2.1 Customer Responsibilities

At all times, each Customer must:

1. Be entirely responsible for and Control all aspects of its Activities and
Digital Activities, and the establishment and enforcement of all management
and operating policies applicable to its Activities and Digital Activities,
in accordance with the Standards;

2. Not transfer or assign any part or all of such responsibility and Control or
in any way limit its responsibility or Control;

3. Ensure that all policies applicable to its Activities and Digital Activities
conform to the Standards and comply with all applicable laws and
government regulations;

4. Conduct meaningful and ongoing monitoring to ensure compliance with
all of the responsibilities set forth in this Rule, and be able to demonstrate
such monitoring and compliance upon request of the Corporation in
accordance with the Standards, including without limitation, Rule 2.5;

5. Maintain a significant economic interest in each of its Activities and Digital
Activities;

6. Engage in Activities and Digital Activities at a scale or volume of operations
consistent with the business plans accepted by the Corporation in
connection with the application to be a Customer or application for a
License or a Digital Activity Agreement, or both, as the case may be;

7. Promptly update information set forth in its application, business plans and
other materials previously provided to the Corporation in the event of a
significant change to the accuracy or completeness of any of the information
contained therein and, separately, upon request of the Corporation;

8. Promptly inform the Corporation should the Customer become unable for
any reason to engage in Activity or Digital Activity in accordance with both
the Standards and the laws and government regulations of any country (or
any subdivision thereof) in which the Customer is Licensed to engage in
Activity or approved to conduct Digital Activity; and

9. Comply with such other requirements as the Corporation may establish, in
its sole discretion, in connection with the Customer’s Activity and Digital
Activity.
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2.3 Indemnity and Limitation of Liability

Each Customer (each, for the purposes of this Rule, an “Indemnifying
Customer”) must protect, indemnify, and hold harmless the Corporation and
the Corporation's parent and subsidiaries and affiliated entities, and each
of the directors, officers, employees and agents of the Corporation and the
Corporation's parent and subsidiaries and affiliated entities from any actual
or threatened claim, demand, obligation, loss, cost, liability and/or expense
(including, without limitation, actual attorneys' fees, costs of investigation,
and disbursements) resulting from and/or arising in connection with, any act
or omission of the Indemnifying Customer, its subsidiaries, or any person
associated with the Indemnifying Customer or its subsidiaries (including,
without limitation, such Indemnifying Customer's directors, officers, employees
and agents, all direct and indirect parents, subsidiaries, and affiliates of the
Indemnifying Customer, the Indemnifying Customer's customers in connection
with issuing and/or acquiring Activity and/or Digital Activity and/or other
business, and the Indemnifying Customer's suppliers, including, without
limitation, Service Providers, Card production vendors, and other persons
acting for, or in connection with, the Indemnifying Customer or a Merchant or
other entity for which the Indemnifying Customer acquires Transactions, or
any such Merchant's or entity's employees, representatives, agents, suppliers
or customers, including any Data Storage Entity [DSE]) with respect to, or
relating to:

1. Any Programs and/or other Activities and/or Digital Activities of the
Indemnifying Customer;

2. Any programs and/or activities of any person associated with the
Indemnifying Customer and/or its subsidiaries;

3. The compliance or noncompliance with the Standards by the Indemnifying
Customer;

4. The compliance or noncompliance with the Standards by any person
associated with the Indemnifying Customer and its subsidiaries;

5. Any other activity of the Indemnifying Customer;

6. Direct or indirect access to and/or use of the Interchange System (it being
understood that the Corporation does not represent or warrant that the
Interchange System or any part thereof is or will be defect-free or error-free
and that each Customer chooses to access and use the Interchange System
at the Customer's sole risk and at no risk to the Corporation);

7. Any other activity and any omission of the Indemnifying Customer and any
activity and any omission of any person associated with the Indemnifying
Customer, its subsidiaries, or both, including but not limited to any activity
that used and/or otherwise involved any of the Marks or other assets;

8. Any failure of another Customer to perform as required by the Standards
or applicable law; or

9. The Corporation's interpretation, enforcement, or failure to enforce any
Standards.
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The Corporation does not represent or warrant that the Interchange System
or any other system, process or activity administered, operated, controlled or
provided by or on behalf of the Corporation (collectively, for purposes of this
section, the “Systems”) is free of defect and/or mistake and, unless otherwise
specifically stated in the Standards or in a writing executed by and between
the Corporation and a Customer, the Systems are provided on an “as-is” basis
and without any express or implied warranty of any type, including, but not
limited to, the implied warranties of merchantability and fitness for a particular
purpose or non-infringement of third party intellectual property rights. IN
NO EVENT WILL THE CORPORATION BE LIABLE FOR ANY INDIRECT,
INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES, FOR LOSS OF
PROFITS, OR ANY OTHER COST OR EXPENSE INCURRED BY A CUSTOMER
OR ANY THIRD PARTY ARISING FROM OR RELATED TO USE OR RECEIPT
OF THE SYSTEMS, WHETHER IN AN ACTION IN CONTRACT OR IN TORT,
AND EVEN IF THE CUSTOMER OR ANY THIRD PARTY HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. EACH CUSTOMER ASSUMES THE
ENTIRE RISK OF USE OR RECEIPT OF THE SYSTEMS.

Only in the event the limitation of liability set forth in the immediately
preceding paragraph is deemed by a court of competent jurisdiction to be
contrary to applicable law, the total liability, in aggregate, of the Corporation
to a Customer and anyone claiming by or through the Customer, for any and
all claims, losses, costs or damages, including attorneys' fees and costs and
expert-witness fees and costs of any nature whatsoever or claims expenses
resulting from or in any way related to the Systems shall not exceed the total
compensation received by the Corporation from the Customer for the particular
use or receipt of the Systems during the 12 months ending on the date that the
Corporation was advised by the Customer of the Systems concern or the total
amount of USD 250,000.00, whichever is less. It is intended that this limitation
apply to any and all liability or cause of action however alleged or arising; to
the fullest extent permitted by law; unless otherwise prohibited by law; and
notwithstanding any other provision of the Standards.

A payment or credit by the Corporation to or for the benefit of a Customer
that is not required to be made by the Standards will not be construed to be
a waiver or modification of any Standard by the Corporation. A failure or
delay by the Corporation to enforce any Standard or exercise any right of the
Corporation set forth in the Standards will not be construed to be a waiver or
modification of the Standard or of any of the Corporation’s rights therein.
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2.4 Choice of Laws

The substantive laws of the State of New York govern all disputes involving the
Corporation, the Standards, and/or Customers and Activity or Digital Activity
without regard to conflicts. Any action initiated by a Customer regarding
and/or involving the Corporation, the Standards and/or any Customer and
Activity or Digital Activity must be brought, if at all, only in the United States
District Court for the Southern District of New York or the New York Supreme
Court for the County of Westchester, and any Customer involved in an action
hereby submits to the jurisdiction of such courts and waives any claim of lack
of personal jurisdiction, improper venue, and forum non conveniens.

Chapter 3—Customer Obligations

3.12 Confidential Information of the Corporation and the
Corporation’s Affiliates
NOTE

A modification to this Rule appears in the “Digital Activity” chapter.
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3.12.1 Customer Evaluation of MasterCard Technology

From time to time, the Corporation may disclose certain specifications,
designs and other technical information or documentation developed by the
Corporation (“MasterCard Specifications”) to a Customer, solely for the purpose
of the Customer’s evaluation of such MasterCard Specifications. Any such
disclosure is subject to the following:

1. Each Customer to which the Corporation disclosed any MasterCard
Specifications is given a non-exclusive, limited, non-transferable,
non-sublicenseable right to reproduce and use such MasterCard
Specifications solely for the limited purpose of the Customer’s internal
evaluation. A Customer may implement prototypes based on the
MasterCard Specifications for its internal evaluation purposes in furtherance
of such limited purpose, but the Customer may not distribute, license, offer
to sell, supply or otherwise provide, demonstrate, or otherwise transfer
or disclose, to any third party, any MasterCard Specifications, or any
implementation of any MasterCard Specifications.

2. The Corporation does not convey, and no Customer obtains, any rights
or license in or to the MasterCard Specifications or any other intellectual
property of the Corporation as a result of this Rule, other than as expressly
set forth in this Rule. All rights not expressly granted to a Customer with
respect to the MasterCard Specifications are retained by the Corporation.

3. Each Customer must treat the MasterCard Specifications and all
implementations of the MasterCard Specifications as confidential
information of the Corporation subject to Rule 3.12.

4. Notwithstanding the provisions of Chapter 7 or any other Standards
relating to a Customer's use of Service Providers, a Customer may not
use any Service Providers in connection with the Customer's exercise of
its rights under this Rule, without the Corporation's express prior written
consent, which consent may be withheld or conditioned on other terms
and conditions, in the Corporation’s sole discretion.

3.16 Responsibility for Digital Activity—Wallet Token Requestors
NOTE

Rules on this subject appear in the “Digital Activity” chapter.
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Chapter 7—Service Providers

7.1 Service Provider Categories

There are six seven categories of Service Providers: Independent Sales
Organization (“ISO”); Third Party Processor (“TPP”); Data Storage Entity
(“DSE”); Payment Facilitator (“PF”); Digital Wallet Operator (“DWO”); Digital
Activity Service Provider (“DASP”); and Service Provider Registration Facilitator
(“SPRF”).

A Service Provider is categorized by the Corporation based upon the
Corporation’s understanding of the nature of the Program Services to be
performed, as described below. A Service Provider may only perform the
Program Services it is registered to perform.

An entity is categorized as a…
If the entity performs any services
identified as...

Independent Sales Organization (ISO) ISO Program Service

Third Party Processor (TPP) TPP Program Service

Data Storage Entity (DSE) DSE Program Service

Payment Facilitator (PF) PF Program Service

Digital Wallet Operator (DWO) DWO Program Service

Digital Activity Service Provider (DASP) DASP Program Service

Service Provider Registration Facilitator
(SPRF)

SPRF Program Service

The following are descriptions of types of Program Service. Any entity
proposed by a Customer to perform both TPP Program Service and DSE
Program Service is categorized by the Corporation as a TPP.

Digital Activity Service Provider

• Credentials Management System

• Any other service specified by the Corporation in its discretion from time
to time to be DASP Program Service.

7.1.5 Digital Activity Service Provider

An entity proposing to be a Digital Activity Service Provider must satisfy all
certification and testing procedures established by the Corporation before such
entity may be registered by a Customer as its Digital Activity Service Provider.
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7.2.3 Program Service Agreement

This Rule is not applicable with respect to a Service Provider whose provision
of Program Service to the Customer consists only of DSE Program Service,
and/or DWO Program Service, or DASP Program Service.

7.14 Registration Requirements for Digital Activity Service
Providers

Each Principal and Association, for itself and each of its Sponsored Affiliates
must use the Business Administration [Register and Provision a Company]
application on MasterCard Connect™ to register a Digital Activity Service
Provider (DASP). A Digital Activity Customer must notify the Corporation of
each Digital Activity Service Provider it proposes to use, and the Corporation
will complete the registration on the Digital Activity Customer's behalf. The
following requirements apply:

1. The Customer must submit all information and material required by the
Corporation in connection with the proposed registration within 60 days
of the registration application submission date.

2. The proposed Digital Activity Service Provider successfully completes all
certification and testing procedures required by the Corporation.

3. The Corporation collects the applicable fee then in effect from the
Customer that proposes the registration via the MasterCard Consolidated
Billing System (MCBS).

4. The Customer must receive the Corporation’s written confirmation of the
registration before:

a. The Principal, Association, a Sponsored Affiliate, or the Digital Activity
Customer receive Program Service from the proposed DASP; or

b. The proposed DASP commences performing such Program Service or
represents itself to any person as authorized to provide such Program
Service on behalf of the Principal, Association, a Sponsored Affiliate,
or the Digital Activity Customer.

In its discretion, the Corporation may approve or reject any application for
the registration of a DASP.

5. To maintain the registration of a DASP, the Customer must submit such
information as may be required by the Corporation. The registration
renewal fee then in effect is debited from the Customer via MCBS. In its
discretion, the Corporation may decline to renew the registration of a DASP.

If a Customer terminates a DASP, the Customer must notify the Corporation of
the termination date and of the reasons for the termination. This notification
must be received by the Corporation within one week of the decision to
terminate. In its discretion, the Corporation may require a Customer to cease
receiving DASP Program Service from a DASP at any time.
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Chapter 9—Digital Activity

This chapter contains Rules pertaining to Digital Activity and Digital Activity
Customers.

Digital Activity Rules

The Standards for Digital Activity consist of:

1. These Digital Activity Rules, and any Rules published in other manuals that
reference Digital Activity or Digital Activity Customers; and

2. The technical specifications set forth in the Authorization Manual, Single
Message System Programs and Services, and other documentation relating
to the MasterCard Digital Enablement Service and published by the
Corporation from time to time.

Applicability of these MasterCard Rules

The Rules in this Digital Activity chapter are variances and additions to the
Rules in Chapters 1 through 8 that apply solely to Digital Activities. The Rules
in Chapters 1 through 8 continue to apply to the Activities of a Customer. The
following Rules pertain only to the conduct of Activity and do not apply to
Digital Activity or to Digital Activity Customers:

• Rule 1.5, “Interim Participation”;

• The subsections of Rule 1.7, “Area of Use of the License”;

• Rule 1.9.2, “Changing Customer Status”; Rule 1.9.3, “Right to Sponsor
Affiliates”; Rule 1.9.4, “Change in Sponsorship of an Affiliate”;

• Rule 1.10, “Participation in Competing Networks” and its subsections;

• Rule 1.11, “Portfolio Sale, Transfer, or Withdrawal”;

• Rule 3.1, “Obligation to Issue MasterCard Cards”;

• Rule 3.2, “Responsibility For Transactions”;

• Rule 3.3, “Transaction Requirements”;

• Rule 3.4, “Authorization Service”;

• Rule 3.5, “Non-Discrimination—POS Transactions”;

• Rule 3.6, “Non-Discrimination—ATM and PIN-based In-Branch Terminal
Transactions”;

• Rule 4.8, “Use of Marks on Maestro and Cirrus Cards”;

• Rule 4.9, “Use of Marks on MasterCard Cards”;

• Rule 4.10, “Use of a Card Design in Merchant Advertising and Signage”;

• Chapter 5, “Acquiring,” in its entirety;

• Chapter 6, “Issuing,” in its entirety; and

• Chapter 8, “Settlement and Related Obligations,” in its entirety.
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1.1 Eligibility to be a Customer

The Rule on this subject, as it pertains to Digital Activity Customers, is replaced
with the following.

An entity eligible to be a Digital Activity Customer may apply to become a
Digital Activity Customer. No entity may participate in Digital Activity as a
Digital Activity Customer until that entity is approved to be a Digital Activity
Customer, has executed the applicable Digital Activity Agreement for the
proposed Digital Activity in a form acceptable to the Corporation, and has paid
all associated fees and other costs.

1.1.3 Digital Activity Customer

An entity that satisfies such eligibility criteria as the Corporation may adopt
from time to time, consistent with the promotion of safe and sound business
practices, may apply to be a Digital Activity Customer.

The decision to approve an applicant as a Digital Activity Customer is at the
discretion of the Corporation.

The eligibility criteria that apply to Digital Activity as performed by a Wallet
Token Requestor are:

1. Validation of the entity’s compliance with the Payment Card Industry Data
Security Standard (PCI DSS);

2. Attestation of the entity’s compliance with all applicable laws and
regulations for each jurisdiction in which the Digital Activity is proposed
to be conducted, including but not limited to the existence of client data
privacy policies and procedures and all necessary licenses and other
permissions as may be required; and

3. The successful completion of such certification and testing procedures
as the Corporation may require to ensure that the applicant and/or the
specified type of Mobile Payment Device on which the applicant’s Digital
Wallet will reside can perform all of the following in accordance with the
Corporation’s minimum standards:

a. Identification and Verification (ID&V), pursuant to a Token
Implementation Plan deemed acceptable by the Corporation;

b. Device Binding;

c. On-Device Cardholder Verification;

d. Contactless Transactions in both Magnetic Stripe Mode and EMV Mode;
and

e. Digital Secure Remote Payment Transactions.
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1.8 The Digital Activity Agreement

Each Digital Activity Customer must enter into a Digital Activity Agreement
with the Corporation. In the event of an inconsistency between a Rule or other
Standard and a provision in a Digital Activity Agreement, the Rule or other
Standard shall be afforded precedence and the Digital Activity Agreement is
deemed to be amended so as to be consistent with the Rule or other Standard.
Each Digital Activity Customer must assist the Corporation in recording any
Digital Activity Agreement granted to the Customer if required in the country
or countries in which the Digital Activity Customer is located or otherwise
upon request of the Corporation.

Each Digital Activity Agreement shall include a limited License granting the
Customer the right to use the Marks solely in connection with the conduct of
the approved Digital Activity, in accordance with the Standards, and with no
specified Area of Use.

A Customer may only conduct Digital Activity as a Wallet Token Requestor
in the country or countries in which the Corporation has implemented the
MasterCard Digital Enablement Service and/or MasterCard Cloud-Based
Payments, as applicable.

1.9 Participation in Activity and Digital Activity

The Rule on this subject, as it applies to Digital Activity, is modified to add
the following.

Each Digital Activity Customer and each other Customer approved by the
Corporation to conduct Digital Activity may participate only in such Digital
Activity as is set forth in its Digital Activity Agreement or Agreements with the
Corporation or as otherwise documented in writing by the Corporation.
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3.12 Confidential Information of the Corporation and the
Corporation’s Affiliates

The Rule on this subject, as it applies to Digital Activity, is modified to add
the following.

Each Digital Activity Customer and each other Customer engaged in Digital
Activity must:

1. Use any of the Corporation’s Systems and any of the Corporation’s
Confidential Information to which it has access in connection with its
Digital Activity Agreements solely to conduct the Digital Activities specified
therein;

2. Treat the Corporation’s Systems and Confidential Information at least as
carefully and confidentially as the Customer treats its own systems and
proprietary information;

3. Acknowledge that access to the Corporation’s Systems and Confidential
Information does not provide the Customer with any right to use them
further;

4. Limit access to the Corporation’s Systems and Confidential Information
to those employees with a need to have access in order to enable the
Customer to perform its Digital Activity and to implement and to maintain
reasonable and appropriate safeguards to prevent unauthorized access to
the Corporation’s Systems or disclosure of the Corporation’s Confidential
Information, including those set forth in section 10.4 of the Security Rules
and Procedures manual;

5. Immediately cease any use of the Corporation’s Systems and Confidential
Information upon request of the Corporation or upon the termination
of its Digital Activity Agreements, and to immediately deliver all of the
Corporation’s Systems and Confidential Information to the Corporation; and

6. Immediately advise the Corporation if any unauthorized person seeks
to gain or gains access to the Corporation’s Systems or Confidential
Information, whether by legal proceedings or otherwise.
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3.16 Responsibility for Digital Activity—Wallet Token Requestors

Each Digital Activity Customer and each other Customer approved by the
Corporation to engage in Digital Activity must establish adequate fraud loss
controls for each of its Digital Activity Programs and use them actively and
effectively.

Each Digital Activity Customer and each other Customer approved by the
Corporation to engage in Digital Activity as a Wallet Token Requestor is
responsible to the Corporation and to all other Customers, including but not
limited to those whose Cardholders may elect to enroll in any of its Digital
Wallet offerings, for all acts or omissions arising from the performance of its
Digital Wallets. The Corporation may hold such Digital Activity Customer or
other Customer liable, in full or in part, pursuant to section 10.2, “Account
Data Compromise Events,” of the Security Rules and Procedures manual, if the
Corporation determines that the Digital Activity Customer or other Customer’s
Digital Wallet, or any device, network, system, or environment employed
in connection with the Digital Wallet, was compromised or vulnerable to
compromise or that the Digital Activity Customer or other Customer has or had
a direct or indirect relationship with an agent whose device, network, system,
or environment was compromised or vulnerable to compromise.

Only Corporation-certified On-Device Cardholder Verification (ODCV) methods
may be included in a Wallet Token Requestor’s Token Implementation Plan.
Each ODCV method supported or proposed to be supported on a Mobile
Payment Device in connection with the use of a Digital Wallet must be
certified by the Corporation prior to use by Cardholders. The Corporation
reserves the right to deem a Wallet Token Requestor that offers or makes
available for use to Cardholders any non-Corporation-certified ODCV method
fully liable for Issuer fraud losses that may result from the use of any such
non-Corporation-certified ODCV method.
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3.16.1 Wallet Token Requestor Requirements

A Wallet Token Requestor must comply with all of the following requirements:

1. Unless the Wallet Token Requestor is an Issuer, contact the Corporation
via e-mail at sdp@mastercard.com to validate its compliance with the
Payment Card Industry Data Security Standard by certifying the successful
completion of an annual onsite assessment by a Payment Card Industry
(PCI) Security Standards Council (SSC) approved Qualified Security
Assessor (QSA) and quarterly network scans conducted by a PCI SSC
Approved Scanning Vendor (ASV), as set forth in section 10.3.2 of the
Security Rules and Procedures manual.

2. Before participation begins and on an ongoing basis thereafter, perform
testing and obtain any necessary certifications of its equipment, procedures,
and systems as the Corporation may require to ensure compatibility with its
technical specifications then in effect, and ensure its capability to transmit
all required MasterCard Token authorization request message data.

3. Register to use the MasterCard Open API at the following site:
https://developer.mastercard.com/portal/display/api/API/registration/process.

4. Establish a Token Implementation Plan that is acceptable to the
Corporation and complies with the MasterCard Digital Enablement Service
Specifications.

5. For each MasterCard Token implementation, use ID&V Parameters that are
equivalent to those set forth in the Token Implementation Plan, regardless
of whether the MasterCard Digital Enablement Service will Digitize the
Accounts or the MasterCard Token Vault will perform PAN mapping and
cryptography validation of the MasterCard Tokens.

6. Support the display of a Digital Card Image and any terms and conditions
supplied by the Token Issuer on the Mobile Payment Device. MasterCard
and Maestro branding on a Mobile Payment Device must be approved by
the Corporation prior to implementation, as described in the “Contactless
Branding in Mobile Applications” section of the MasterCard Contactless
Branding Standards document.

The Corporation reserves the right to approve, refuse to approve, require the
modification of, or withdraw the approval of a Token Implementation Plan,
and to suspend, either temporarily or permanently, a Wallet Token Requestor’s
MasterCard Digital Enablement Service participation. A Customer may submit a
written request that the Corporation’s Chief Franchise Integrity Officer review
such action, provided the request is postmarked within 30 days of the date
on which notice of the action was received, and is signed by the Customer’s
principal contact. Any decision by the Chief Franchise Integrity Officer is final
and not subject to further review or other action.
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Device Binding

Each Wallet Token Requestor that proposes to conduct Device Binding for
MasterCard Tokens must:

1. Be certified by the Corporation under the Global Vendor Certification
Program as compliant with all applicable physical and logical security
requirements for data preparation and mobile provisioning, as described in
section 2.4 of the Security Rules and Procedures;

2. Ensure all transmissions to and from the Token Requestor are secured
through a mutually authenticated SSL (Secure Sockets Layer, client and
server authentication); and

3. Store encryption keys in a secure key management center, and use
two-level or three-level key encryption hierarchy for encryption key
management.

3.16.2 Wallet Token Requestor Obligations

A Wallet Token Requestor must not:

1. Disparage the Corporation or any of the Corporation’s products, programs,
services, networks, or systems;

2. Inhibit or prevent:

a. A MasterCard or Maestro Account provisioned onto an NFC-enabled
Mobile Payment Device from being used to make payments at a
contactless-enabled POS Terminal deployed at a Merchant; or

b. A MasterCard or Maestro Account provisioned onto a Mobile Payment
Device from being used to make “in-application” purchases at a
Merchant capable of processing Digital Secure Remote Payment
Transactions;

3. Obscure or misuse any MasterCard or Maestro Mark, Issuer’s logo, or
Digital Card Image;

4. Present MasterCard or Maestro as a payment option in terms that are less
favorable than those offered with respect to other payment options; or

5. Provide incentives with the intent of encouraging consumers to cease
using a MasterCard or Maestro Account as the default payment option in
its Digital Wallet, including but not limited to offering a direct or indirect
reward or benefit to doing so.

Notwithstanding the foregoing, and for the avoidance of doubt, a Merchant
located in the United States Region or a U.S. Territory may take any action set
forth in Rule 5.9.1, “Discrimination,” in the “Additional U.S. Region and U.S.
Territory Rules” chapter.
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Definitions

Activity(ies)

The undertaking of any act that can be lawfully undertaken only pursuant to a
License granted by the Corporation. Also see Digital Activity(ies).

Credentials Management System

Facilitates credential preparation and/or remote mobile Payment Application
management for MasterCard Cloud-Based Payments.

Customer

A financial institution or other entity that has been approved for Participation.
A Customer may be a Principal, Association, or Affiliate, or Digital Activity
Customer. Also see Cirrus Customer, Maestro Customer, MasterCard Customer,
Member.

Customer Report

Any report a Customer is required to provide the Corporation, whether on a
one-time or repeated basis, pertaining to its License, Activities, Digital Activity
Agreement, Digital Activities, use of any Mark, or any such matters. By way
of example and not limitation, the Quarterly MasterCard Report (QMR) is a
Customer Report.

Digital Activity(ies)

The undertaking of any act that can be lawfully undertaken only pursuant
to approval by the Corporation as set forth in a Digital Activity Agreement
or other written documentation. Participation in the MasterCard Digital
Enablement Service as a Wallet Token Requestor is a Digital Activity.

Digital Activity Agreement

The contract between the Corporation and a Digital Activity Customer granting
the Digital Activity Customer the right to participate in Digital Activity and
a limited License to use one or more of the Marks in connection with such
Digital Activity, in accordance with the Standards.
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Digital Activity Customer

A Customer that participates in Digital Activity pursuant to a Digital Activity
Agreement and which may not issue Cards, acquire Transactions, or Sponsor
any other Customer into the Corporation.

Digital Activity Service Provider (DASP)

A Service Provider that performs any one or more of the services described in
Rule 7.1 as DASP Program Service.

Digital Wallet

A Pass-through Digital Wallet or a Staged Digital Wallet.

MasterCard Cloud-Based Payments

A specification that facilitates the provisioning of Digitized Account data into a
Host Card Emulation (HCE) server and the use of the remotely stored Digitized
Account data, along with single-use payment credentials, in Transactions
effected by a Cardholder using a Mobile Payment Device. The MasterCard
Digital Enablement Service offers MasterCard Cloud-Based Payments as an
on-behalf service.

MasterCard Digital Enablement Service

Any of the services offered by the Corporation exclusively to Customers for the
digital enablement of Account data, including but not limited to ID&V Service,
Tokenization Service, Digitization Service, Token Mapping Service, MasterCard
Cloud-Based Payments, Digital Card Image Database, CVC 3 pre-validation and
other on-behalf cryptographic validation services, and Service Requests.

Participation

The right to participate in Activity and/or Digital Activity granted to a Customer
by the Corporation. For a MasterCard Customer, Participation is an alternative
term for Membership.

Program

A Customer’s Card issuing program, Merchant acquiring program, ATM
Terminal acquiring program, Digital Activity program, or all.
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Revised Standards—Security Rules and Procedures
MasterCard will revise the Security Rules and Procedures to include these
Standards. Additions to the Standards are underlined. Deletions are indicated
with a strikethrough.

Chapter 6—Fraud Loss Control Standards

6.1 Customer Responsibility for Fraud Loss Control

A Customer must establish adequate fraud loss controls for each of its issuing
and acquiring Programs and use them actively and effectively. A Digital
Activity Customer must establish adequate fraud loss controls for each of its
Digital Activity Programs and use them actively and effectively.

Chapter 10—Account Data Protection Standards and
Programs

10.2 Account Data Compromise Events

Definitions

As used in this section 10.3, the following terms shall have the meaning set
forth below:

Digital Activity Customer

This term appears in the Definitions section at the end of the manual. For
the avoidance of doubt, for purposes of this section 10.2, any entity that
MasterCard has approved to be a Wallet Token Requestor shall be deemed a
Digital Activity Customer. A Digital Activity Customer is a type of Customer.

Wallet Token Requestor

This term appears in the Definitions section at the end of the manual.
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10.3 MasterCard Site Data Protection (SDP) Program

10.3.1 Payment Card Industry Data Security Standards

The Payment Card Industry Data Security Standard and the Payment Card
Industry Payment Application Data Security Standard establish data security
requirements. Compliance with the Payment Card Industry Data Security
Standard is required for all Issuers, Acquirers, Digital Activity Customers,
Merchants, Service Providers, and any other person or entity that a Customer
permits, directly or indirectly, to store, transmit, or process Account data.

Related Information
• “Revised Standards for Digital Secure Remote Payment Transactions and

Chargeback Processing,” in Global Operations Bulletin No. 8, 1 August 2014

• “Revised Standards for Tokenization and the MasterCard Digital Enablement
Service,” Global Operations Bulletin No. 8, 1 August 2014

• “Digital Secure Remote Payments, Contactless Transactions, and MasterPass
E-commerce Transactions—Clarifications,” Global Operations Bulletin No.
10, 1 October 2014

Questions?
Customers with questions about the new Digital Activity Principal Customer
type, application requirements, Digital Activity Service Provider registration
requirements, and other relevant Standards, should send an email message to:

Email: digital_activity@mastercard.com
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