
Remote Access Management and
Security
Topic(s): Fraud/Risk, Merchant, Security

May Apply To: Acquirers

Summary: MasterCard has identified a trend of unauthorized remote
access activity targeting the point-of-sale (POS) environment
of acquirers, merchants, and service providers to exfiltrate
payment card data.

Action Indicator: A Attention warranted

Effective Date: Immediately

Background
Payment entities often hire external information technology (IT) support to
perform system management of IT infrastructure and patching via remote
access. Today, several such services are available on the market including
GoToMyPC, LogMeIn, Microsoft Remote Desktop, PCAnywhere, TeamViewer,
and VNC.

While remote access products and services are widely used in the industry,
they are often installed or configured incorrectly, resulting in insecure
implementations. Remote access services have been targeted as a way to
fraudulently exfiltrate payment card data. In several instances, MasterCard
believes that attackers are utilizing remote access portals to gain access to
entity’s data storage environments by setting up connections to payment card
data and establishing additional channels to export data.

This article provides best practices for acquirers to assist with their remote
access management and security.

Acquirer Best Practices for Handling Noncompliant
Remote Access Activity
Common noncompliant Payment Card Industry Data Security Standard (PCI
DSS) implementations may include one of the following.
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“Always On”

Remote access may enable attackers to scan a merchant’s network to detect
systems with an available remote access connection. Once the targeted
vulnerable system has been detected, the attacker can then exploit the system.
The two most common attacks employed are brute force and software code
injection. A brute force attack is when criminals use high-speed computer
programs to identify user credentials—like user ID and password—to obtain
unauthorized access. Software injections occur when an application modifies
real user interaction in a network environment, then applies malicious
commands like giving higher user privilege or providing a pathway for
unauthorized access to sensitive data.

MasterCard recommends to turn on remote access service for authorized use
only when needed, and turn off the service after it is no longer actively needed.

Single-factor Authentication

It is significantly easier for attackers to infiltrate internal networks with
single-factor authentication. Single-factor authentication typically employs one
of the following methods to authenticate users:

• Something intuitive or relative that a user may use as a password or
passphrase

• A device that a user may have, such as a token device or smart card

• General personal statistics, including biometric authentication

MasterCard recommends to employ two-factor authentication. By creating
multiple layers of protection, it becomes far more difficult for attackers to
penetrate entities’ internal networks.

Out-of-Date Tools and Systems

Dated software cannot protect internal networks from the ever-evolving
security threats. Attackers constantly monitor for weaknesses in internal
networks and then use this knowledge to quickly navigate their way into
internal networks to steal cardholder data.

Administrators should update their software, including remote access software,
to prevent attackers from infiltrating the system.
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Complex Passwords

Setting up a password that does not meet complexity requirements as set forth
by the PCI DSS standards enables the attacker to easily guess the password
using malware tools or software.

MasterCard strongly recommends that users set passwords using the below
criteria:

• Passwords must be at least seven characters long.

• Passwords should not contain the corresponding user name, the company
name, or the individual’s name.

• Passwords should be drastically different from the previous four passwords.

• Passwords should contain at least three of the options listed below:

– Uppercase letters

– Lowercase letters

– Numbers

– Symbols or special characters not defined as letters or numbers

• Passwords should not contain a dictionary word:

– A dictionary word consists of English and non-English common words.
In this context, words in most major languages are included, whether
spelled forward or backward.

– Attackers will use automated tools to guess user’s passwords and, most
times, these tools include actual dictionaries.

Examples of strong non-dictionary passwords are mixed-standard words
using numbers or substituting letters. For example:

– The word “vanilla” becomes (Va7N19lL4+).

– An acronym for a common saying, “Live! It’s Saturday Night!” becomes
(l!I+554+n1+!)

• Passwords should be changed at least every 90 days.

Reuse of Credentials Across Environments

Using the same user ID and password combination for all networked
environments or across multiple client customer profiles allows attackers to
easily access multiple systems once they have obtained key information for
one system.

To prevent the compromise of multiple customers through the use of a single
set of credentials, remote access accounts used by customers should be
different for each customer. Technologies, such as two-factor mechanisms,
that provide a unique credential for each connection could also prevent this
problem.
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Related Information
• PCI DSS 3.0 Security Requirements

• PA DSS 3.0 Security Requirements

• PCI 360 Education Program

Questions?
Customers with questions about the information in this article should contact:.

Email: account_data_security@mastercard.com
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