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IN BRIEF: 

Following previous updates outlined in Member Letter VE 08/15, Phase II of the Global 
Compromised Account Recovery (GCAR) Program aligns operating expense recovery with 
losses arising from account data compromise events. 

Effective for all account data compromise events where the first or only Visa Account Bulletin 
(VAB) alert is sent on or after 1 July 2015, the operating expense recovery available under 
GCAR will move from a flat figure of US $2.50.  The fee will apply per eligible account to a 
tiered structure based on the issuer’s annual Visa purchase volumes. 

In addition, to simplify GCAR rules and calculations, GCAR has been enhanced to no longer 
exclude accounts indicated in the VAB alert as expired at the time of the alert. 

The GCAR program is a shared program managed by Visa Inc. and will not require 
modification to any issuer or acquirer systems. 
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Background 
The Global Compromised Account Recovery (GCAR) program was launched in May 2012 to 
consolidate and replace the previous Visa regional programs.  The GCAR program offers a 
globally balanced, efficient and cost-effective recovery process for participants in the Visa 
payments system. 

The program enables issuers to recover a portion of estimated incremental counterfeit fraud 
losses and operating expenses resulting from account data compromise events.  In addition, 
acquirer liability for account data compromise events is limited by defining a window of 
financial exposure associated with the event and capping any assessment to an amount 
proportional to the compromised entity’s Visa purchase volume. 

Research and analysis has been conducted on recent high-profile data compromise events 
to examine the cost of a breach incurred by entities of various sizes. As part of this research 
and analysis, Visa has considered reissuance ratios, customer contact frequency, natural 
account closure rates and fraud response costs.  The research identified a requirement to 
increase the operating expenses payout to issuers. 

Operating principles 
The following principles will apply, on a global basis, to all account data compromise events 
in which the first or only VAB alert is sent on or after 1 July 2015: 

• To simplify GCAR rules and calculations, GCAR will no longer exclude accounts 
indicated in the VAB alert as expired at the time of the alert. 

Note: The tiered operating expense recovery amounts (see table below) have been 
set at levels reflecting the possibility that the population of eligible accounts may 
include expired accounts. 

• Tier levels will be assigned annually (small, medium and large), and will be based on 
Visa System or operating certificate purchase volume data for the twelve months 
ending 30 June each year.  

• Visa will review an account’s authorised transactions that have been processed 
through Visa Systems, from all merchants for the 30 calendar day period preceding 
the Intrusion Access Window to identify eligible chip accounts.  

• Operating expense recovery amounts will be increased by US $1 for all eligible 
accounts which had already been issued as chip cards prior to an account data 
compromise event. 

• Operating expense recovery will be calculated based on the following figures: 

 Small Medium Large 

Annual Visa Purchase 
Volume Threshold <$500m $500m - $10b >$10b 

Magnetic Stripe 
Accounts $6.00 $3.85 $2.65 

EMV Chip Accounts $7.00 $4.85 $3.65 



 

 

Member impact 
These GCAR Program enhancements will not require any changes or upgrades to any issuer 
or acquirer systems. The changes will be incorporated into Visa processes to administer the 
program for any GCAR qualifying events. 

Summary 
To align operating expense recovery with losses arising from account data compromise 
events, Visa has modified the GCAR Program by increasing the operating expense recovery 
available and moving to a tiered structure based on the issuer’s annual purchase volume.  In 
addition, to simplify rules and calculations, GCAR will no longer exclude accounts indicated 
in the VAB alert as expired at the time of the alert. 

An updated version of Visa Europe Global Compromised Account Recovery Guide will be 
published on Visa Online on 1 July 2015. 

For more information 
If you have any questions regarding this letter, please contact Visa Europe Customer 
Support on your country-specific number or e-mail customersupport@visa.com 

Valerie Dias 
Chief Risk and Compliance Officer 
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