
Revised Standards Relating to the Use
of Confidential Information
Topic(s): Rules/Standards

May Apply To: Acquirers Issuers Processors

Summary: MasterCard is revising its Standards relating to the use of
confidential information.

Action Indicator: A Attention warranted

Effective Date: Immediately

Background
As described in this article, MasterCard is clarifying the Standards relating to
the use of confidential information.

Overview of Revised Standards
Please review the revisions to the publication indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

Immediately MasterCard Rules Chapter 2—Standards and
Conduct of Activity

Chapter 3—Customer Obligations

Chapter 7—Service Providers

Chapter 9—Digital Activity

MasterCard will incorporate the revised Standards into a future edition of
this manual. The manual is available through the Publications product on
MasterCard Connect™.

Revised Standards—MasterCard Rules
MasterCard will revise the MasterCard Rules to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.
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Chapter 2—Standards and Conduct of Activity

2.2.3 Affiliates

Except to the extent any liability or obligation arising under a Standard has
been satisfied by a Sponsor, each Affiliate is responsible for the liabilities and
obligations arising out of or in connection with its Activities, regardless of any:

1. Action taken by such Affiliate to satisfy such liability or obligation with,
through or by a Sponsor or former Sponsor of such Affiliate, or

2. Agreement between any Sponsor and such Affiliate. In accordance with
the Standards and in compliance with all applicable laws and regulations,
each Sponsor will have access to and may use or otherwise process its
Sponsored Affiliates’ confidential information Confidential Information and
Confidential Transaction Data (as these terms are defined in Rule 3.10)
in connection with authorization, settlement, clearing, fraud reporting,
chargebacks, billing, and other related activities.

The remainder of this section is unchanged.

Chapter 3—Customer Obligations

3.10 Confidential Information of Customers

The Corporation and its parents, subsidiaries and affiliates (herein collectively
referred to as the “Corporation's Affiliates” “MasterCard”) will not may use or
and disclose confidential information or both Confidential Information and
Confidential Transaction Data furnished to it by Customers or Merchants except
to the extent that the use or disclosure is in compliance with applicable law
and as specifically provided herein. For purposes of this Rule 3.10:

• “Confidential Information” means any information of any nature that comes
into the possession or under the control of MasterCard, whether temporarily
or permanently and whether directly or indirectly, resulting from Activity
or Digital Activity or any service provided by or product of MasterCard
and which information is deemed by a person other than MasterCard
(including, by way of example and not limitation, a Customer or Merchant
or Cardholder) to be confidential information of such person; and

• “Confidential Transaction Data” means any information provided to the
Corporation or any of the Corporation’s Affiliates MasterCard by a Customer
or Merchant if that information enables the Corporation or any of the
Corporation’s Affiliates MasterCard to determine an individual's identity or
includes an Account number.

The Corporation or the Corporation’s Affiliates MasterCard may use and/or
disclose cConfidential iInformation and Confidential Transaction Data only as
follows:
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3.12 Confidential Information of the Corporation and the
Corporation’s Affiliates MasterCard
NOTE

A modification to this Rule appears in the “Digital Activity” chapter.

A Customer must not disclose confidential information of the Corporation or
of the Corporation’s its parents, subsidiaries, and affiliates (herein collectively
referred to as the “Corporation’s Affiliates” “MasterCard”) except:

1. On a need-to-know basis to the Customer’s staff, accountants, auditors, or
legal counsel subject to standard confidentiality restrictions, or

2. As may be required by any court process or governmental agency having
or claiming jurisdiction over the Customer, in which event the Customer
must promptly provide written notice of such requirement to the Secretary
of the Corporation, and to the extent possible, the Customer must seek
confidential treatment by the court or agency.

The obligation set forth herein continues following the termination of a
Customer’s License. Information provided to a Customer by the Corporation or
the Corporation’s Affiliates MasterCard is deemed confidential unless otherwise
stated in writing.

NOTE

A modification to this Rule appears in the “Digital Activity” chapter.

A Customer may use confidential or proprietary information and/or trade
secrets of the Corporation and the Corporation’s Affiliates MasterCard solely for
the purpose of carrying out the Customer’s Activities.

Chapter 7—Service Providers

7.8.1.1 Required Submerchant Agreement Terms

The Submerchant Agreement must, in substance, include all of the following
provisions:

6. The Submerchant acknowledges and agrees:

e. The Corporation has the right to enforce any provision of the Standards and
to prohibit the Submerchant and/or its Payment Facilitator from engaging in
any conduct the Corporation deems could injure or could create a risk of injury
to the Corporation, including injury to reputation, or that could adversely
affect the integrity of the Interchange System, the Corporation’s Confidential
Information (as defined in the Standards Rule 7.5), or both; and

The remainder of this section is unchanged.
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Chapter 9—Digital Activity

3.12 Confidential Information of the Corporation and the
Corporation’s Affiliates MasterCard

The Rule on this subject, as it applies to Digital Activity, is modified to add
the following.

For purposes of this Rule, “the Corporation's Systems” means any of the
Corporation’s equipment and software and “the Corporation’s Confidential
Information” means any of the Corporation’s information identified or
reasonably understood to be confidential or proprietary.

Questions?
Customers with questions about the information in this article should contact
the Customer Operations Services team using the Contact Information provided
in this bulletin.
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