
Revised Standards for the Business Risk
Assessment and Mitigation (BRAM)
Program
Topic(s): E-Commerce, Fraud/Risk, Merchant, Rules/Standards, Security

May Apply To: Acquirers Processors

Summary: MasterCard is revising its current Business Risk Assessment
and Mitigation (BRAM) compliance program by replacing
the BRAM Monitoring Program (BMP) with the Merchant
Monitoring Program (MMP). As part of the MMP, MasterCard
is introducing the new Merchant Monitoring Service Provider
(MMSP) category.

Action Indicator: A Attention warranted

Effective Date: Effective immediately—optional MMP of the BRAM program

Effective immediately—replacement of the BMP by the MMP

Effective immediately—availability of the MMSP category and
associated registration requirements

31 December 2015—expiration of the Letter of Understanding
(LOU) associated with the BMP

Background
MasterCard Standards require customers to comply with all applicable laws and
not to engage in illegal behavior, or in behavior that would reflect negatively
on MasterCard. MasterCard launched the BRAM Program in 2005 to protect
MasterCard, its customers, merchants, and cardholders from activities that may
be illegal or could negatively impact the brands of MasterCard, and other
stakeholders in the payments network.

MasterCard launched the BRAM Monitoring Program (BMP) in 2007. The BMP
is a non-mandated program available to any acquirer processing electronic
commerce (e-commerce) transactions. As part of the BMP, acquirers chose the
services of either G2 or Trustwave to monitor their merchant portfolios.

MasterCard Standards encourage acquirers to effectively screen and actively
monitor the activity of each merchant.

MasterCard encourages each acquirer to conduct due diligence on each of its
merchants and their services on an ongoing basis to determine the legality and
legitimacy of the goods or services being offered for sale and the jurisdictions
where they are being sold.
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As a reminder, the impermissible activities addressed by the BRAM program
include, but are not limited to the:

• Illegal sale of drugs on Schedule I of the Controlled Substances Act (CSA),
or that are otherwise prohibited by applicable law from being sold

• Illegal sale of prescription drugs

• Illegal sale of tobacco products

• Brand-damaging sale of images of offensive and/or non-consensual adult
pornography

• Illegal sale of images of child exploitation

• Facilitation of Internet gambling in jurisdictions where it is illegal

• Sale of counterfeit merchandise

• Sale of goods or services in violation of intellectual property rights

• Sale of illegal electronic devices (such as modification chips and jammers)

• Sale of certain types of drugs or chemicals (such as synthetic drugs, salvia
divinorum, psilocybin mushrooms and spores, and nitrite inhalants)

• Illegal sale of any other product or service

NOTE

The products, services, and merchant models mentioned in this article do not
represent an exhaustive list of illegal or brand-damaging activities.

MasterCard appreciates its customers’ ongoing cooperation in helping prevent
illegal or brand-damaging merchant activity from entering the MasterCard
payments network.

Recent Trends
MasterCard has become aware of new product offerings from other vendors
available in the market for monitoring illegal or brand-damaging transactions
(“BRAM monitoring”) in addition to the services provided by G2 and
Trustwave. New products have also been developed to detect occurrences
of “merchant transaction laundering.”

Both of these types of products are essential for effective merchant monitoring
to help ensure compliance with MasterCard Standards.

MasterCard customers should benefit from a wider choice of BRAM monitoring
agents and also from “merchant transaction laundering detection tools.”
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What is Merchant Transaction Laundering?
Merchant transaction laundering is the action whereby a merchant processes
payment card transactions on behalf of another merchant (also known in the
industry as “factoring” or “transaction aggregation”). MasterCard has observed
an increase in the number of BRAM compliance investigations concerning
merchant transaction laundering. In most cases, it appears that the acquirer
was not aware of such activity and did not implement a sufficiently robust
monitoring or detection service to address this activity. Without a viable
monitoring service in place, the acquirer may have difficulty in detecting
merchant transaction laundering and consequently the BRAM activity resulting
from the unknown merchant transaction laundering. MasterCard deems
merchant transaction laundering to be a violation of MasterCard Rule 5.1.

Merchant transaction laundering may trigger BRAM noncompliance as well as
assessments for noncompliance with other MasterCard Standards, such as card
acceptor business code (MCC) miscoding violations or failure to register a
high-risk merchant through the MasterCard Registration Program (MRP).

MasterCard encourages acquirers to monitor for and detect merchant
transaction laundering.

Introducing the Merchant Monitoring Program (MMP)
MasterCard is replacing the BMP to adapt to new trends and technologies in
the industry and to further MasterCard compliance efforts and those of its
customers. The new MMP is designed to:

• Encourage acquirers to proactively monitor for and prevent BRAM
violations related to content, products, and services.

• Encourage acquirers to proactively monitor for and prevent merchant
transaction laundering.

• Create an optional framework to incent transaction laundering detection.

• Permit acquirers to leverage any service provider as a solution for BRAM
monitoring and merchant transaction laundering detection services.

• Require acquirers to register their chosen service provider to participate
in the MMP.

• Provide potential assessment mitigation for acquirers that register an MMSP
for monitoring and detecting BRAM and merchant transaction laundering
activity and comply with MMP requirements.

• Supersede use of the LOU under the current BMP.

MasterCard reminds acquirers that they are solely responsible for ensuring that
their merchants’ activity complies fully with MasterCard Standards.

MMP and MMSP Requirements
If the acquirer chooses to participate in the MMP, the acquirer must:
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• Register the MMSP with MasterCard and provide a description of the
MMSP’s services, URL, and related marketing materials describing the
services being rendered.

• Submit to the MMSP for monitoring all merchant information and any
data that the MMSP needs to successfully monitor the particular merchant
(including the merchant name, all merchant URLs, the Doing-Business-As
[DBA] name, and address).

• Ensure that the MMSP persistently monitors on a monthly and ongoing
basis for any identifications related to BRAM content, products, and services
and/or monitors and detects merchant transaction laundering.

• Ensure that the MMSP is identifying and reporting to the acquirer all
identifications of BRAM and/or merchant transaction laundering.

• Investigate and take action in response to the identification report provided
by the MMSP by ceasing any violating activity or event within 15 days
of the notification from the MMSP.

• Report the resolution of the identification to the MMSP within 15 calendar
days of the original MMSP notification and prior to MasterCard identification
and notification.

• Provide MasterCard with a monthly report of all merchants and URLs
monitored, which must include all identifications and resolutions for any
merchant monitored and submitted by either the MMSP with a copy to the
acquirer or directly from the acquirer.

• Provide an MMSP Incident Report if an MMSP monitored merchant and URL
are identified by MasterCard but not identified by the MMSP, and provide
an explanation of how and why the violation was not detected and how
the MMSP will resolve to ensure that future identifications will be detected.

As a reminder, an acquirer must add any merchant terminated for reason of
a BRAM violation to the MasterCard Alert to Control High-risk (Merchants)
(MATCH™) system per the MasterCard MATCH requirements.

Acquirers that register an MMSP may be afforded a level of assessment
mitigation if the acquirer performs all program and reporting requirements.
If an acquirer fails to meet all of the requirements, MasterCard reserves the
right to apply the related assessments.

If an acquirer has its own internal dedicated system to persistently monitor and
detect for BRAM and/or transaction laundering, the acquirer may register itself.
Such an acquirer must comply with all of the MMP requirements.
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Acquirer Use of an MMSP
MasterCard has created a new service provider category called an MMSP.
Acquirers can voluntarily register MMSPs as a service provider with MasterCard
for participation in the MMP. An acquirer may choose a single service provider
to provide both BRAM monitoring and merchant transaction laundering
detection services, or the acquirer may elect to choose two or more service
providers to provide BRAM monitoring and merchant transaction laundering
detection services. If the acquirer chooses to participate in the MMP, the
acquirer must register the MMSP or itself along with its internal detection
system and comply with all MMP and service provider requirements.

To register an MMSP, the acquirer must submit all information and materials
required by MasterCard in connection with the proposed registration via email
message to:

Email: mmp@mastercard.com

Refer to the attached Merchant Monitoring Program Registration form for
details.

MasterCard will collect applicable fees via the MasterCard Consolidated Billing
System (MCBS) in accordance with the initial and subsequent service provider
fee structure from the acquirer that submitted the registration.

Acquirer or MMSP Monthly Report Submission
Requirements
MasterCard will require the acquirer or MMSP to provide monthly reports as
part of participation in the MMP. The report format has been developed by
MasterCard, and all data fields must be complete and accurate. Data fields
required include:

• Acquirer name and ICA number

• MMSP name

• Report submitter contact name and email address

• Merchant name

• URL(s)

• MCC

• Violation type

• Violation category

• URL content details

• Date MMSP reported to acquirer

• Date acquirer resolved and reported to MMSP

• Investigation findings and final resolution status
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The format of the monthly report is a Microsoft Excel® spreadsheet provided
by MasterCard. This monthly report must be received by MasterCard on the
fifth day of the month for the preceding month’s monitoring. The acquirer
or MMSP must send the report via the file transfer protocol (FTP) system or
via email message to:

Email: mmp@mastercard.com

It is the responsibility of the acquirer to ensure that the report is received
by MasterCard per the required date. Failure to provide the monthly report
on time may result in the loss of mitigation of an assessment in the event of
a BRAM or merchant transaction laundering violation. If the report is not
complete, then MasterCard will reject the report. The report then must be
resubmitted within two business days.

Expiration of the Current LOU Under the BMP
With the replacement of the BMP with the MMP, MasterCard will no longer
require the current LOU signed by BMP participants and will, therefore, expire
all existing LOUs on 31 December 2015.

Effectively immediately, acquirers may register for participation in the MMP.

MMP Assessment and Mitigation Structure
MasterCard has enhanced the assessment and mitigation framework to provide
mitigation for participation in the MMP. MasterCard may adjust the assessment
mitigation structure at any time at its discretion.

The following table depicts scenarios and the potential mitigation of
noncompliance assessments relating to a particular merchant. With regard to
any particular merchant, MasterCard retains discretion in determining whether
any mitigation is appropriate and the amount of such mitigation.
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Scenario

If the acquirer has a
registered MMSP or
registered an internal
dedicated detection
system and has
complied with all MMP
requirements

If the acquirer does
not have an MMSP,
or has not registered
an internal dedicated
detection system, or is
using an unregistered
MMSP

BRAM or merchant transaction laundering
activity (“activity”) was proactively identified
by the acquirer via its registered internal
dedicated detection system or by the acquirer’s
MMSP, and the activity was ceased prior to
MasterCard identification

100% mitigation 100% mitigation

No detection of activity by the acquirer via its
registered internal dedicated detection system
or by the acquirer’s MMSP, but MasterCard
identified the violating activity, and the
activity was ceased within two business days
of MasterCard identification

75% mitigation 25% mitigation

No detection of activity by the acquirer via its
registered internal dedicated detection system
or by the acquirer’s MMSP, but MasterCard
identified the violating activity, and the activity
was not ceased within two business days

0% mitigation 0% mitigation

MasterCard recognizes that there is the risk of poor performance of an
MMSP. Therefore, MasterCard encourages acquirers to vet prospective MMSPs
thoroughly to minimize the likelihood of poor performance. If an MMSP
does not identify and report a possible violation, the acquirer must provide
to MasterCard an MMSP Incident Report within five business days of the
identification notification sent by MasterCard. The incident report must provide
an explanation for how and why the identification was not detected and how
the MMSP will resolve to ensure future violations will be detected.

An acquirer may not receive mitigation for:

• Repeated failures by the MMSP or internal dedicated detection system
to identify violations

• Repeated violations

• A merchant or URL that was not monitored by the registered MMSP or
internal dedicated detection system

• Non-submission of the monthly MMSP report

• Non-submission of an incident report

• Failure to respond to an investigation
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Overview of Revised Standards
Please review the revisions to the publications indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

Immediately MasterCard Rules Chapter 7—Service Providers

Immediately Security Rules and
Procedures

Chapter 6—Fraud Loss Control
Standards

Chapter 7—Merchant,
Submerchant, and ATM Owner
Screening and Monitoring
Standards

Chapter 13—Global Risk
Management Program

MasterCard will incorporate the revised Standards into a future edition of these
manuals. The manuals are available through the Publications product on
MasterCard Connect™.

Revised Standards—MasterCard Rules
MasterCard will revise the MasterCard Rules to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

Chapter 7—Service Providers

7.1 Service Provider Categories

There are seven eight categories of Service Providers: Independent Sales
Organization (“ISO”); Third Party Processor (“TPP”); Data Storage Entity
(“DSE”); Payment Facilitator (“PF”); Digital Wallet Operator (“DWO”); Digital
Activity Service Provider (“DASP”); Merchant Monitoring Service Provider
(“MMSP”); and Service Provider Registration Facilitator (“SPRF”).

A Service Provider is categorized by the Corporation based upon the
Corporation’s understanding of the nature of the Program Services to be
performed, as described below. A Service Provider may only perform the
Program Services it is registered to perform.

An entity is categorized as a…
If the entity performs any services
identified as...

Independent Sales Organization (ISO) ISO Program Service

Third Party Processor (TPP) TPP Program Service
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An entity is categorized as a…
If the entity performs any services
identified as...

Data Storage Entity (DSE) DSE Program Service

Payment Facilitator (PF) PF Program Service

Digital Wallet Operator (DWO) DWO Program Service

Digital Activity Service Provider (DASP) DASP Program Service

Merchant Monitoring Service Provider
(MMSP)

MMSP Program Service

Service Provider Registration Facilitator
(SPRF)

SPRF Program Service

The following are descriptions of types of Program Service. Any entity
proposed by a Customer to perform both TPP Program Service and DSE
Program Service is categorized by the Corporation as a TPP.

MMSP Program Service

The monitoring of Merchant Activity and Merchant website URLs to determine
compliance with the Standards pertaining to the Merchant Monitoring Program
(MMP) and to detect unauthorized Transaction activity, which may include
but is not limited to Transactions that are not authorized by the Cardholder
or that arise from business that is not bona fide or was not fully disclosed to
the Acquirer or Payment Facilitator, as applicable.

7.1.6 Merchant Monitoring Service Provider

A Merchant Monitoring Service Provider (MMSP) is a Service Provider that
performs all of the services described in Rule 7.1, as a Merchant Monitoring
Service Provider.

7.2 The Program and Performance of Program Service

7.2.3 Program Service Agreement

This Rule is not applicable with respect to a Service Provider whose provision
of Program Service to the Customer consists only of DSE Program Service,
DWO Program Service, or DASP Program Service, or MMSP Program Service.
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7.15 Registration Requirements for Merchant Monitoring Service
Providers

To register a Merchant Monitoring Service Provider:

1. The Acquirer must submit all information and materials required
by the Corporation in connection with the proposed registration to
mmp@mastercard.com.

2. The Corporation collects the applicable fee then in effect from the
Customer that proposes the registration via the MasterCard Consolidated
Billing System (MCBS).

3. The Customer must receive the Corporation’s written confirmation of the
registration.

4. To maintain the registration of an MMSP, the Customer must submit such
information as may be required by the Corporation. The registration
renewal fee then in effect is debited from the Customer via MCBS. In its
discretion, the Corporation may decline to renew the registration of an
MMSP.

If a Customer decides to terminate an MMSP, the Customer promptly must
notify the Corporation in writing of the termination date and of the reasons for
the termination. This notification must be received by the Corporation within
one week of the decision to terminate.

Revised Standards—Security Rules and Procedures
MasterCard will revise the Security Rules and Procedures to include these
Standards. Additions to the Standards are underlined. Deletions are indicated
with a strikethrough.

Chapter 6—Fraud Loss Control Standards

6.2 MasterCard Fraud Loss Control Program Standards

6.2.2 Acquirer Fraud Loss Control Programs

6.2.2.3 Recommended Additional Acquirer Monitoring

WebsiteMerchant Monitoring Recommendation

MasterCard recommends that Acquirers use a website Merchant monitoring
solution to review their electronic commerce (e-commerce) Merchants’ activity
to avoid processing illegal or brand-damaging Transactions.
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Chapter 7—Merchant, Submerchant, and ATM Owner
Screening and Monitoring Standards

7.2 Ongoing Monitoring

As a best practice, MasterCard recommends that Acquirers use a website
Merchant monitoring solution to review their e-commerce Merchants’
and Submerchants’ activity to avoid processing illegal or brand-damaging
Transactions.

Chapter 13—Global Risk Management Program

13.1 About the Global Risk Management Program

13.1.1 Customer Onboarding Reviews

13.1.1.1 Merchant Risk Review Offering

G-2 (or a MasterCard approved website monitoring provider) offers the
following at no cost to entities that process transactions for electronic
commerce (e-commerce) Merchants:

• An online survey to determine the entity’s risk level

• A scan of the entity’s Merchants’ websites to determine the number of
potential illegal or brand-damaging violations

• A report that includes best practices, a risk report card, and a statistical
review of the entity’s number of potential illegal or brand-damaging
violations

13.2 Global Risk Management Program Review Topics

13.2.2 Acquirer Global Risk Management Program Review Topics

An Acquirer review will cover the following topics, where applicable.
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• Organizational structure

• Operational statistics

• Merchant acquisition channels (retail and e-commerce)

• Direct sales agency

• Merchant application process, including application fraud

• Merchant site inspections (retail and e-commerce)

• MasterCard Alert to Control High-risk (Merchants) (MATCH™)

• Credit bureau information

• Merchant Agreements

• Point-of-Sale (POS) Terminal capability

• Description of the Customer implementation strategy with regard to EMV
Chip/PIN, MasterCard® SecureCode™, and contactless payment technologies

• Anti-money laundering policies

• Merchant support and services

• Authorization function and process

• Data storage

• E-commerce and Internet site data integrity

• Fraud loss control programs and Merchant monitoring

• Fraud detection performance and effectiveness

• Use of a website Merchant monitoring solution to avoid potential illegal or
brand-damaging violations

• Transaction verification strategy

• Fraud investigations

• ADC Event or Potential ADC Event identification and analysis

• Use of MasterCard Connect™

• Receipt and use of fraud reports

• Acquirer compliance programs

• Management information systems analysis and methodology
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Questions?
Customers with questions about the BRAM program should contact:

Jeffrey D. De Petro

Business Leader, Franchise Development

Phone: 1-914-249-2907

Fax: 1-914-249-4257

Email: jeffrey_depetro@mastercard.com
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