
Revised Standards for the Account Data
Compromise Program
Topic(s): Fraud/Risk, Merchant, Rules/Standards, Security

May Apply To: Acquirers Issuers Processors

Summary: This article provides information about the restructuring of the
reimbursement component and other aspects of the Account
Data Compromise (ADC) Program. The reimbursement
component consists of Operational Reimbursement (OR) and/or
Fraud Recovery (FR) pertaining to a particular ADC Event.

As of 1 January 2016, participation in the reimbursement
component of the ADC Program will become optional for
issuers. An issuer will choose whether to participate in the
reimbursement component on a calendar year basis. An issuer
that chooses to participate in the reimbursement component
will be required to agree not to assert a claim against the
responsible customer or the responsible customer’s merchant
or other agent with respect to an ADC Event that MasterCard
determines to have occurred during that calendar year. An
issuer that chooses not to participate in the reimbursement
component will not be eligible for OR or FR for that calendar
year.

Consistent with industry migration towards EMV, effective 1
June 2016, the ADC Program will no longer provide OR or FR
for magnetic stripe-only cards.

Action Indicator: F Financial impact

A Attention warranted

Effective Date: 1 December 2015—Deadline for issuer responses regarding
ADC Program participation

1 January 2016 and 1 June 2016 (as indicated)—ADC Program
changes

Background
During the past several years, there have been numerous ADC Events in
the face-to-face environment, including several at popular large merchants.
Issuers have provided feedback to MasterCard that OR and FR do not provide
sufficient reimbursement of operational costs and fraud losses resulting from
ADC Events. Acquirers and their merchants, or other agents, have provided
feedback that the methods used by MasterCard to determine OR and FR are
not sufficiently transparent. Some merchants have threatened litigation against
MasterCard in connection with OR and FR and/or MasterCard’s determination
that an ADC Event occurred.
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These opposing sentiments suggest customer dissatisfaction with the
reimbursement component of the ADC Program. In addition, ADC-related
litigation and threats of litigation sometimes have led to significant delays
in the disbursement of OR and FR.

In acknowledgment of customer feedback, MasterCard is restructuring the
reimbursement component of the ADC Program.

Program Changes
Starting 1 January 2016, the following changes will become effective:

• Issuers representing a substantial portion of all MasterCard-branded cards
must choose whether to participate in the reimbursement component of
the ADC Program for a calendar year in order for the reimbursement
component to be effective for that calendar year. At this time, MasterCard
is considering a threshold of approximately 80 percent participation.
MasterCard reserves the right to adjust the threshold on a calendar year
basis. Should MasterCard determine that an insufficient number of
issuers have opted to participate in the reimbursement component for a
calendar year, the reimbursement component will not be administered by
MasterCard during that calendar year and no issuer will receive any OR
or FR for any ADC Event that MasterCard determines to have occurred
during that calendar year. An issuer that chooses not to participate in
the reimbursement component will not be eligible for OR or FR for that
calendar year.

• OR and FR reimbursement will not be provided for an ADC Event in which
fewer than 30,000 accounts are deemed by MasterCard to have been placed
at risk of unauthorized use. This change will enable MasterCard to focus
its resources on larger ADC Events.

• At present, a 40 percent deductible is subtracted from the OR calculation.
This deductible will be reduced to 10 percent to more closely reflect
“normal” card replacement.

• At present, MasterCard retains 3 percent of OR and 5 percent of FR
paid to issuers, with a cap of USD 75,000 on each, as an administrative
fee. MasterCard also assesses a case management fee to the responsible
customer, that is, the customer (in most cases, an acquirer) deemed
responsible for an ADC Event in accordance with MasterCard Standards.
These assessments will be eliminated and replaced by an annual service
fee assessed to each issuer (as applicable to the region) that opts to
participate in the reimbursement component for that calendar year. An
issuer that opts not to participate will continue to receive ADC Alerts for
at-risk MasterCard accounts and will be assessed an annual service fee
that is half the fee assessed to issuers in the region that opt to participate
in the reimbursement component.

• Each issuer that chooses to participate in the reimbursement component, as
a condition of such participation, must agree to hold harmless and release
MasterCard and, as applicable, each responsible customer and each agent
of each responsible customer from financial and other liability directly or
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indirectly related to an ADC Event that MasterCard deems to have occurred
during that calendar year.

• Following the conclusion of an investigation of an ADC Event by
MasterCard, any related OR and/or FR liability will be disclosed to the
responsible customer(s) in a final financial liability letter. The responsible
customer(s) will have 30 days from the date of the final financial liability
letter to appeal. If, at the end of any appeal process, MasterCard determines
that the responsible customer has any financial responsibility related to the
ADC Event, the responsible customer may either agree to or refuse to agree
to the determined amount. As a condition of agreeing to the determined
amount, the responsible customer must both

– Execute and deliver to MasterCard within 14 calendar days of receipt
of the final financial liability letter or a decision by MasterCard on the
appeal, whichever is later, a release in a form and substance acceptable
to MasterCard memorializing that the customer agrees to not assert a
claim arising from or related to the ADC Event against either MasterCard
or any issuer that receives OR and/or FR; and

– Deliver to MasterCard a release in a form and substance acceptable to
MasterCard and executed by the merchant (or other agent) that the
merchant (or other agent) agrees to not assert a claim arising from or
related to the ADC Event against either MasterCard or any issuer that
receives OR and/or FR.

MasterCard subsequently will debit funds from the responsible customer’s
account and disburse OR and/or FR, as appropriate, to issuers. If the
responsible customer does not agree to the final determined amount, any
issuer, including those that opted into the reimbursement program for
the calendar year, will be free to pursue claims against the responsible
customer and/or its agent.

• At present, the ADC Program caps both OR and FR assessed to acquirers at
5 percent of a merchant’s prior year’s MasterCard-branded sales volume
if the breached agent is a PCI Level 3 or 4 Merchant. Effective 1 January
2016, a new tiered cap approach will be implemented as set forth below.

Tier Merchant MasterCard Calendar
Year Transaction Volume (USD)

Merchant Cap (% of Prior Year's
MasterCard Sales Volume)

1 0–50,000 5 percent

2 50,001–500,000 10 percent

3 More than 500,000 20 percent

NOTE

These caps will not apply in the event of a breach of a service provider or other
agent of the responsible customer.

• OR will be calculated based on the rates set forth below, effective 1
January 2016.
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Tier Volume

Mag
Stripe
(USD)

Chip
(USD)

Contactless
(USD)

Combo
(USD)

1 0-200 million 6.25 7.25 7.50 8.00

2 201 million–1 billion 4.00 5.00 5.15 5.30

3 More than 1 billion 2.70 3.75 2.95 4.05

• Accounts used in fraudulent transactions that qualify for a counterfeit fraud
chargeback will not be considered for purposes of calculating FR. Issuers
that have implemented EMV will have the ability to shift responsibility for
counterfeit fraud to the acquirer if a merchant was not chip enabled. This
change will preclude an issuer from both recovering FR and effecting a
chargeback for the same fraud loss.

In addition, effective 1 June 2016, MasterCard will cease providing ADC
reimbursement for OR and FR associated with magnetic stripe-only cards. This
change is intended to encourage EMV migration, as magnetic-stripe-only cards
are less secure than EMV chip cards. This change is consistent with the U.S.
region EMV liability shift that becomes effective this October.

Action Required
In or around mid-October 2015, MasterCard will notify via email the Security
Contact and/or ADC Contact of the Parent ICA as listed in the Member
Information—MasterCard (MIM) application available on MasterCard Connect™.
MasterCard requests that all issuers promptly update the contact information
for each ICA in the MIM in order to ensure that the email is received and
actioned by the appropriate individuals at the bank.

The communication will require a response as to the decision a particular
issuer has made with respect to opting in or out of the reimbursement
component of MasterCard’s ADC Program for the 2016 calendar year. The
deadline to submit a response back to MasterCard will be 1 December 2015.
An issuer that fails to respond in a timely manner will be considered as not
opting into the reimbursement component of the ADC Program. Additional
instructions will be set forth in the email communication.

Annual Service Fee
MasterCard will eliminate the case management fee currently imposed on a
responsible customer as well as the administrative fee currently imposed on
an issuer.

6
Revised Standards for the Account Data Compromise Program

Global Security Bulletin No. 9, 15 September 2015

©2015 MasterCard. Proprietary. All rights reserved.

Production Review—Due



As indicated above, MasterCard will implement a new annual service fee on
issuers. An issuer that opts into the reimbursement component and thus
becomes eligible to receive both ADC Alerts and OR/FR reimbursement will
be assessed an annual service fee twice the amount that will be assessed on
an issuer that does not opt in. The annual service fees will be based on the
number of MasterCard issued cards reported to the Quarterly MasterCard
Report (QMR). Fees applicable to the region will be communicated in regional
Pricing Bulletins.

Overview of Revised Standards
Please review the revisions to the publication indicated in the table below and
make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

1 January 2016
(unless specifically
noted in the rules
language)

Security Rules and Procedures Chapter 10—Account Data
Protection Standards and
Programs

MasterCard will incorporate the revised Standards into a future edition of this
manual. The manual is available on MasterCard Connect ™ via the Publications
product.

Revised Standards—Security Rules and Procedures
MasterCard will revise the Security Rules and Procedures to include these
Standards. Additions to the Standards are underlined. Deletions are indicated
with a strikethrough.

Chapter 10—Account Data Protection Standards and
Programs

10.1 Account Data Protection Standards

PCI Security Standards are technical and operational requirements established
by the Payment Card Industry Security Standards Council (PCI SSC) to act as
a minimum baseline to protect Account data. MasterCard requires that all
Customers that store, process, or transmit Card, Cardholder, or Transaction data
and all Customer agents that store, process, or transmit Card, Cardholder, or
Transaction data on the Customer’s behalf adhere to the most current Payment
Card Industry PIN Transaction Security Program (PCI PTS) and Payment Card
Industry Data Security Standard (PCI DSS). The PCI Security Standards are
available on the PCI SSC website at www.pcisecuritystandards.org. Customers
and their agents also must ensure that:
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• a Point-of-Sale (POS) Terminal or other device at the Point of Interaction
(POI) does not display, replicate, or store any Card-read data except
primary account number (PAN), expiration date, service code, or
Cardholder name; and

• before discarding any media containing Card, Cardholder, or Transaction
data, including such data as PANs, personal identification numbers (PINs),
credit limits, and account balances, the Customer or its agent must render
the data unreadable; and

• access to Card, Cardholder, or Transaction data stored in computers,
terminals, and PCs is limited and controlled by establishing data protection
procedures that include, but are not limited to, a password system for
Computer Remote Terminal (CRT) access, control over dial-up lines, and
any other means of access.

10.2 Account Data Compromise Events

Terms used in this section 10.2 (such as Issuer, Acquirer, and Card) are used
consistent with the definitions of such terms set forth in the Definitions
appendix at the end of this manual. With regard to Accounts and Card
issuance, MasterCard Standards reflect the use of different types of licensing
structures and relationships, including:

• Principal Customer and Affiliate Customer;

• Association Customer and Affiliate Customer;

• Principal Debit Licensee and Affiliate Debit Licensee; and

• Type I TPP and Affiliate Customer (in the U.S. Region only).

For purposes of this section 10.2, an Issuer is the entity having responsibility
in accordance with the Standards and, if applicable, any license agreement
between the entity and MasterCard, with respect to Activity pertaining to a
particular Card or Account.

10.2.1 Policy Concerning Account Data Compromise Events and
Potential Account Data Compromise Events

MasterCard operates a payment solutions system for all of its Customers. Each
Customer benefits from, and depends upon, the integrity of that system. ADC
Events and Potential ADC Events threaten the integrity of the MasterCard
system and undermine the confidence of Merchants, Customers, Cardholders,
and the public at large in the security and viability of the system. Each
Customer therefore acknowledges that MasterCard has a compelling interest
in adopting, interpreting, and enforcing its Standards to protect against and
respond to ADC Events and Potential ADC Events.
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Given the abundance and sophistication of criminals, ADC Events and
Potential ADC Events are risks inherent in operating and participating in any
system that utilizes payment card account data for financial or non-financial
transactions. MasterCard Standards are designed to place responsibility for
ADC Events and Potential ADC Events on the Customer that is in the best
position to guard against and respond to such risk. That Customer is generally
the Customer whose network, system, or environment was compromised or
was vulnerable to compromise or that has a direct or indirect relationship with
an Agent whose network, system, or environment was compromised or was
vulnerable to compromise. In the view of MasterCard, that Customer is in the
best position to safeguard its systems, to require and monitor the safeguarding
of its Agents’ systems, and to insure against, and respond to, ADC Events and
Potential ADC Events.

MasterCard requires that each Customer apply the utmost diligence and
forthrightness in protecting against and responding to any ADC Event or
Potential ADC Event. Each Customer acknowledges and agrees that MasterCard
has both the right and need to obtain full disclosure (as determined by
MasterCard) concerning the causes and effects of an ADC Event or Potential
ADC Event as well as the authority to impose assessments, recover costs, and
administer compensation, if appropriate, to Customers that have incurred costs,
expenses, losses, and/or other liabilities in connection with ADC Events and
Potential ADC Events.

Except as otherwise expressly provided for in the Standards, MasterCard
determinations with respect to the occurrence of and responsibility for ADC
Events or Potential ADC Events are conclusive and are not subject to appeal
or review within MasterCard.

Any Customer that is uncertain with respect to rights and obligations relating
to or arising in connection with the Account Data Protection Standards and
Programs set forth in this Chapter 10 should request advice from MasterCard
Fraud Investigations.

Notwithstanding the generality of the foregoing, the relationship of network,
system, and environment configurations with other networks, systems, and
environments will often vary, and each ADC Event and Potential ADC Event
tends to have its own particular set of circumstances. MasterCard has the sole
authority to interpret and enforce the Standards, including those set forth in
this chapter. Consistent with the foregoing and pursuant to the definitions set
forth in section 10.2 above, MasterCard may determine, as a threshold matter,
whether a given set of circumstances constitutes a single ADC Event or multiple
ADC Events. In this regard, and by way of example, where a Customer or
Merchant connects to, utilizes, accesses, or participates in a common network,
system, or environment with one or more other Customers, Merchants, Service
Providers, or third parties, a breach of the common network, system, or
environment that results, directly or indirectly, in the compromise of local
networks, systems, or environments connected thereto may be deemed to
constitute a single ADC Event.
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10.2.2 Responsibilities in Connection with ADC Events and
Potential ADC Events

10.2.2.1 Time-Specific Procedures for ADC Events and Potential
ADC Events

A Customer is deemed to be aware of an ADC Event or Potential ADC Event
when the Customer or the Customer’s Agent first becomes aware knew or, in
the exercise of reasonable security practices should have known of an ADC
Event or a Potential ADC Event. A Customer or its Agent is deemed to be
aware of an ADC Event or Potential ADC Event under circumstances that
include, but are not limited to, any of the following:

• the Customer or its Agent is informed, through any source, of the
installation or existence of any malware in any of its systems or
environments, or any system or environment of one of its Agents, no matter
where such malware is located or how it was introduced;

• the Customer or its Agent receives notification from MasterCard or any
other source that the Customer or its Agent(s) has experienced an ADC
Event or a Potential ADC Event; or

• the Customer or its Agent discovers or, in the exercise of reasonable
diligence, should have discovered a security breach or unauthorized
penetration of its own system or environment or the system or environment
of its Agent(s).

A Customer must notify MasterCard immediately when the Customer becomes
aware of an ADC Event or Potential ADC Event in or affecting any system or
environment of the Customer or its Agent. In addition, a Customer must, by
contract, ensure that its Agent notifies MasterCard immediately when the Agent
becomes aware of an ADC Event or Potential ADC Event in or affecting any
system or environment of the Customer or the Agent.

When a Customer or its Agent becomes aware of an ADC Event or Potential
ADC Event either in any of its own systems or environments or in the systems
or environments of its Agent(s), the Customer must take (or cause the Agent to
take) the following actions, unless otherwise directed in writing by MasterCard.

• Immediately commence a thorough investigation into the ADC Event or
Potential ADC Event.

• Immediately, and no later than within twenty-four (24) hours, identify,
contain, and mitigate the ADC Event or Potential ADC Event, secure
Account data and preserve all information, in all media, concerning the
ADC Event or Potential ADC Event, including:

1. preserve and safeguard all potential evidence pertinent to a forensic
examination of an ADC Event or Potential ADC Event;

2. isolate compromised systems and media from the network;
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3. preserve all Intrusion Detection Systems, Intrusion Prevention
System logs, all firewall, Web, database, and events logs;

4. document all incident response actions; and

5. refrain from restarting or rebooting any compromised or potentially
compromised system or taking equivalent or other action that would
have the effect of eliminating or destroying information that could
potentially provide evidence of an ADC Event or Potential ADC
Event.

• Within twenty-four (24) hours, and on an ongoing basis thereafter, submit
to MasterCard all known or suspected facts concerning the ADC Event or
Potential ADC Event, including, by way of example and not limitation,
known or suspected facts as to the cause and source of the ADC Event or
Potential ADC Event.

• Within twenty-four (24) hours and continuing throughout the investigation
and thereafter, provide to MasterCard, in the required format, all PANs
and expiration dates associated with Account data that were actually
or potentially accessed or disclosed in connection with the ADC Event
or Potential ADC Event and any additional information requested by
MasterCard. As used herein, the obligation to obtain and provide PANs
to MasterCard applies to any MasterCard or Maestro Account number in
a bank identification number (BIN)/Issuer identification number (IIN)
range assigned by MasterCard. This obligation applies regardless of how
or why such PANs were received, processed, or stored, including, by way
of example and not limitation, in connection with or relating to a credit,
debit (signature- or PIN-based) proprietary, or any other kind of payment
Transaction, incentive, or reward program.
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• Within seventy-two (72) hours, engage the services of a PCI SSC Forensic
Investigator (PFI) to conduct an independent forensic investigation to
assess the cause, scope, magnitude, duration, and effects of the ADC Event
or Potential ADC Event. The PFI engaged to conduct the investigation must
not have provided the last PCI compliance report concerning the system
or environment to be examined. Prior to the commencement of such
PFI’s investigation, the Customer must notify MasterCard of the proposed
scope and nature of the investigation and obtain preliminary approval
of such proposal by MasterCard or, if such preliminary approval is not
obtained, of a modified proposal acceptable to MasterCard. MasterCard
and the responsible Customer(s) may agree that a PFI’s investigation of,
investigation findings, and recommendations concerning fewer than all of
the Merchants (or other Agents) within the scope of the ADC Event or
Potential ADC Event will be deemed to be representative of and used for
purposes of the application of the Standards as the investigation findings
and recommendations by the PFI with respect to all of the Merchants (or
other Agents) within the scope of the ADC Event or Potential ADC Event.

• Within two (2) business days from the date on which the PFI was engaged,
identify to MasterCard the engaged PFI and confirm that such PFI has
commenced its investigation.

• Within three five (35) business days from the commencement of the
forensic investigation, ensure that the PFI submits to MasterCard a
preliminary forensic report detailing all investigative findings to date.

• Within twenty (20) business days from the commencement of the forensic
investigation, provide to MasterCard a final forensic report detailing all
findings, conclusions, and recommendations of the PFI, continue to
address any outstanding exposure, and implement all recommendations
until the ADC Event or Potential ADC Event is resolved to the satisfaction
of MasterCard. In connection with the independent forensic investigation
and preparation of the final forensic report, no Customer may engage in
or enter into (or permit an Agent to engage in or enter into) any conduct,
agreement, or understanding that would impair the completeness, accuracy,
or objectivity of any aspect of the forensic investigation or final forensic
report. The Customer shall not engage in any conduct (or permit an Agent
to engage in any conduct) that could or would influence, or undermine the
independence of, the PFI or undermine the reliability or integrity of the
forensic investigation or final forensic report. By way of example, and not
limitation, a Customer must not itself, or permit any of its Agents to, take
any action or fail to take any action that would have the effect of:

1. precluding, prohibiting, or inhibiting the PFI from communicating
directly with MasterCard;

2. permitting a Customer or its Agent to substantively edit or otherwise
alter the forensic report; or

3. directing the PFI to withhold information from MasterCard.
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Notwithstanding the foregoing, MasterCard may engage a PFI on behalf of the
Customer in order to expedite the investigation. The Customer on whose
behalf the PFI is so engaged will be responsible for all costs associated with
the investigation.

10.2.3 Forensic Report

The responsible Customer (or its Agent) must ensure that the PFI retains
and safeguards all draft forensic report(s) pertaining to the ADC Event or
Potential ADC Event and, upon request of MasterCard, immediately provides to
MasterCard any such draft. The final forensic report required under section
10.2.2.1 must include the following, unless otherwise directed in writing by
MasterCard:

• A statement of the scope of the forensic investigation, including sources of
evidence and information used by the PFI.

• A network diagram, including all systems and network components within
the scope of the forensic investigation. As part of this analysis, all system
hardware and software versions, including POS applications and versions
of applications, and hardware used by the compromised entity within the
past twelve (12) months, must be identified.

• A payment Card Transaction flow depicting all POIs associated with
the transmission, processing, and storage of Account data and network
diagrams.

• A written analysis explaining the method(s) used to breach the subject
entity’s network or environment as well as method(s) used to access and
exfiltrate Account data.

• A written analysis explaining how the security breach was contained and
the steps (and relevant dates of the steps) taken to ensure that Account
data are no longer at risk of compromise.

• An explanation of investigative methodology as well as identification of
forensic data sources used to determine final report findings.

• A determination and characterization of Account data at-risk of
compromise, including the number of Accounts and at-risk data elements
(magnetic stripe data—Track 1 and Track 2, Cardholder name, PAN,
expiration date, CVC 2, PIN, and PIN block).

• The location and number of Accounts where restricted Account data
(magnetic stripe, Track 1 and Track 2, Cardholder name, PAN, expiration
date, CVC 2, PIN, or PIN block), whether encrypted or unencrypted, was
or may have been stored by the entity that was the subject of the forensic
investigation. This includes restricted Account data that was or may have
been stored in unallocated disk space, backup media, and malicious
software output files.

• A time frame for Transactions involving Accounts determined to be at risk
of compromise. If the Transaction date/time is not able to be determined,
file-creation timestamps must be supplied.
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• A determination of whether a security breach that exposed and, if so,
how payment card data to compromise occurred was wrongfully disclosed
or taken.

• On a requirement-by-requirement basis, a conclusion as to whether, at the
time that the ADC Event or Potential ADC Event occurred, each applicable
PCI SSC requirement was complied with. For the avoidance of doubt, as of
the date of the publication of these Standards, the PCI Security Standards
include the PCI DSS, PIN Entry Device (PCI PED) Security Requirements,
and Payment Application Data Security Standard (PA-DSS).

MasterCard may require the Customer to cause a PFI to conduct a PCI gap
analysis and include the result of that analysis in the final forensic report.

10.2.4 Alternative Standards Applicable to Certain Merchants or
Other Agents

In the event of an ADC Event or Potential ADC Event (for purposes of this
section 10.2.4, an “Event”) for which the subject is a Level 2, Level 3, or Level
4 Merchant (as set forth in section 10.3.4), in lieu of complying with the
responsible Customer obligations set forth in section 10.2.2.1, the first bullet
point of section 10.2.2.2, and section 10.2.3 of this Chapter 10, a responsible
Customer may comply with the Standards set forth in this section 10.2.4
provided all of the following criteria are satisfied:

Criterion A

MasterCard determines that fewer than 7,500 30,000 Accounts are at risk of
unauthorized disclosure as a result of the Event; and

Criterion B

MasterCard determines that the Merchant (or other Agent) has not been
the subject of an ADC Event or Potential ADC Event for the thirty-six
(36) consecutive months immediately preceding the date that MasterCard
determines likely to be the earliest possible date of the Event; and

Criterion C

The responsible Customer determines that the Merchant (or other Agent)
uses a computer-based acceptance system that is not used by does not share
connectivity with another Merchant (or Agent) or Merchant’s (or Agent’s)
system and that is not operated by a Service Provider of the responsible
Customer.
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Should MasterCard determine that the subject of the Event is a Level 2, 3, or 4
Merchant and that Criteria A and B, above, are satisfied, MasterCard will provide
notice to the responsible Customer via an email message to the responsible
Customer’s Security Contact listed in the Member Information—MasterCard
application then available on MasterCard Connect™.

Upon receipt of such notice, the responsible Customer may elect to cause a
PFI to conduct an examination of the Merchant or other Agent in accordance
with section 10.2.2.1 of this Chapter 10. Should the responsible Customer
cause a PFI to conduct an examination, the responsible Customer must notify
MasterCard within 24 hours of the engagement of the PFI. Failure to notify
MasterCard within the 24-hour time frame may result in a noncompliance
assessment as described in section 10.2.6. Alternatively, and provided the
responsible Customer determines that Criterion C is satisfied, the responsible
Customer itself may elect to investigate the Event in lieu of causing a PFI to
conduct an examination of the Merchant or other Agent.

If the responsible Customer itself elects to conduct the investigation, not later
than thirty sixty (30 60) days following the date of the notice by MasterCard
described above, the responsible Customer must provide to MasterCard a
written certification by an officer of the responsible Customer certifying that
all of the following are true:

• The responsible Customer elected to investigate the ADC Event or Potential
ADC Event in lieu of causing a PFI to investigate the ADC Event or
Potential ADC Event; and

• The Merchant (or other Agent) that is the subject of the ADC Event or
Potential ADC Event does not use a computer-based acceptance system
that is used by another Merchant (or Agent) or Merchants (or Agents); and

• The responsible Customer’s investigation of the ADC Event or Potential
ADC Event has been completed and all security vulnerabilities have been
eliminated the ADC Event or Potential ADC Event has been fully contained;
and

• The Merchant has newly validated or revalidated compliance with the PCI
DSS. Documentation confirming such validation or revalidation must be
provided to MasterCard with the officer certification.
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10.2.5 MasterCard Determination of ADC Event or Potential ADC
Event

10.2.5.2 Potential Reduction of Financial Responsibility

As soon as practicable, MasterCard will contact the Customer’s Security
Contact, Principal Contact, or Merchant Acquirer Account Data Compromise
Contact as they are listed in the Member Information tool application, notifying
all impacted parties of the impending financial obligation or compensation,
as applicable.

It is the sole responsibility of each Customer, not MasterCard, to include
current and complete information in the Member Information tool application.

10.2.5.3 ADC Operational Reimbursement and ADC Fraud
Recovery—MasterCard Only
NOTE

This section applies to MasterCard Transactions only.

ADC operational reimbursement (OR) enables an Issuer to partially recover
costs incurred in reissuing Cards and for enhanced monitoring of compromised
and/or potentially compromised MasterCard Accounts associated with an ADC
Event. ADC fraud recovery (FR) enables an Issuer to recover partial incremental
magnetic-stripe (POS 90) and/or Hybrid POS Terminal unable to process
(POS 80) counterfeit fraud losses associated with an ADC Event. MasterCard
determines ADC operational reimbursement and ADC fraud recovery.

MasterCard may invoke OR, or OR and FR (OR and FR together, the
“reimbursement component”), for an ADC Event impacting 30,000 MasterCard
Accounts or more. Participation in the reimbursement component of the ADC
Program is optional for Issuers on a calendar year basis. Annually, each
Issuer may choose to participate in the reimbursement component for the
next following calendar year. An Issuer must choose to participate in the
reimbursement component to be eligible to receive OR and/or FR with respect
to an ADC Event that MasterCard deems to have occurred during that calendar
year. For purposes of this section 10.2.5.3, MasterCard generally deems an
ADC Event to occur in the year in which MasterCard publishes an initial ADC
Alert to impacted Issuers concerning the ADC Event. MasterCard reserves
the right, however, to determine that an ADC Event occurred in a year other
than the year in which MasterCard published an initial ADC Alert to impacted
Issuers concerning the ADC Event.
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Each Issuer that chooses to participate in the reimbursement component, as
a condition of such participation, must agree to hold harmless and release
MasterCard and, as applicable, each responsible Customer and each Agent
of each responsible Customer from financial and other liability directly or
indirectly related to an ADC Event that MasterCard deems to have occurred
during that calendar year. MasterCard will collect an annual fee on or about
the beginning of each calendar year from each Issuer that elects to participate
in the reimbursement component of the ADC Program, as applicable to
the Region. An Issuer that elects not to participate in the reimbursement
component during a calendar year will be assessed a reduced annual fee for
receiving ADC Alerts, as applicable to the Region.

Should MasterCard determine that an insufficient number of Issuers have
opted to participate in the reimbursement component of the ADC Program in
a calendar year, MasterCard will notify Customers of that determination; in
such event, Issuers in each Region will be assessed a reduced annual fee for
receiving ADC Alerts only, as applicable.

Following the conclusion of an investigation, the OR and/or FR liability, if any,
will be disclosed to the responsible Customer(s) in a final financial liability
letter. The responsible Customer(s) has 30 days following the date of the final
financial liability letter to appeal the liability. If after the conclusion of any
appeal, MasterCard determines that the responsible Customer has any financial
liability related to the ADC Event, the responsible Customer may either agree
to or refuse to agree to the determined amount. As a condition of agreeing to
the determined amount, and with respect to the ADC Event, the responsible
Customer must both:

• Execute and deliver to MasterCard within 14 calendar days of receipt
of the final financial liability letter or a decision by MasterCard on the
appeal, whichever is later, a release in a form and substance acceptable to
MasterCard memorializing that the Customer agrees to not assert a claim
arising from or related to the ADC Event against either MasterCard or any
Issuer that receives OR and/or FR; and

• Deliver to MasterCard a release in a form and substance acceptable to
MasterCard and executed by the Merchant (or other Agent) that the
Merchant (or other Agent) agrees to not assert a claim arising from or
related to the ADC Event against either MasterCard or any Issuer that
receives OR and/or FR.

MasterCard subsequently will debit funds from the responsible Customer’s
account and disburse OR and/or FR to Issuers, as appropriate.

If the responsible Customer refuses to agree to the determined amount,
each Issuer that has chosen to participate in the reimbursement component
of the ADC Program for the year in which MasterCard determined the ADC
Event to have occurred shall be released from its waiver of the right to assert
claims related to or in connection with the ADC Event against the responsible
Customer and/or the responsible Customer’s Agent(s).

For additional information, see Chapter 6 of the ADC User’s Guide.
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In the event that the compromised entity is an electronic commerce
(e-commerce) Merchant and only the Cardholder name, PAN, expiration date,
and/or the CVC 2 data were compromised, only partial ADC operational
reimbursement will be invoked.

ADC Partial operational reimbursement and ADC partial fraud recovery are
available to an Issuer that is licensed to access the Manage My Fraud &
Risk Programs application at the time of the ADC Event and has chosen
to participate in the reimbursement component of the ADC Program for
the calendar year in which MasterCard has deemed the ADC Event to have
occurred. MasterCard reserves the right to determine which whether any ADC
Events will be is eligible for ADC operational reimbursement and/or ADC fraud
recovery and to limit or “claw back” ADC operational reimbursement and/or
ADC fraud recovery based on the amount collected from the responsible
Customer, excluding assessments, or for the purpose of compromising any
claim asserted that arises from or is related to an ADC Event.

With regard to any particular ADC Event, MasterCard has no obligation to
disburse an amount in excess of the amount that MasterCard actually and
finally collects from the responsible Customer. In that regard, (i) any such
amount actually and finally charged to a responsible Customer with respect
to a particular ADC Event is determined by MasterCard following the full and
final resolution of any claim asserted against MasterCard that arises from or
is related to that ADC Event; and (ii) any funds disbursed by MasterCard to
a Customer as ADC operational reimbursement and/or ADC fraud recovery
is disbursed conditionally and subject to “claw back” until any claim and all
claims asserted against MasterCard that arise from or are related to the ADC
Event are fully and finally resolved.

MasterCard will charge the Issuer an administrative fee as established from
time to time for administering the ADC operational reimbursement and ADC
fraud recovery processes.

In the administration of the ADC operational reimbursement (OR) and ADC
fraud recovery (FR) programs, MasterCard may determine the responsible
Customer’s financial responsibility with respect to an ADC Event. When
determining financial responsibility, MasterCard may take into consideration
the compromised entity’s PCI level (as set forth in section 10.3.4), annual sales
volume, and the factors set forth in section 10.2.5.2.

The annual sales volume is derived from the Merchant’s clearing Transactions
processed during the previous calendar year via the Global Clearing
Management System (GCMS). Transactions that are not processed by
MasterCard will be included in the annual sales volume if such data is
available. In the event that the Merchant’s annual sales volume is not known,
MasterCard will use the Merchant’s existing sales volume to project the annual
sales volume or request said volume from the responsible Customer.
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10.2.5.4 Determination of Operational Reimbursement (OR)
NOTE

This section applies to MasterCard Transactions only.

Subject to section 10.2.5.3, MasterCard generally determines OR in accordance
with the following steps. MasterCard reserves the right to determine OR by an
alternative means if MasterCard determines that information needed to use the
following steps is not readily available. For additional information pertaining
to OR, refer to the MasterCard Account Data Compromise User Guide.

1. MasterCard determines the number of at-risk Accounts per Issuer ICA
number by type of Card, using an assumption of one and one-half (1 1/2)
Cards per at-risk Account. Accounts that have been disclosed in a previous
ADC Alert in connection with a different ADC Event within 180 days prior
to the publication of the ADC Alert for the ADC Event under review will
be excluded from the calculation. Effective 1 June 2016, at-risk magnetic
stripe-only Card Accounts (i.e., non-EMV chip Card Accounts) will be
excluded from the calculation as well.

2. MasterCard multiplies the number of at-risk Accounts by an amount fixed
by MasterCard from time to time.

3. From the results of Steps 1 and 2, MasterCard may subtract a fixed
deductible (published in a Global Security Bulletin or other MasterCard
publication), to account for Card expirations, and Card re-issuance cycles,
Accounts included in previous ADC Alerts, and the re- issuance of Accounts
using the same PAN but a different expiration date.

10.2.5.5 Determination of Fraud Recovery (FR)
NOTE

This section applies to MasterCard Transactions only.

MasterCard determines FR in the manner set forth in this section.

Subject to section 10.2.5.3, MasterCard determines an amount of incremental
counterfeit fraud attributable to an ADC Event based on the fraud data reported
to the System to Avoid Fraud Effectively (SAFE). As used in the immediately
preceding sentence, the word “incremental counterfeit fraud” means counterfeit
fraud incremental to the counterfeit fraud that MasterCard determines would
have been expected to occur had the ADC Event not occurred. Effective 1
June 2016, at-risk Accounts issued on magnetic stripe-only Cards (“magnetic
stripe-only Card Accounts”) will be excluded from this determination and
ineligible for FR. For additional information pertaining to FR, refer to the
MasterCard Account Data Compromise User Guide.
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NOTE

If the fraud type reported to SAFE for one or more fraud Transactions is changed
after MasterCard has calculated the ADC fraud recovery amount, MasterCard
does not recalculate the ADC fraud recovery amount.

The calculation of FR uses an “at-risk time frame.” The at-risk time frame may
be known or unknown.

Known At-risk Time Frame

The at-risk time frame is “known” if MasterCard is able to determine a period
of time during which Accounts were placed at risk of use in fraudulent
transactions due to or in connection with an ADC Event or Potential ADC
Event. In such event, the at-risk time frame for an Account number commences
as of the date that MasterCard determines that Account became at risk, and
ends on the date specified in the first ADC Alert pertaining to that ADC Event
or Potential ADC Event disclosing that Account number. The number of
days that the Issuer has to report fraudulent Transactions to SAFE associated
with an Account number disclosed in an ADC Alert is specified in the Alert;
an Issuer is ineligible to receive FR associated with a fraudulent Transaction
arising from use of an Account number if that fraudulent Transaction is not
timely reported to SAFE. MasterCard will determine the number of days
that the Issuer has to report fraudulent Transactions to SAFE for a disclosed
Account number as follows:

• If MasterCard publishes an ADC Alert before MasterCard has received a
final PFI report concerning the ADC Event or Potential ADC Event, then
that ADC Alert will specify whether the Issuer has 30, 45, or 60 days to
report fraudulent Transactions to SAFE.

NOTE

As set forth in Chapter 5 of the ADC User’s Guide, MasterCard determines the
number of days in which an Issuer must report fraudulent Transactions to SAFE
based on the number of Accounts placed at risk in the ADC Event or Potential
ADC Event: (i) if an Alert discloses 7,500 30,000 to 1,000,000 Accounts, then
the number of days will be 30 for the Accounts disclosed in the Alert; (ii) if an
Alert discloses 1,000,000 to 5,000,000 Accounts, then the number of days will
be 45 for the Accounts disclosed in the Alert; or (iii) if an Alert discloses at
least 5,000,000 Accounts, then the number of days will be 60 for the Accounts
disclosed in the Alert.
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• If MasterCard publishes an ADC Alert after MasterCard has received a
final PFI report concerning the ADC Event or Potential ADC Event and a
previous ADC Alert concerning the ADC Event has been published by
MasterCard, then that ADC Alert will specify whether the Issuer has 20, 35,
or 50 days to report fraudulent Transactions to SAFE.

NOTE

As set forth in Chapter 5 of the ADC User’s Guide, MasterCard determines the
number of days in which an Issuer must report fraudulent Transactions to SAFE
based on the number of Accounts placed at risk in the ADC Event or Potential
ADC Event: (i) if an Alert discloses 7,500 30,000 to 1,000,000 Accounts, then
the number of days will be 20 for the Accounts disclosed in the Alert; (ii) if an
Alert discloses 1,000,000 to 5,000,000 Accounts, then the number of days will
be 35 for the Accounts disclosed in the Alert; or (iii) if an Alert discloses at
least 5,000,000 Accounts, then the number of days will be 50 for the Accounts
disclosed in the Alert.

Unknown At-risk Time Frame

The at-risk time frame is “unknown” if MasterCard is unable to readily
determine a known at-risk time frame. In such event, an at-risk time frame
for an Account number commences twelve (12) months prior to the date of
publication of the first ADC Alert for the ADC Event or Potential ADC Event
that discloses that Account number, and ends on the date specified in that ADC
Alert. The number of days that the Issuer has to report fraudulent Transactions
to SAFE associated with an Account number disclosed in an ADC Alert is
specified in the Alert; an Issuer is ineligible to receive FR associated with a
fraudulent Transaction arising from use of an Account number if that fraudulent
Transaction is not timely reported to SAFE. MasterCard will determine the
number of days that the Issuer has to report fraudulent Transactions to SAFE
for a disclosed Account number as follows:

• If MasterCard publishes an ADC Alert before MasterCard has received a
final PFI report concerning the ADC Event or Potential ADC Event, then
that ADC Alert will specify whether the Issuer has 30, 45, or 60 days to
report fraudulent Transactions to SAFE.

NOTE

As set forth in Chapter 5 of the ADC User’s Guide, MasterCard determines the
number of days in which an Issuer must report fraudulent Transactions to SAFE
based on the number of Accounts placed at risk in the ADC Event or Potential
ADC Event: (i) if an Alert discloses 7,500 30,000 to 1,000,000 Accounts, then
the number of days will be 30 for the Accounts disclosed in the Alert; (ii) if an
Alert discloses 1,000,000 to 5,000,000 Accounts, then the number of days will
be 45 for the Accounts disclosed in the Alert; or (iii) if an Alert discloses at
least 5,000,000 Accounts, then the number of days will be 60 for the Accounts
disclosed in the Alert.
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• If MasterCard publishes an ADC Alert after MasterCard has received a
final PFI report concerning the ADC Event or Potential ADC Event and a
previous ADC Alert concerning the ADC Event has been published by
MasterCard, then that ADC Alert will specify whether the Issuer has 20, 35,
or 50 days to report fraudulent Transactions to SAFE.

NOTE

As set forth in Chapter 5 of the ADC User’s Guide, MasterCard determines the
number of days in which an Issuer must report fraudulent Transactions to SAFE
based on the number of Accounts placed at risk in the ADC Event or Potential
ADC Event: (i) if an Alert discloses 7,500 30,000 to 1,000,000 Accounts, then
the number of days will be 20 for the Accounts disclosed in the Alert; (ii) if an
Alert discloses 1,000,000 to 5,000,000 Accounts, then the number of days will
be 35 for the Accounts disclosed in the Alert; or (iii) if an Alert discloses at
least 5,000,000 Accounts, then the number of days will be 50 for the Accounts
disclosed in the Alert.

Accounts Disclosed for Different ADC Events

An Account number disclosed in an ADC Alert in connection with a different
ADC Event during the six (6) months prior to the earliest disclosure of that
Account number in an ADC Alert published in connection with the subject
ADC Event is not eligible for ADC fraud recovery for the subject ADC Event.

Chargeback Deduction

In addition, a standard deductible, published from time to time, is applied to
compensate for chargeback recoveries on Transactions using at-risk Account
numbers.

Chip Liability Shift Impact

Account numbers with incremental counterfeit fraud that qualify for Issuer
chargeback under message reason code 4870 or 70 (Chip Liability Shift) will
be removed from consideration during the ADC fraud recovery calculation
process.

For additional information regarding the criteria used by MasterCard in
determining the at-risk time frame, refer to Chapter 5 of the ADC User’s Guide.
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10.2.5.6 Investigation and Other Costs

MasterCard may assess the responsible Customer for all investigation and other
costs incurred by MasterCard in connection with an ADC Event and may assess
a Customer for all investigative and other costs incurred by MasterCard in
connection with a Potential ADC Event.

10.2.7 Final Financial Responsibility Determination

Upon completion of its investigation, if MasterCard determines that a Customer
bears financial responsibility for an ADC Event or Potential ADC Event,
MasterCard will notify the responsible Customer of such determination
and, either contemporaneous with such notification or thereafter, specify
the amount of the Customer’s financial responsibility for the ADC Event or
Potential ADC Event.

The responsible Customer has thirty (30) calendar days from the date of such
final notification of the amount of the Customer’s financial responsibility to
submit a written appeal to MasterCard, together with any documentation
and/or other information that the Customer wishes MasterCard to consider
in connection with the appeal. Only an appeal that both contends that the
MasterCard financial responsibility determination was not in accordance with
the Standards and specifies with particularity the basis for such contention
will be considered. MasterCard will assess a non-refundable USD 500 fee to
consider and act on a request for review of an appeal.

If the appeal is timely and meets these criteria, MasterCard will consider the
appeal and the documentation and/or other information submitted therewith
in determining whether or not the MasterCard final financial responsibility
determination was made in accordance with the Standards. An appeal that
is not timely or does not meet these criteria will not be considered. The
MasterCard decision with respect to an appeal is final and there are no
additional internal appeal rights.

After reviewing the appeal, MasterCard will notify the responsible Customer
of the appeal decision. If MasterCard denies or does not act on the appeal,
MasterCard will debit the responsible Customer’s MCBS account on the date
specified in the appeal decision notification letter.

This section does not relieve a Customer of any responsibility set forth in
sections 10.2.2 and 10.2.3, including the responsibility to submit to MasterCard
on a continuing basis throughout the pendency of the MasterCard investigation
the information required by those sections. If MasterCard determines that
a Customer knew or should have known with reasonable diligence of
documents or other information that the Customer was required to submit to
MasterCard during the pendency of the MasterCard investigation in accordance
with sections 10.2.2 or 10.2.3, but failed to do so, such documents or other
information will not be considered by MasterCard in deciding the appeal.
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Questions?
Customers with questions about MasterCard’s Account Data Compromise
Program should refer to the ADC User Guide, and Chapter 10 of the Security
Rules and Procedures manual.

Customers with other questions about the information in this article should
contact:

Account Data Compromise team

Email: Account_Data_Compromise@mastercard.com
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