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Subject:  This Member Letter introduces the access credentials framework 
  

 
Action required 

For information only 
 
Summary 

Visa’s access credentials framework is now available to acquirers and their participating merchants. 

This framework is of benefit to acquirers and merchants by allowing all Visa and V PAY contactless cards 
to be used to access services and redeem goods directly from a merchant using the same card that was 
used to make the original purchase (without the need for separate tickets or other proprietary solutions). 
 
Background 

Today, there are more than 130 million Visa contactless cards in issue across Europe, accepted at more 
than 2.6 million terminals.  By 2020, Visa Europe expects that contactless will become the preferred way 
for consumers to pay in-store for goods and services for all amounts. 

There have been an increasing number of requests from Visa members and technology partners to use 
contactless technology to offer new products and services and encourage preference for Visa cards. 

For example, transport operators have expressed interest in enabling their customers to buy a travel 
ticket on their web site (e-commerce) and use the same Visa card (via contactless) as the ‘ticket’ at the 
ticket barrier or during ticket inspection. Event organisers have sought a similar service where a Visa card 
is used to buy an event ticket online and then used as the ‘access credential’ at the entrance of the 
venue, and potentially for other services within the venue itself. 

The Visa Europe Operating Regulations have been updated to allow Visa cards and corresponding 
account information to be used to grant cardholders access to services, or to redeem goods purchased 
in advance. By encrypting the Primary Account Number (PAN) and PAN expiry date information, the Visa 
card can be used directly by merchants as a replacement for separate ticket provision. 



 

 

Overview 

Visa’s access credentials process is carried out in three steps: 

1. Consumer makes initial purchase 

2. Merchant generates access credentials  

3. Consumer redeems goods and services  

1. The initial purchase 

The initial purchase is unaffected by the new framework and can take place in an attended, unattended 
or card-not-present environment using a Visa or V PAY card. Existing rules relating to the acceptance and 
disputes apply to this initial transaction.  

2. Generation of access credentials 

Based on the transaction data captured during the initial purchase, the merchant may use no more than 
the PAN and PAN expiry date to generate unique, irreversible ‘access credentials’ (or security token) for 
use exclusively in the merchant’s infrastructure. These access credentials can then be stored 
independently from the payment transaction. 

Merchants are still required to comply with PCI DSS standards. Please refer to the PCI DSS Tokenization 
Guidelines published by the PCI Security Council for industry best practices. 

3. Redemption 

The redemption process consists of reconciliation, by the merchant, of the access credentials generated 
at the initial purchase with the credentials generated at the point of interaction or redemption.  

Depending on the merchant’s solution, these access credentials may be stored either: 

1. At the point of interaction; or 

2. In a centralised merchant back-office to which the point of interaction will be connected. 

It is strongly recommended that merchants implement appropriate processes to control the redemption 
process, for example authenticating the payment device (e.g. Offline Data Authentication), or validating 
the context of the interaction (e.g. geo-fencing, timeliness). 

The point of interaction may be a Visa approved point-of-sale (POS) terminal or a non-Visa-branded 
EMV acceptance terminal, if it is used exclusively for this process. 
 

  



 

 

Operating Regulations  

Effective immediately, merchant implementations using the access credentials framework must comply 
with the following rules: 
 
1. Point of interaction requirements 

The merchant must: 
• Not require cardholder verification at the point of interaction. 
• Limit its use of cardholder account information to the generation of secure, irreversible and 

unique redemption credentials.  This is both at the time the service is purchased and at the 
point of access to verify the redemption credentials. 

• Generate redemption credentials using no more than the account number, or the account 
number and the expiry date. 

 
2. Branding and marks 

The merchant must not display Visa branding at the point of interaction, unless the point of 
interaction also accepts Visa payments. Merchants should clearly identify the point of interaction to 
the cardholder. 
 

3. Processing restrictions 
Merchants and processors must ensure that the card used for collection or redemption is linked to 
the same PAN used for the initial purchase, unless the purchase originated from a Visa Corporate or 
Visa Purchasing card. 

 
4. Account transfers for reusable redemption credentials 

The merchant must: 
• Permit the transfer of the purchase record from one card to another for a legitimate reason 

e.g. being lost or stolen. 
• Submit an Account Verification whenever a Visa card’s purchase record is transferred to 

another card for this purpose. (Not applicable to V PAY cards). 
 

Issuer Impact 

Issuers are not directly impacted by this framework, as existing acceptance and dispute resolution rules 
will apply to the initial purchase. Cardholder queries with regard to the redemption of goods or services 
should be referred to the merchant.  
 
 

  



 

 

Acquirer Impact 

Acquirers that wish to implement this new framework will need to ensure their participating merchants 
only use Visa account information in accordance with this Member Letter and solely for the purpose of 
redeeming goods and services purchased with a Visa or V PAY card. 

 
For more information  

If you have any queries about this Member Letter, please contact Visa Europe Customer Support on 
your country-specific number, or email customersupport@visa.com.  

 

Tom Houghton 
Chief Officer, Core Payments 
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