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Account Information Security (AIS) 
Programme Amendments: Merchants 
  

Audience: Acquirers, Processors 

Category: Operations, Risk/Fraud, Compliance: staff managing AIS compliance and data 
breaches 

Subject:  Changes to the Visa Europe Operating Regulations are being introduced to 
the way merchant compliance with PCI-DSS standards will be monitored and 
non-compliance sanctions assessed. 

  

 
Action required 

Acquirers and processors must ensure that they comply with this mandate, effective from 1 May 2016, 
which affects the required reporting, compliance and breach penalties in order to ensure compliance 
with PCI-DSS, as described in Visa Europe’s Account Information Security (AIS) Programme.  
 
Summary 

This Member Letter announces changes to the way Visa Europe’s AIS Programme is implemented:  

• The compliance reporting requirements relating to acquirers and merchants are less onerous 
and move to a half-yearly submission date, with the first submission due 1 May 2016; 

• Fines will no longer be levied in respect of compliance-level targets; and 

• This includes a new penalty regime in respect of any Account Data Compromise (ADC) events 
that occur together with allowable, defined mitigations. 

These changes come into effect on 1 May 2016 in respect of the penalties, and 31 October 2015 for 
the reporting requirements and removal of applicable existing penalties. 
 

  



 

 

Background 
• The importance of data security is now broadly understood and Visa Europe’s approach has 

evolved to ensure that merchants address the underlying risks that might lead to data 
breaches, rather than seeking to be ‘compliant with the rules’.    

• Visa Europe Risk Management recognises the desire for the acquirer community, together with 
their merchants, to run risk-based activities. However, in doing so acquirers must be aware of 
their responsibility for making appropriately informed decisions with the understanding that 
where a failure does occur, the costs are appropriate to the crystallised risk.   

• The following additional points have been considered in proposing changes: 

o Acquirers are offered “safe harbour” where their merchant is validated as PCI-DSS 
compliant; 

o As EMV is deployed in the US, for example, we expect to see increased attacks in 
Europe. Visa Europe therefore seeks to create a focus on good security rather than easy 
compliance;  

o Portfolio targets may lead acquirers to focus on merchants that are close to compliance 
(to meet acquirer targets) rather than merchants that are posing significant risks; 

o Requirements for acquirers to monitor the security status of their merchants, and 
terminate those that are insecure, were incorporated within the Payment Services 
Directive (PSD) which became effective on 1 August 2015; and 

o The SecurePay recommendations require mandatory data breach notification to 
regulators effective from 1 August 2015. It is anticipated that there will be more 
widespread public knowledge and interest from the media regarding the number of 
breaches of cardholder data, which is currently at a very low level. 

 
Description of Changes 

• The November 2015 Visa Europe Operating Regulations removes the requirements for 
acquirers to report every quarter on their merchants’ PCI-DSS compliance status. This will be 
replaced by the following: 

o Reporting will be changed to a six-monthly basis with the first return due by 1 May 
2016. A new submission form will be made available on VOL prior to this date; 

o Acquirers that do not report 90% compliance across any particular merchant category 
(i.e. Level 1-4) will be required to provide an explanation and a plan for the next 12 
months, indicating how they will ensure the protection of account data. For example, 
they may have agreed data security requirements and a compliance plan with all non-
compliant merchants; and 

o Acquirers that fall significantly outside of expected performance may be required to 
undergo a formal Acquirer AIS Assessment. It will be a chargeable exercise and will take 
between 3 and 5 days to complete on site depending on the size of the acquirer. 

  



 

 

• The current penalty schedule for reported non-compliance at the portfolio level will be 
withdrawn from 31 October 2015.  

• New penalties for ADC events will be introduced with effect from 1 May 2016 as follows: 

o Introduce a per-event ADC management fee of €3,000 to be charged to Members for 
each ADC event; 

o ADC penalties will be based on the number and value of cardholder data put at risk. 
This will be €18 for each PAN and CVV2, and €3 for each PAN alone. If the penalty 
exceeds €100,000, it will be capped at 5% of the merchant’s Visa gross annual purchase 
volume in the 12 months prior to the initial notification of the ADC event;  

o Where 300,000 or more accounts indicate track data potentially at risk, the Global 
Compromised Account Recovery (GCAR) programme may apply. As this is an existing 
global programme, no additional provision for magnetic stripe compromise will accrue 
in the Visa Europe programme; 

o Penalty reductions of between 25% and 100% in favour of acquirers will be applied 
based on self-notification of a breach and the PCI-DSS compliance of the merchant: 
 

Penalty 
reduction (%) 

Merchant found compliant in forensic 
investigation 

Merchant found non-compliant in forensic 
investigation 

Notification at half-
yearly report 

Acquirer 
informed Visa 
Europe 

Visa Europe 
informed acquirer 

Acquirer 
informed Visa 
Europe 

Visa Europe 
informed acquirer 

Compliant 100% 100% 75% 50% 
Not compliant 100% 100% 50% 25% 
Not declared or 
inaccurately reported. 

100% 75% 25% 0% 

 

o A Verified by Visa (VbV) merchant that incurs an ADC event and is subject to a financial 
penalty based on the number of accounts at risk, will have the penalty reduced up to a 
maximum of 50% (linked to the level of VbV use); and  

o All post-breach forensic investigations are to be undertaken by an independent PCI 
Forensic Investigator (PFI). 

• Note that termination by acquirers of offending merchants will not mitigate, under any 
circumstances, penalties assessed against the acquirer in respect of a breach that has been 
identified. 

 
For more information  

If you have any queries about this Member Letter, please contact Visa Europe Customer Support on 
your country-specific number, or email customersupport@visa.com.  

 

Valerie Dias 
Chief Risk Officer 
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