
Reminder—Customer Responsibilities
Related to Account Data Compromise
Events
Topic(s): Fraud/Risk, Merchant, Rules/Standards, Security

May Apply To: Acquirers Issuers Processors

Summary: MasterCard is reminding customers and their agents (Service
Providers) that they must fully cooperate with the MasterCard
investigation of an Account Data Compromise (ADC) Event or
Potential ADC Event (an “Event”). Full cooperation includes, by
way of example and not limitation, full disclosure to MasterCard
of facts and circumstances relating to the ADC Event or
Potential ADC Event. A failure to provide full cooperation may
result in MasterCard drawing one or more adverse inference.

Action Indicator: A Attention warranted

Effective Date: In effect

Overview
MasterCard reminds customers and their agents of their duty to fully cooperate
with MasterCard investigations of ADC Events and Potential ADC Events.
Should a customer fail to fully cooperate with an investigation, MasterCard may
draw one or more adverse inference and may impose an assessment of up to
USD 25,000 per day for each day that the customer is noncompliant.

Section 10.2.1 of the Security Rules and Procedures manual requires that:

• Each Customer apply the utmost diligence and forthrightness in protecting
against and responding to any ADC Event or Potential ADC Event.

• Each Customer acknowledge and agree that MasterCard has both the
right and need to obtain full disclosure (as determined by MasterCard)
concerning the causes and effects of an ADC Event or Potential ADC
Event as well as the authority to impose assessments, recover costs, and
administer compensation, if appropriate, to Customers that have incurred
costs, expenses, losses, and/or other liabilities in connection with ADC
Events and Potential ADC Events.
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MasterCard must be able to protect against and respond to Events. For that
reason, section 10.2.2 of the Security Rules and Procedures manual states:

Should a Customer, in the judgment of MasterCard, fail to fully cooperate
with the MasterCard investigation of an ADC Event or Potential ADC Event,
MasterCard (i) may infer that information sought by MasterCard, but not
obtained as a result of the failure to cooperate, would be unfavorable to that
Customer and (ii) may act upon that adverse inference in the application of the
Standards. By way of example and not limitation, a failure to cooperate can
result from a failure to provide requested information; a failure to cooperate
with MasterCard investigation guidelines, procedures, practices, and the like;
or a failure to ensure that MasterCard has reasonably unfettered access to
the forensic examiner.

A Customer may not, by refusing to cooperate with the MasterCard
investigation, avoid a determination that there was an ADC Event. Should
a Customer fail without good cause to comply with its obligations under
this section 10.2 or to respond fully and in a timely fashion to a request for
information to which MasterCard is entitled under this section 10.2, MasterCard
may draw an adverse inference that information to which MasterCard is
entitled, but that was not timely obtained as a result of the Customer’s
noncompliance, would have supported or, where appropriate, confirmed a
determination that there was an ADC Event.

Before drawing such an adverse inference, MasterCard will notify the Customer
of its noncompliance and give the Customer an opportunity to show good
cause, if any, for its noncompliance. The drawing of an adverse inference
is not exclusive of other remedies that may be invoked for a Customer’s
noncompliance.

In accordance with section 10.2.5.2 of the Security Rules and Procedures
manual, MasterCard may consider any actions taken by the compromised
entity to establish, implement, and maintain procedures and support best
practices to safeguard account data before, during, and after the ADC Event
or Potential ADC Event, in order to relieve, partially or fully, an otherwise
responsible customer of responsibility for any assessments, ADC operational
reimbursement, ADC fraud recovery, and/or investigative costs.

Adverse Inference Examples
When evaluating the customer’s or its agent’s actions before, during, and after
the ADC Event or Potential ADC Event, MasterCard will consider, and may
draw an adverse inference from, evidence that a customer or its agent deleted
or altered data. Deletion or alteration of data may include, but is not limited to:
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• Evidence rendered unobtainable due to software upgrades after notification
of an investigation and before Payment Card Industry Security Standards
Council Forensic Investigator (PFI) engagement

• Firewall firmware updated after notification of an investigation and before
PFI engagement

• Destruction of firewalls, or other network device logs, server logs, and/or
log files after notification of an investigation and before PFI engagement

• Changes to the environment made by a third party engaged by the customer
or agent after notification of an investigation and before PFI engagement

• Overwriting of pertinent artifacts of note, such as reimaging systems within
scope, after notification of an investigation and before PFI engagement

Noncompliance Assessments for Adverse Inference
Should MasterCard draw an adverse inference in a case, the customer may
be subject to noncompliance assessments, as stated in section 10.2.6 of the
Security Rules and Procedures.

Questions?
Customers with questions about the MasterCard ADC Program should
refer to the ADC User Guide and Chapter 10 of the Security Rules and
Procedures manual.

Customers with other questions about the information in this article should
contact:

Account Data Compromise Team

Email: Account_Data_Compromise@mastercard.com
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