
Addition of Tobacco Products to the
BRAM Program and Revised Standards
for NFTF Tobacco Product Merchant
Registration
Topic(s): E-Commerce, Fraud/Risk, MCC, Merchant, Rules/Standards, Security

May Apply To: Acquirers Processors

Summary: MasterCard requires compliance with its Standards that prohibit
the use of MasterCard® cards and systems for illegal or
brand-damaging activities and adherence to Standards that
support the Business Risk Assessment and Mitigation (BRAM)
compliance program. In this article, MasterCard:

• Reminds acquirers of their obligations under the MasterCard
BRAM program in identifying certain products and services that
are illegal or brand-damaging;

• Adds additional tobacco products to the BRAM program,
effective 8 August 2016;

• Announces revised Standards for the coding of merchants and
submerchants whose primary business is the sale of electronic
nicotine delivery systems, effective 8 August 2016; and

• Announces revised Standards for the registration of
non-face-to-face (NFTF) tobacco product merchants and
submerchants via the MasterCard Registration Program (MRP),
effective 15 January 2017.

Action Indicator: F Financial impact

C Coding or development changes typically required

R Customer must register to have access to product or
service

A Attention warranted

Effective Date: 8 August 2016—Additional tobacco products are added to the
BRAM program.

8 August 2016—The revised coding requirements stated in
this article for tobacco product merchants and submerchants
become effective.

15 January 2017—The revised registration requirements
stated in this article for NFTF tobacco product merchants and
submerchants become effective.
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Background
MasterCard implemented the MRP to help ensure that acquirers closely monitor,
on an ongoing basis, the performance of certain high-risk merchants, including
submerchants. To manage risk, MasterCard requires acquirers to register
high-risk merchants and submerchants using the MRP system as described in
section 9.1 of the Security Rules and Procedures manual.

MasterCard also requires customers to comply with all applicable laws and not
to engage in illegal behavior, or in behavior that would cause MasterCard
to violate any laws. MasterCard established the BRAM program to protect
MasterCard, its customers, merchants, and cardholders from activities that
may be illegal or could negatively impact the brands of all stakeholders in
the payments network.

In Global Security Bulletin No. 2, 15 February 2012, MasterCard noted that
electronic cigarettes (e-cigarettes) were an additional product to watch
as potentially posing a compliance risk. MasterCard was awaiting the
promulgation of e-cigarette-related regulations by the U.S. Food and Drug
Administration (FDA) before taking any further action, if necessary.

In Global Security Bulletin No. 4, 15 April 2016, although MasterCard did not
add e-cigarettes to the BRAM program in that bulletin, MasterCard required
customers to code merchants in the business of selling electronic cigarettes
with card acceptor business code (MCC) 5993 (Cigar Stores and Stands). At
the time of publication of that bulletin, an acquirer did not need to register a
merchant or submerchant in the MRP whose primary business was the NFTF
sale of e-cigarettes. However, if the merchant or submerchant was selling other
tobacco products in addition to e-cigarettes in a NFTF environment, then the
acquirer needed to code the merchant or submerchant with MCC 5993 and
register such merchant or submerchant in the MRP.

U.S. Food and Drug Administration Extension of
Authority to All Tobacco Products
On 5 May 2016, the U.S. FDA finalized a rule extending its authority to all
tobacco products including, but not limited to:

• Electronic nicotine delivery systems (such as e-cigarettes and vape pens)

• Cigars

• Hookah (waterpipe) tobacco

• Pipe tobacco

• Nicotine gels

The final rule will become effective on 8 August 2016.

On such date, the products newly deemed subject to the U.S. FDA’s tobacco
product authority will be subject to the same regulatory requirements as
cigarettes, cigarette tobacco, roll-your-own tobacco, and smokeless tobacco.
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Among other requirements, the rule will place restrictions on the sale of
covered tobacco products to individuals under 18 years of age, as well as
on vending machine sales of new tobacco products to only those vending
machines that are located in facilities where the merchant can ensure that
individuals under 18 years of age are not permitted entry at any time.

It is worth noting that cigars are within the scope of this rule. Whereas
the 2014 proposal excluded cigars, the U.S. FDA found that there was no
appropriate public health justification to exclude premium cigars from the
scope of the final rule.

Additional Information Regarding the Rule

For further reference, please consult the FDA’s website at:

Website: http://www.fda.gov/TobaccoProducts/Labeling/RulesRegulationsGuidance/
ucm394909.htm

Coding and Registration Requirements
Acquirers must identify a merchant or submerchant whose primary business is
the sale of e-cigarettes with MCC 5993 and transaction category code (TCC)
T for NFTF transactions or TCC R for face-to-face transactions occurring on
or after 8 August 2016.

Effective 15 January 2017, acquirers must register a tobacco product merchant
or submerchant under MCC 5993 that conducts NFTF transactions of any
electronic nicotine delivery system, including but not limited to e-cigarettes.

Reminder of Noncompliance with MasterCard
Standards
Acquirers are reminded that under MasterCard Rule 5.11.7, “A Merchant
must not submit to its Acquirer, and a Customer must not submit to the
Interchange System, any Transaction that is illegal, or in the sole discretion
of the Corporation, may damage the goodwill of the Corporation or reflect
negatively on the Marks.” Furthermore, under Rule 7.2 of the Security Rules
and Procedures manual, acquirers “must review and monitor the Merchant’s
website(s) and business activities to confirm and to reconfirm regularly that
any activity related to or using a Mark is conducted in a legal and ethical
manner and in full compliance with the Standards.”
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Overview of Revised Standards
Please review the revisions to the publications indicated in the following table
and make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

8 August 2016 Quick Reference Booklet Chapter 3—Card Acceptor
Business Codes (MCCs)

15 January 2017 Security Rules and Procedures Chapter 9—MasterCard
Registration Program

MasterCard will incorporate the revised Standards into a future edition of
the manuals. The manuals are available on MasterCard Connect ™ via the
Publications product.

Revised Standards—Quick Reference Booklet
MasterCard will revise the Quick Reference Booklet to include these Standards.
Additions to the Standards are underlined. Deletions are indicated with a
strikethrough.

Chapter 3—Card Acceptor Business Codes (MCCs)

Card Acceptor Business Codes (MCCs)—Extended

MCC 5993—Cigar Stores and Stands

The description of each MCC includes the TCC(s) that are valid for that MCC.
Only a valid combination of MCC and TCC may be used in a transaction.

TCC R for face-to-face transactions.

T for non-face-to-face transactions.

MCC
Description

Retailers that sell tobacco, cigarettes, cigars, pipes, and
smokers’ supplies, or electronic nicotine delivery systems
(such as electronic cigarettes [e-cigarettes])

MCC Category Miscellaneous Stores

Global: CCR3, CR04, K001, K002, OTH1, OTH2,
OTH3, OTH4, OTH5, OTH6, OT11,
OT12, OT13, OT14, OT15, OT16, OT21,
OT22, OT25, OT32

CAB Programs

Country-
Specific:

BR07, CAN3, CHLG, COLN, JA02, OTH8,
OT33, OT34, OT36, OT39, OT40, OT41,
SPN3, UR10
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Revised Standards—Security Rules and Procedures
MasterCard will revise the Security Rules and Procedures to include these
Standards. Additions to the Standards are underlined. Deletions are indicated
with a strikethrough.

Chapter 9—MasterCard Registration Program

9.4 Additional Requirements for Specific Merchant Categories

9.4.3 Pharmaceutical and Tobacco Product Merchants

A non–face-to-face tobacco product Transaction occurs in a Card-not-present
environment when a consumer uses an Account to purchase tobacco products
(including, but not limited to cigarettes, cigars, or loose tobacco, or electronic
nicotine delivery systems [such as electronic cigarettes {e-cigarettes}]) from
a Merchant whose primary business is non-face-to-face selling of tobacco
products.

Before acquiring Transactions as described below, an Acquirer first must
register the Merchant with MasterCard as described in section 9.2:

• Non–face-to-face sale of pharmaceuticals (MCC 5122 and MCC 5912)

• Non–face-to-face sale of tobacco products (MCC 5993)

Questions?
Customers with questions about the BRAM program should contact:

Jeffrey D. De Petro

Business Leader, Franchise Integrity, Customer Performance Integrity

Phone: 1-914-249-2907

Email: jeffrey.depetro@mastercard.com

Customers with questions about the MRP should contact:

Email: high_risk_merchant@mastercard.com
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