
Acceptance of Cross-Border
e-Commerce Transactions
Topic(s): Authorization, e-Commerce, Fraud/Risk, Merchant, POI/POS Terminal, Rules/Standards

May Apply To: Acquirers Processors

Summary: The article encourages good acceptance behaviors from card
acceptors on cross-border e-Commerce transactions which
today are impacted by inappropriate additional security
validation steps.

Action Indicator: A Attention warranted

Effective Date: Immediately

Overview
Additional validation steps prior to requesting an authorization on cross-border
transactions are creating a bad cardholder experience—damaging both the
brand and financial results of the payment industry participants.

These additional steps are often implemented by merchants in an attempt to
reduce the challenges they face in dealing with fraudulent activity. Yet they
do not result in a complete protection as technical vulnerabilities continue to
be exposed on domestic transactions.

Fraudsters continue to shift to the weakest link in the payment process. We
therefore encourage you to consider the following innovative products and
services. These provide you with a suite of tools that allow you to increase
the protection against technical vulnerabilities that may be exposing your
system to fraudulent activity.

Applying these tools allows you to offer a better cardholder experience by
accepting cross-border issued cards in a safe and protected environment which
can increase your sales.

Fraud Prevention Solutions

Mastercard SecureCode

Merchants that are Mastercard® SecureCode™ enabled benefit from a protection
against fraud chargebacks on all Mastercard and Maestro® branded transactions
regardless of where the card was issued. This reduces their total cost of
operations as dispute processing is significantly reduced. The latest innovation
in SecureCode is “ID check” which has just been released.
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Mastercard Masterpass

Purchases enabled through Mastercard® Masterpass™ are more secure due to a
pre-validation during the card enrollment process of the wallet. This additional
pre-validation provides an additional level of security.

Assurance IQ

Enables merchants and issuers to share transaction-level knowledge during
authorization to make smarter transaction decisions—increasing revenue,
delivering a more consistently positive consumer experience, and deepening
customer relationships.

EMS for eCommerce

Transaction fraud scoring service for e-commerce transactions. The service
provides merchants or on-behalf acting Service Providers with a score in
the authorization response from the issuer, indicating the likelihood that a
transaction is at risk or not.

Questions?
Customers with questions about the fraud prevention tools should contact:
risksolutions@Mastercard.com

Customers with questions about dispute processing should contact their local
dispute officer.
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