
Updates for the Business Risk
Assessment and Mitigation Program
Topic(s): E-Commerce, Fraud/Risk, MCC, Merchant, Rules/Standards, Security

May Apply To: Acquirers Issuers Processors

Summary: Mastercard requires all customers to comply with those
Standards that prohibit the use of Mastercard® cards or systems
for illegal or brand-damaging activities. Towards that end,
Mastercard implemented and administers the Business Risk
Assessment and Mitigation (BRAM) compliance program.

This article:

• Reminds acquirers of obligations set forth in the Standards,
including the BRAM program;

• Sets forth information pertaining to recent regulatory actions
regarding securities trades in Canada;

• Identifies certain illegal or brand-damaging products and
services that are newly addressed by the BRAM program, and
others that are being monitored and may be subject to BRAM
program requirements in the future; and

• Sets forth how Mastercard administers the BRAM program
with respect to the Merchant Monitoring Program (MMP)

Action Indicator: A Attention warranted

Effective Date: Immediately

Background
The Mastercard Standards require each customer to comply with all applicable
laws and the Standards, and not to engage in or facilitate any action that is
illegal, or that, in the opinion of Mastercard, damages or may damage the
goodwill or reputation of Mastercard.

The BRAM program is intended to help ensure that Mastercard systems and
marks are not used in any action that is illegal or that damages, or may
damage, the goodwill or reputation of Mastercard.

To keep Mastercard customers informed of new trends and concerns in the
marketplace, Mastercard has identified certain additional products that are
either illegal or deemed to be brand-damaging, and other products, services,
and merchant models that at a future date may be deemed subject to the
BRAM program.
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The products, services, and merchant models mentioned in this article do
not represent an exhaustive list of illegal or brand-damaging activities. Each
acquirer is reminded to review each of its merchants and that merchant’s
services on an ongoing basis to confirm the nature and legality of the goods or
services being offered for sale.

Regulatory Information Regarding Securities Trades
in Canada
Mastercard is providing the following updated regulatory information from
Canadian Securities Regulators as it pertains to the soliciting, selling, or trading
in securities (including binary options).

Securities Acts in every province and territory of Canada require a person
or company to be registered with their respective provincial and territorial
securities commission. Failure to register is a violation of the Registration
Section of the Securities Act(s) in the respective jurisdictions.

To help ensure compliance, acquirers can visit the following website to
determine whether a person or company is registered to legally operate in
Canada:

Canadian Securities Administrators (National Registration Search Tool)

Website: www.aretheyregistered.ca

As of September 2016, the Canadian government has confirmed that no binary
options merchants are registered to legally operate in Canada.

Refer to the article, “Revised Cardholder Dispute Standards for Investments and
Similar Disputes”, published in Global Operations Bulletin No. 10, 3 October
2016 for more information regarding disputes related to securities investments
(including binary options).

Illegal/Brand-Damaging Products (Added to BRAM
Program)
In addition to previously published products and services, Mastercard is alerting
acquirers that the following products and services are illegal or brand-damaging
and are prohibited products as set forth in the BRAM program Standards.
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Circumvention Devices (Black Boxes)

Effective immediately, so-called black boxes are added to the BRAM program
as part of the Illegal Electronic Devices/Circumvention Devices category. A
black box is a device that enables a person to bypass technology designed
to prevent access to copyrighted material. Such devices include, but are
not limited to, devices that unscramble cable channels or circumvent paid
television, cable, and streaming services via pre-installed applications.
Therefore, the sale of a black box with pre-loaded applications intended to
circumvent copyright protection technology is deemed a BRAM violation.

Products/Services to Watch or Monitor
Mastercard recommends that customers monitor the following products,
services, and merchant models. Although these products, services, and
merchant models are not currently deemed subject to the BRAM program,
customers acquiring transactions for these products, services, and merchant
models should monitor them closely for deceptive practices as well as
compliance with any laws and regulations.

Psychoactive Herbal Product (Kratom)

In Global Operations Bulletin No. 8, 1 August 2014, Mastercard announced
Kratom as a “product to watch”.

Kratom is a tropical plant whose leaves are often chewed. Kratom is also sold
in various forms, including:

• Powder

• Capsules

• Tablets

• Liquid

• Gum/resin

• Drug patches

• The physical plant itself

Kratom produces an opioid-like effect, which has raised health concerns.
Kratom is banned in several countries, and the U.S. Drug Enforcement
Administration (DEA) is currently working to add Kratom to Schedule I of
the Controlled Substances Act. As this has not yet been formally enacted,
Mastercard is alerting its customers that this product will be added to the BRAM
program once implemented by the U.S. DEA.

Therefore, Mastercard advises customers to review their merchant portfolios to
identify any merchant selling Kratom and take such necessary and appropriate
action as may be required to ensure compliance with Mastercard Standards
and applicable laws.
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Binary Options Trades

Binary options trades are receiving attention from various governments
worldwide, including most recently the United States, Canada, and the United
Kingdom. Mastercard urges customers to monitor binary option trading and
the passage of regulations pertaining to binary option trading. Special attention
should be paid to:

• Allegations of deceptive practices

• Increased fraud complaints

• Increased cardholder disputes

• Illegal operations

• The charging of undisclosed fees

As a reminder, any investment earnings resulting from a binary options trade
must be processed as a Payment Transaction, and not as a credit to the
cardholder’s account. Refer to Chapter 6 of the Transaction Processing Rules
for more information about Payment Transactions.

A number of countries deem binary option trades to be gambling; such activity
falls under the purview of those respective countries’ gambling authorities.
Merchants operating in these countries must code all binary options trade
transactions with the card acceptor business code (MCC) 7995 (Gambling
Transactions). Failure to properly code such transactions is deemed to be a
BRAM violation.

Illegal Wildlife Trade/Elephant Ivory

Mastercard reminds its customers that governments worldwide have regulations
in place related to the illegal wildlife trade and elephant ivory trade. Such
illegal sales may be considered a BRAM violation. If a law enforcement agency
identifies a merchant as illegally selling wildlife or elephant ivory, then the
agency will contact Mastercard to conduct a BRAM investigation.

Prepaid Card Programs

Mastercard recommends that customers monitor prepaid card programs for
potential BRAM violations. An issuer of a prepaid card program must ensure
compliance with all applicable governmental regulations as well as Mastercard
Standards. Additionally, acquirers with merchants that accept transactions
to load a prepaid card must monitor the processing of these transactions
for compliance with all governmental regulations and Mastercard Standards.
Further, an acquirer must monitor for any pattern that suggests an attempt
to circumvent Mastercard Standards.

Mastercard has observed prepaid card programs being used to circumvent
Mastercard Standards based on Mastercard actively monitoring these programs
to ensure compliance. Any noncompliant activity related to prepaid card
programs may be considered a BRAM violation.
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Miscoded Gambling Transactions in the Asia/Pacific Region

Mastercard continues to identify merchants in the Asia/Pacific region involved
in illegal gambling schemes designed to circumvent gambling laws. This trend
is not difficult for acquirers to identify, and Mastercard expects acquirers to
take proactive measures to identify and stop this illegal activity.

As a reminder, Mastercard expects its acquirers to monitor each of their
merchants for activity subject to the BRAM program. In particular, an acquirer
must have proper controls in place to monitor and identify transactional activity
specifically related to any high concentration of cardholders from countries
with gambling restrictions and large transaction volumes occurring within a
short period of time.

e-Voucher Merchant Models

In Global Security Bulletin No. 4, 15 April 2016, Mastercard informed its
customers that e-Voucher models may be used to circumvent Mastercard
Standards on Internet gambling. In addition, Mastercard stated that these
merchant models operate under Mastercard’s Digital Wallet Operator (DWO)
model. Therefore, these models must be compliant with Mastercard Standards
related to DWO requirements.

Mastercard continues to identify e-Voucher models not compliant with
Mastercard DWO Standards. Failure to comply with these Standards may be
considered a violation of Mastercard Standards.

Unregistered DWOs

Mastercard has identified merchants acting as DWOs that are noncompliant
with Mastercard Standards related to registration and activity requirements.

Mastercard has observed that some unregistered DWOs are accepting deposits
that can be used for gambling, but are not coded as gambling deposits.
Additionally, some unregistered wallets are offering prepaid Mastercard cards,
whereby funds deposited to the wallet can then be transferred to a prepaid
Mastercard card. These prepaid cards may be potentially used for miscoded or
illegal gambling activities, some of which may violate the issuer’s Area of Use.
Such noncompliance may be considered a BRAM violation.

Fantasy Sports Merchants

As announced in Global Security Bulletin No. 4, 15 April 2016, United States
Attorneys General and many United States state legislatures are examining the
legality of daily fantasy sports (DFS) merchants. Since the landscape continues
to change, acquirers should monitor state regulations to ensure that DFS
transactions only occur in jurisdictions where they are lawful.
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As states legalize fantasy sports activities or confirm the legality of fantasy
sports activities, Mastercard does not need to receive additional documentation
about the legality of these activities if the merchant conducting these activities
is already registered with Mastercard.

Merchant Monitoring Program (MMP) Clarifications

Special Merchant Model Monitoring

Certain merchant models require enhanced monitoring to qualify for
assessment mitigation in the MMP:

• Cyberlocker servers must be monitored, so that all picture, music, and
movie files are reviewed to ensure compliance with Mastercard Standards
and applicable laws.

• Payment Facilitator URLs as well as all of the Payment Facilitator’s
submerchant URLs must be monitored. If a submerchant URL is not
monitored, it may not qualify for MMP assessment mitigation.

• DWO URLs, as well as the submerchant URLs that accept the wallet as
payment, must be monitored. If a submerchant URL is not monitored, it
may not qualify for MMP assessment mitigation.

MMP Assessment and Mitigation Structure

As announced in Global Operations Bulletin No. 7, 1 July 2015, Mastercard
enhanced the assessment and mitigation framework to provide mitigation
for participation in the MMP.

In the bulletin, Mastercard stated that an acquirer would not receive mitigation
for a merchant or URL that was not monitored by the acquirer’s registered
Merchant Monitoring Service Provider (MMSP) or its internal dedicated
detection system.

To clarify, Mastercard will consider and likely provide assessment mitigation to
an acquirer for participation in the MMP if the acquirer in good faith diligently
uses its registered MMSP to identify BRAM, transaction laundering activity, or
both in alignment with the scenarios described below.

MMP Mitigation Scenarios

If an acquirer uses its registered MMSP to monitor for BRAM activity, and
the acquirer fulfills all MMP requirements, then Mastercard may provide
assessment mitigation if the violating URL was being actively monitored by the
acquirer’s MMSP, regardless of whether the violation was identified by the
acquirer’s MMSP. However, if Mastercard identifies BRAM violating activity
on a URL that was not being monitored by the acquirer’s MMSP, then the
acquirer will not receive mitigation, because the violating URL was not being
monitored for BRAM activity.
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As the majority of BRAM activity is the result of transaction laundering, the
acquirer may not have been aware of the violating URL, and therefore did not
monitor the violating URL. As an incentive to support proactive monitoring
by acquirers, Mastercard included acquirer usage of its registered MMSP for
transaction laundering activity detection within the MMP assessment and
mitigation structure. Therefore, if the approved merchant URL was being
monitored by the acquirer’s MMSP for transaction laundering activity, then the
acquirer will be considered to receive assessment mitigation for transaction
laundering activity, regardless of whether the activity was detected.

Mastercard encourages participation in the MMP and further encourages
all customers to proactively monitor all merchant URLs for BRAM content
violations as well as for events of Transaction Laundering.

Questions?
Customers with questions about the information in this article should contact:

Jeffrey D. De Petro

Business Leader, Franchise Integrity, Customer Performance Integrity

Phone: 1-914-249-2907

Email: jeffrey.depetro@mastercard.com
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