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Overview: Effective 21 April 2017, Visa will update its rules to exempt merchants from requesting Card 
Verification Value 2 (CVV2) data for mail order transactions when that data is provided in a written format. 

 
Third-party fraud attributed to mail order transactions is minimal when compared with key-entered fraud that 
arises from a misclassified point-of-sale primary account number. However, theft of CVV2 data from vouchers or 
coupons that also contain the consumer’s account number pose significant risk to the payments network. 
 
To protect consumers and the payments network from potential data compromises, effective 21 April 2017, 
CVV2 data should not be included in authorizations for mail order transactions. This change is in addition to CVV2 
exemptions already permitted under the Visa Rules. 
 
Effective 21 April 2017, merchants that currently capture CVV2 data in a written format, whether on a mail order 
form or in another physical format, should cease doing so.  
 
Background 
 
In 2008, as a fraud prevention measure, CVV2 data became a required part of the authorization messages that 
merchants sent to issuers in the Europe region. Although CVV2 verification remains valuable for telephone and  
e-commerce transactions, it may now create a greater risk of data compromise through mail order transactions, as 
the consumer’s account number and CVV2 both appear on the order form.  
 
This is a variance to existing rules that mandate the capture and processing of CVV2 in all card-not-present 
transactions. 
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Contact Visa Europe Customer Support on your country-specific number, or email CustomerSupport@visa.com. 

http://www.visaglobalpublications.com/VBN/2016/090116/AI05783_LES.pdf
https://www.eu.visaonline.com/eu_BusinessPublications/download.asp?file=pdf7882755276129330000&htmlLink=
https://www.eu.visaonline.com/eu_BusinessPublications/download.asp?file=pdf4990356039973270000&htmlLink=
https://www.eu.visaonline.com/eu_BusinessPublications/download.asp?file=pdf4717077516824750000&htmlLink=
mailto:CustomerSupport@visa.com
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Notice: This Visa communication is furnished to you solely in your capacity as a customer of Visa Inc. (or its authorized agent) or of Visa Europe, or as a participant 
in the Visa payments system. By accepting this Visa communication, you acknowledge that the information contained herein (the "Information") is confidential and 
subject to the confidentiality restrictions contained in the Visa Rules and the Visa Europe Operating Regulations, which limit your use of the Information. You agree 
to keep the Information confidential and not to use the Information for any purpose other than in your capacity as a customer of Visa Inc. or Visa Europe or a 
participant in the Visa payments system. You may disseminate this Information to a merchant participating in the Visa payments system if: (i) you serve the role of 
“acquirer” within the Visa payments system; (ii) you have a direct relationship with such merchant which includes an obligation to keep Information confidential; 
and (iii) the Information is designated as “affects merchants” demonstrated by display of the storefront icon ( ) on the communication. A merchant receiving such 
Information must maintain the confidentiality of such Information and disseminate and use it on a “need to know” basis and only in their capacity as a participant 
in the Visa payments system. Except as otherwise provided, the Information may only be disseminated within your organization on a need-to-know basis to enable 
your participation in the Visa payments system. Visa is not responsible for errors in this publication.  
 


