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Revised Standards—Security Rules and Procedures 
 
 
The following are the revised Standards to accompany the article “Revised Standards for the 
Site Data Protection Program.”  
 
Mastercard will revise the Security Rules and Procedures to include these Standards. Additions 
to the Standards are underlined. Deletions are indicated with a strikethrough. 
 
Chapter 10—Account Data Protection Standards and Programs 

10.3  Mastercard Site Data Protection (SDP) Program  

 

NOTE: This section applies to Mastercard and Maestro Transactions. 
 
The Mastercard Site Data Protection (SDP) Program is designed to encourage Customers, 
Merchants, Third Party Processors (TPPs), and Data Storage Entities (DSEs) to protect against 
Account dData cCompromises (ADC) Events. The SDP Program facilitates the identification and 
correction of vulnerabilities in security processes, procedures, and website configurations. For 
the purposes of the SDP Program, TPPs and DSEs are collectively referred to as “Service 
Providers” in this chapter. 
 
NOTE: Refer to section 10.2 of this manual for the definition of an Account Data 
Compromise Event. 
 
An Acquirer must implement the Mastercard SDP Program by ensuring that its Merchants and 
Service Providers are compliant with the Payment Card Industry Data Security Standard (PCI 
DSS) and that all applicable third party-provided payment applications used by its Merchants 
and Service Providers are compliant with the Payment Card Industry Payment Application Data 
Security Standard (PCI PA-DSS), in accordance with the implementation schedule defined in 
section 10.3.1 of this manual. Going forward, the Payment Card Industry Data Security 
Standard and the Payment Card Industry Payment Application Data Security Standard will be 
components of the SDP Program; these documents set forth security Standards that 
Mastercard hopes will be adopted as industry standards across the payment brands. A 
Customer that complies with the SDP Program requirements may qualify for a reduction, 
partial or total, of certain costs or assessments if the Customer, a Merchant, or a Service 
Provider is the source of an Account data compromise ADC Event. 
 
Mastercard has sole discretion to interpret and enforce the SDP Program Standards. 
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10.3.1  Payment Card Industry Data Security Standards 
 

The Payment Card Industry Data Security Standard, the Payment Card Industry Payment 
Application Data Security Standard, and the Payment Card Industry Token Service Providers— 
Additional Security Requirements and Assessment Procedures for Token Service Providers (EMV 
Payment Tokens), also known as the PCI TSP Security Requirements, establish data security 
requirements. Compliance with the Payment Card Industry Data Security Standard is required 
for all Issuers, Acquirers, Digital Activity Customers, Merchants, Service Providers, and any 
other person or entity that a Customer permits, directly or indirectly, to store, transmit, or 
process Account data. Compliance with the PCI TSP Security Requirements is required for any 
Issuer that performs Token Service Provider services on its own behalf and any entity that 
performs or proposes to perform TSP Program Service as the TSP Service Provider of a 
Customer. Mastercard requires validation of compliance only for those entities specified in the 
SDP Program implementation schedule in section 10.3.4. All Merchants and Service Providers 
that use third party-provided payment applications must only use payment applications that 
are compliant with the Payment Card Industry Payment Application Data Security Standard, as 
applicable. Mastercard recommends that Merchants use a Qualified Integrator & Reseller (QIR) 
listed on the PCI Security Standards Council (SSC) website to implement a PCI PA-DSS-compliant 
payment application, as applicable. The applicability of the PCI PA-DSS to third party-provided 
payment applications is defined in the PCI PA-DSS Program Guide, and the applicability of QIR 
engagement for third party-provided payment application implementation is defined in the PCI 
QIR Program Guide. 
 
The Payment Card Industry Data Security Standard, the Payment Card Industry Payment 
Application Data Security Standard, the PCI PA-DSS Program Guide, the PCI QIR Program Guide, 
the PCI TSP Security Requirements, and other PCI Security Standards manuals are available on 
the PCI Security Standards Council (SSC) website at www.pcisecuritystandards.org. 
 

10.3.3  Acquirer Compliance Requirements 

To ensure compliance with the Mastercard SDP Program, an Acquirer must: 

• For each Level 1, Level 2, and Level 3 Merchant, submit a quarterly semi-annual status 
report via an email message to sdp@mastercard.com using the form provided on the SDP 
Program website. This submission form must be completed in its entirety and may include 
information on: 

– The name and primary contact information of the Acquirer 

– The name of the Merchant 

– The Merchant identification number of the Merchant 

– The number of Transactions that the Acquirer processed for the Merchant during the 
previous 12-month period 

– The Merchant’s level under the implementation schedule provided in section 10.3.4 of 
this manual 

https://www.pcisecuritystandards.org/
mailto:sdp@mastercard.com
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– The Merchant's compliance status with its applicable compliance validation 
requirements 

– The Merchant's anticipated compliance validation date or the date on which the 
Merchant last validated its compliance (the “Merchant Validation Anniversary Date”) 

• Communicate the SDP Program requirements to each Level 1, Level 2, and Level 3 
Merchant, and validate the Merchant’s compliance with the Payment Card Industry Data 
Security Standard by reviewing its Payment Card Industry Self-assessment Questionnaire 
and the Reports on Compliance (ROC) that resulted from network security scans and onsite 
reviews of the Merchant, if applicable. 

• Communicate the SDP Program requirements to each Level 1 and Level 2 Service Provider, 
and ensure that Merchants use only compliant Service Providers. 

• Effective 31 March 2019, validate to Mastercard that the Acquirer has a risk management 
program in place to identify and manage payment security risk within the Acquirer’s Level 
4 Merchant portfolio. 

In submitting a quarterly semi-annual SDP status report indicating that the Merchant has 
validated compliance within 12 months of the report submission date, the Acquirer certifies 
that: 

1. The Merchant has, when appropriate, engaged and used the services of a data security 
firm(s) considered acceptable by Mastercard for onsite reviews, security scanning, or both. 

2. Upon reviewing the Merchant’s onsite review results, Payment Card Industry Self- 
assessment Questionnaire, or network scan reports, the Acquirer has determined that the 
Merchant is in compliance with the Payment Card Industry Data Security Standard 
requirements. 

3. On an ongoing basis, the Acquirer will monitor the Merchant’s compliance. If at any time 
the Acquirer finds the Merchant to be noncompliant, the Acquirer must notify the 
Mastercard SDP Department in writing at sdp@mastercard.com. 

 
10.3.4  Implementation Schedule 

All onsite reviews, network security scans, and self-assessments must be conducted according 
to the guidelines in section 10.3.2. For purposes of the SDP Program, Service Providers in this 
section refer to TPPs and DSEs. 

The Acquirer must ensure, with respect to each of its Merchants, that “transition” from one PCI 
level to another (for example, the Merchant transitions from Level 4 to Level 3 due to 
Transaction volume increases), that such Merchant achieves compliance with the requirements 
of the applicable PCI level as soon as practical, but in any event not later than one year after 
the date of the event that results in or causes the Merchant to transition from one PCI level to 
another. 

All Level 1, 2, and 3 Merchants and all Service Providers that use any third party-provided 
payment applications must validate that each payment application used is listed on the PCI SSC 
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website at www.pcisecuritystandards.org as compliant with the Payment Card Industry 
Payment Application Data Security Standard, as applicable. Mastercard recommends that 
Merchants use a QIR listed on the PCI SSC website to implement a PCI PA-DSS-compliant 
payment application, as applicable. The applicability of the PCI PA-DSS to third party-provided 
payment applications is defined in the PCI PA-DSS Program Guide, and the applicability of QIR 
engagement for third party-provided payment application implementation is defined in the PCI 
QIR Program Guide. 

Level 3 Merchants 

Unless deemed to be a Level 1 or Level 2 Merchant, the following are deemed to be a Level 3 
Merchant and must validate compliance with the Payment Card Industry Data Security 
Standard: 

• Any Merchant with greater than 20,000 but less than or equal to one million total 
combined Mastercard and Maestro electronic commerce (e-commerce) transactions 
annually, and 

• Any Merchant meeting the Level 3 criteria of Visa. 

To validate compliance, each Level 3 Merchant must successfully complete: 

• An annual self-assessment, and 

• Quarterly network scans conducted by a PCI SSC ASV. 

Level 3 Merchants may alternatively, at their own discretion, engage a PCI SSC-approved QSA 
for an onsite assessment instead of performing a self-assessment. 

Level 4 Merchants 

Any Merchant not deemed to be a Level 1, Level 2, or Level 3 Merchant is deemed to be a Level 
4 Merchant. Compliance with the Payment Card Industry Data Security Standard is required for 
a Level 4 Merchant, although validation of compliance (and all other Mastercard SDP Program 
Acquirer requirements set forth in section 10.3.3, except the validation of an established Level 
4 Merchant risk management program [effective 31 March 2019]) is optional for a Level 4 
Merchant. However, a validation of compliance is strongly recommended for Acquirers with 
respect to each Level 4 Merchant in order to reduce the risk of Account data compromise an 
ADC Event and for an Acquirer potentially to gain a partial waiver of related assessments. 

A Level 4 Merchant may validate compliance with the Payment Card Industry Data Security 
Standard by successfully completing: 

• An annual self-assessment, and 

• Quarterly network scans conducted by a PCI SSC ASV. 

Level 4 Merchants may alternatively, at their own discretion, engage a PCI SSC-approved QSA 
for an onsite assessment instead of performing a self-assessment. 
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If a Level 4 Merchant has validated its compliance with the Payment Card Industry Data 
Security Standard and the Payment Card Industry Payment Application Data Security Standard 
as described in this section, the Acquirer may, at its discretion, fulfill the reporting 
requirements described in section 10.3.3. 

Level 1 Service Providers 

A Level 1 Service Provider is any TPP (regardless of volume) and any DSE that stores, transmits, 
or processes more than 300,000 total combined Mastercard and Maestro transactions 
annually, and any Token Service Provider. 

Each Level 1 Service Provider must validate compliance with the Payment Card Industry Data 
Security Standard, and each Token Service Provider must additionally validate compliance with 
the PCI TSP Security Requirements, by successfully completing: 

• An annual onsite assessment by a PCI SSC approved QSA, and 

• Quarterly network scans conducted by a PCI SSC ASV. 

Mastercard recommends that each Level 1 Service Provider demonstrate to Mastercard its 
compliance with the Designated Entities Supplemental Validation (DESV) appendix of the PCI 
DSS. 

Level 2 Service Providers 

A Level 2 Service Provider is any DSE that is not deemed a Level 1 Service Provider and that 
stores, transmits, or processes 300,000 or less total combined Mastercard and Maestro 
transactions annually. 

Each Level 2 Service Provider must validate compliance with the Payment Card Industry Data 
Security Standard by successfully completing: 

• An annual self-assessment, and 

• Quarterly network scans conducted by a PCI SSC ASV. 

Mastercard recommends that each Level 2 Service Provider demonstrate to Mastercard its 
compliance with the DESV appendix of the PCI DSS. 

The Acquirer must provide compliance action plans and quarterly semi-annual compliance 
status reports for each Level 1, Level 2, and Level 3 Merchant using the SDP Acquirer 
Submission and Compliance Status Form, available at 
http://www.mastercard.com/us/sdp/index.html or by contacting the Mastercard SDP 
Department at sdp@mastercard.com. 

Acquirers must complete the form(s) in their entirety and submit the form(s) via email message 
to sdp@mastercard.com on or before the last day of the quarter, as indicated below. 
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For this quarter reporting period… Submit the form(s) no later than… 

1 January 1 October to 31 March 31 March 

1 April to 30 June 30 June 

1 July 1 April to 30 September 30 September 

1 October to 31 December 31 December 

 

Late submission or failure to submit the required form(s) may result in an additional 
assessment to the Acquirer as described for Category A violations in Rule 2.1.4 of the 
Mastercard Rules manual. 

 
10.3.4.1  Mastercard PCI DSS Risk-based Approach 

A qualifying Level 1 or Level 2 Merchant located outside of the U.S. Region may use the 
Mastercard PCI DSS Risk-based Approach, pursuant to which the Merchant: 

• Validates compliance with the first four two of the six total milestones set forth in the PCI 
DSS Prioritized Approach, as follows: 

– A Level 1 Merchant must validate compliance through an onsite assessment 
conducted by a PCI SSC-approved QSA, or by conducting an onsite assessment using 
internal resources that have been trained and certified through the PCI SSC-offered 
ISA Program. 

– A Level 2 Merchant must validate compliance using a Self-Assessment Questionnaire 
(SAQ) completed by internal resources that have been trained and certified through 
the PCI SSC-offered ISA Program. Alternatively, the Level 2 Merchant may validate PCI 
DSS compliance via an onsite assessment. 

• Annually revalidates compliance with milestones one through four two using an SAQ. The 
SAQ must be completed by internal staff trained and currently certified through the PCI 
SSC-offered ISA Program. 

10.3.4.2  Mastercard PCI DSS Compliance Validation Exemption Program 

A qualifying Level 1 or Level 2 Merchant may participate in the Mastercard PCI DSS Compliance 
Validation Exemption Program (the “Exemption Program”), which exempts the Merchant from 
the requirement to annually validate its compliance with the PCI DSS. 

To qualify or remain qualified to participate in the Exemption Program, a duly authorized and 
empowered officer of the Merchant must certify to the Merchant’s Acquirer in writing that the 
Merchant has satisfied all of the following: 
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1. The Merchant validated its compliance with the PCI DSS within the previous twelve (12) 
months or, alternatively, has submitted to its Acquirer, and the Acquirer has submitted to 
Mastercard, a defined remediation plan satisfactory to Mastercard designed to ensure that 
the Merchant achieves PCI DSS compliance based on a PCI DSS gap analysis; 

2. The Merchant does not store Sensitive Card Authentication Data. The Acquirer must notify 
Mastercard through compliance validation reporting of the status of Merchant storage of 
Sensitive Card Authentication Data; 

3. The Merchant has not been identified by Mastercard as having experienced an ADC Event 
during the prior twelve (12) months; 

4. The Merchant has established and annually tests an ADC Event incident response plan in 
accordance with PCI DSS requirements; and 

5. The Merchant has satisfied either of the following: 

a. At least 75 percent of the Merchant’s annual total acquired Mastercard and Maestro 
Transaction count is processed through Hybrid POS Terminals, as determined based on 
the Merchant’s transactions processed during the previous twelve (12) months via the 
GCMS and/or Single Message System. Transactions that were not processed by 
Mastercard may be included in the annual acquired Transaction count if the data is 
readily available to Mastercard.; OR 

b. The Merchant has implemented a point-to-point encryption (P2PE) solution listed on 
the PCI SSC website. 

10.3.4.3  Mandatory Compliance Requirements for Compromised Entities 

Under the audit requirement set forth in section 10.2.2.1, the Acquirer must ensure that a 
detailed forensics evaluation is conducted. 

At the conclusion of the forensics evaluation, Mastercard will provide a Mastercard Site Data 
Protection (SDP) Account Data Compromise Information Form for completion by the 
compromised entity itself, if the compromised entity is a TPP or DSE, or by its Acquirer, if the 
compromised entity is a Merchant. The form must be returned via email to pci- 
adc@mastercard.com pci_adc@mastercard.com within 30 calendar days of its receipt, and 
must include: 

• The names of the QSA and the ASV that conducted the forensics evaluation, and 

• The entity’s current level of compliance with the Payment Card Industry Data Security 
Standard, and 

• A gap analysis providing detailed steps required for the entity to achieve full compliance 
with the Payment Card Industry Data Security Standard. 

As soon as practical, but no later than 60 calendar days from the conclusion of the forensics 
evaluation, the compromised entity or its Acquirer must provide evidence from a QSA and an 
ASV that the compromised entity has achieved full compliance with the Payment Card Industry 
Data Security Standard. 
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Such evidence (for example, a letter attesting to the entity’s compliance, a compliance 
certificate, or a compliance status report a completed PCI SSC Attestation of Compliance [AOC] 
and a network scan AOC conducted by a PCI SSC ASV) must be submitted to Mastercard via 
email to pci- adc@mastercard.com pci_adc@mastercard.com. 

Failure to comply with these requirements may result in SDP noncompliance assessments as 
described in section 10.3.4. Any Merchant or Level 1 or Level 2 Service Provider that has 
suffered a confirmed Account data compromise ADC Event will be automatically reclassified to 
become a Level 1 Merchant or a Level 1 Service Provider, respectively. All compliance 
validation requirements for such Level 1 entities will apply. 

 


