
Customer Responsibilities for Terminal
Servicers
Topic(s): Fraud/Risk, Rules/Standards, Security

May Apply To: Acquirers

Summary: Mastercard has identified a trend involving malicious account
data compromise (“ADC”) activity targeting service providers
that deliver ongoing maintenance and support of a payment
terminal (“terminal servicer” delivers such terminal assistance).
The activity is used to subsequently affect the environments
of merchants connected to such a service provider in order
to extract payment card data. Given this trend, Mastercard is
reminding customers and their agents of their responsibility
to register all Third Party Processor (TPP) Service Providers,
including all Data Storage Entity (DSE) Service Providers that
deliver ongoing terminal servicing to merchants terminal
servicers in accordance with Mastercard Standards. Mastercard
is further reminding customers that if such a service provider
suffers an ADC event, the customer is responsible for any
Operational Reimbursement, Fraud Recovery and/or any other
financial liability, which may result from that event. Mastercard
may view the breach of a single such service provider as a
single ADC event, regardless of the number of merchants
impacted.

Action Indicator: A Attention warranted

Effective Date: Immediately

Overview
A terminal servicer is an entity that provides ongoing maintenance and support
of a payment terminal. Terminal servicers equip merchants with technologies
that allow Mastercard cardholders to pay with a variety of methods including
magnetic stripe plastic cards, contactless, EMV chip-enabled cards, and a
variety of mobile wallet applications. Terminal servicers may also provide
services that assist merchants with the administration of the POS systems and
maintain compliance with PCI standards.

A terminal servicer may have thousands of merchants connected through a
single environment which they administer. In order to manage the payment
needs of these merchants, the terminal servicers provide remote access links or
other back door access methods to their merchants’ systems. This provides the
terminal servicers with a centralized administration method. Such methods of
remote access are widely used by small and large businesses, but are often
installed or configured incorrectly, resulting in the insecure implementation of
remote access software. This may, and often does, lead to an ADC event.
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This bulletin highlights trends relating to terminal servicers and reminds
customers of the obligation to register terminal servicers as Service Providers in
support of the acquirer. In addition, Mastercard is reminding its customers that,
if it is determined that a terminal servicer suffers an ADC event, the customer is
responsible for any Operational Reimbursement, Fraud Recovery and/or any
other financial liability, including assessments, that may result from that event.
Mastercard may view the breach of a single terminal servicer as a single ADC
event, regardless of the number of merchants impacted.

Trends and Vulnerabilities Impacting Terminal
Servicers
Insecure remote access has become a common cause of ADC events. Terminal
servicers often use remote access practices that are not compliant with PCI
DSS, thereby increasing the exploitation of their third-party remote access.
Examples of prohibited practices include, but are not limited to:

• Multiple remote access applications utilized on merchant systems.

• Vendor supplied default or common/shared credentials often in use.

• Remote applications in an “always on” mode, indicating a consistent
network connection to the Internet.

• Remote access to network resources not properly logged or monitored.

• Lack of properly configured firewall to restrict inbound and outbound
network traffic.

• Remote access application passwords that do not follow complexity
requirements.

Mastercard reminds its customers that terminal servicers are required to be
PCI DSS complaint.

Registration Expectations and Reporting
Requirements
Mastercard Rules, Chapter 7—Service Providers, defines a Service Provider as
an agent of the Customer that receives or otherwise benefits from Program
Service, whether directly or indirectly, performed by such Service Provider.
Terminal servicers may be categorized as Third Party Processors (TPP) and/or
Data Storage Entities (DSE), depending upon the services rendered. For
example, external hosting of payment applications, such as website shopping
carts, are categorized as a DSE and meet the definition of a Service Provider.
The registration of Service Providers ensures awareness of all participants
handling cardholder data and/or involvement in cardholder transactions.
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Pursuant to Rule 7.2.3, customers are required to enter into a direct agreement
with Service Providers. Service Providers must be registered by the Mastercard
customers on whose behalf they are providing services using the Business
Administration Tool via Mastercard Connect. A customer that fails to
comply with these Service Provider registration requirements is subject to
noncompliance assessments of up to USD 25,000 for each 30-day period of
noncompliance per section 7.17 of the Mastercard Rules manual.

Service Providers and Account Data Compromise
Events
As noted above, the breach of a terminal servicer may result in the extraction
of payment card data from the hundreds or thousands of merchants connected
to that environment. Pursuant to MasterCard’s Security Rules and Procedures
Section 10.2.2 “The Customer whose system or environment, or whose Agent’s
system or environment, was compromised or vulnerable to compromise
(at the time that the ADC Event or Potential ADC Event occurred) is fully
responsible for resolving all outstanding issues and liabilities to the satisfaction
of Mastercard, notwithstanding any subsequent change in the Customer’s
relationship with any such Agent after the ADC Event or Potential ADC Event
occurred.”

Although this type of event may impact multiple merchants, Mastercard
may view the view the breach of a single terminal servicer as a single ADC
event, regardless of whether that single breach impacts multiple merchants.
Mastercard’s Security Rules and Procedures Section 10.2.1 provides as follows.

“…Mastercard may determine, as a threshold matter, whether a given set of
circumstances constitutes a single ADC Event or multiple ADC Events. In this
regard, and by way of example, where a Customer or Merchant connects to,
utilizes, accesses, or participates in a common network, system, or environment
with one or more other Customers, Merchants, Service Providers, or third parties,
a breach of the common network, system, or environment that results, directly
or indirectly, in the compromise of local networks, systems, or environments
connected thereto may be deemed to constitute a single ADC event.”

In determining if an entity is a terminal servicer and what PCI DSS requirements
are applicable, customers should focus on what services the entity provides
rather than the entity’s view of its classification. Terminal servicers provide
ongoing services and support to a payment terminal and PCI DSS compliance
validation is required.

Recommendations
For terminal servicers who implement, configure, and/or support validated
PA-DSS Payment Applications, it is strongly recommended that the customer
only use a PCI Qualified Integrator or Reseller (QIR), as validated and listed on
the PCI SSC website.
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Customers should dedicate resources to assist in the education and
reinforcement of appropriate data security practices to their customers,
including cardholders, merchants as well as Agents that benefit from program
service, such as third-party processors and other types of data storage entities.

Customers should apply best practices and ensure that:

• All remote access is via Multi-Factor Authentication

• Remote access is only enabled when needed and not “always on”

• Only approved PCI PTS devices are utilized

• All terminal servicers are PCI DSS complaint

References
• PCI DSS 3.2 Security Requirements

• PA DSS 3.2 Security Requirements

• PCI 360 Education Program

• Mastercard Security Rules and Procedures—accessible via Mastercard
Connect

• Mastercard Rules—accessible via Mastercard Connect

Questions?

Email: account_data_compromise@mastercard.com

SDP@mastercard.com

service_provider@mastercard.com
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https://www.pcisecuritystandards.org/documents/PCI_DSS_v3.pdf
https://www.pcisecuritystandards.org/documents/PA-DSS_v3.pdf
http://www.mastercard.us/merchants/support/webinar.html
mailto:account_data_compromise@mastercard.com
mailto:SDP@mastercard.com
mailto:service_provider@mastercard.com

