
Encryption Protocol Change—Reminder
Topic(s): Mastercard Connect

May Apply To: Acquirers Issuers Processors

Summary: Mastercard is reminding customers about an upcoming change
regarding supported encryption protocols for Internet browsers
and other integrations that access Mastercard applications and
services.

Action Indicator: A Attention warranted

Effective Date: 30 June 2017

Background
In April 2015, after extensive marketplace feedback, the Payment Card Industry
Security Standards Counsel (PCI SSC) removed Secure Socket Layer (SSL) as
an example of strong cryptography from the PCI Data Security Standard (PCI
DSS) version 3.1, stating that it can no longer be used as a security control
after 30 June 2016.

However, during the implementation period of PCI DSS 3.1, the PCI SSC
continued to seek feedback from the market and reached a revised due date
based on the feedback received.

What is Changing?
To comply with this new due date mandate, Mastercard will disable the use
of Transport Layer Security (TLS) 1.0 encryption technology effective 30 June
2017. This change applies to both Internet browser access and Application
Program Interface (API) integrations.

Recommended Action
In order for seamless access to Mastercard products and services, customers
must ensure their browsers and integrations use TLS encryption, version 1.1
or higher.
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Mastercard encourages customers to update their browsers to the latest versions
and remove TLS 1.0 from their integrations across all environments. Users who
attempt access on or after 30 June 2017, using a browser or integration that
does not support TLS 1.1 or higher, will receive an error message and will not
be able to access Mastercard products and services.

Questions?
Customers with questions should contact their Mastercard representative for
more information about how Mastercard is managing the vulnerability.

For information regarding changes to internal technology systems, customers
should contact their internal technology support team.
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