
Revised Standards for Digital Activity
and Staged Digital Wallet Operators
Topic(s): Contactless, E-Commerce, Mastercard Digital Enablement Service, Mobile,
Rules/Standards

May Apply To: Acquirers Issuers Processors

Summary: Mastercard is announcing revised Standards for Digital Wallet
Operators (DWOs) and Digital Activity Customers, effective
1 December 2017.

Action Indicator: M Mandate

Effective Date: 1 December 2017

Background
In recognition of the increased role of digital wallets in the payments space,
Mastercard is establishing revised rules and Standards for Digital Wallet
Operators (DWOs). These rules and Standards help ensure that digital payment
participants receive a consistently positive experience when interacting with
Mastercard account credentials through a digital wallet, while upholding the
security, interoperability, and integrity of the ecosystem. Nothing in these
revised rules and Standards is intended to supersede the other existing
Mastercard rules and Standards.

The rules and Standards that Mastercard is establishing include certain
transparency, privacy, accessibility, security, and economic requirements,
coupled with enhanced rules to address inherent risks around Staged Digital
Wallets.

Also, Mastercard is expanding the types of entities required to be Digital
Activity Customers. A Digital Activity Customer must enter into a Digital
Activity Agreement with Mastercard, which grants the Digital Activity Customer
the right to participate in digital activity. A Pass-through DWO, including a
Wallet Token Requestor, and an On-behalf Token Requestor must become a
Digital Activity Customer. A Digital Activity Customer may not issue cards,
acquire transactions, or sponsor any other customer into the corporation. For
the avoidance of doubt, a Mastercard issuer also operating as a Pass-through
DWO is not required to be a Digital Activity Customer.
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Revised Definitions
There are two types of DWOs:

• A service provider that operates a Staged Digital Wallet, or

• A customer that operates a Pass-through Digital Wallet.

A merchant that stores Mastercard® or Maestro® account data solely on its own
behalf to effect transactions initiated by the consumer is not a DWO.

Staged Digital Wallet

A Staged Digital Wallet is functionality that can be used at more than one
retailer and by which the Staged DWO effects a two-stage payment to a retailer
to complete a purchase initiated by a cardholder. The following stages may
occur in either order:

• Payment Stage—In the payment stage, the Staged DWO pays the retailer
by means of:

– A proprietary non-Mastercard method; or

– A funds transfer to an account held by the Staged DWO for or on
behalf of the retailer.

• Funding Stage—In the funding stage, the Staged DWO uses a Mastercard
or Maestro account provided to the Staged DWO by the cardholder (herein,
the “funding account”) to perform a transaction that funds or reimburses
the Staged Digital Wallet.

The retailer does not receive Mastercard or Maestro account data or other
information identifying the network brand and payment card issuer for the
funding account.

Pass-through Digital Wallet

A Pass-through Digital Wallet is functionality that can be used at more than one
merchant, and by which the Pass-through DWO stores Mastercard or Maestro
account data provided by the cardholder to the DWO for purposes of effecting
a payment initiated by the cardholder to a merchant or submerchant, and upon
the performance of a transaction, transfers the account data to the merchant or
submerchant or to its acquirer or the acquirer’s service provider.

On-behalf Token Requestor

An On-behalf Token Requestor is a Digital Activity Customer or other customer
approved by Mastercard to conduct digital activity and authorized to tokenize
a Mastercard or Maestro primary account number (PAN) using the Mastercard
Digital Enablement Service (MDES) on behalf of a DWO or merchant.
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New Requirements for Both Staged and Pass-through
DWOs
Each Staged and Pass-through DWO must comply with the new requirements
detailed below.

Transparency

As a means of providing the consumer with the same transparency and
familiarity as when using a physical card to pay at a point-of-sale (POS)
terminal, a DWO must use any Mastercard or Maestro Mark, issuer’s logo, or
digital card image in accordance with the Mastercard Brand Mark Guidelines.
The Mastercard Brand Mark Guidelines apply to the identification of a
Mastercard or Maestro account in the user interface of a digital wallet each time
the consumer interacts with the account credential in the digital wallet.

A DWO that enables functionalities that allow a user to set a default payment
account must not engage in practices that override the user’s choice, subject
to regional exceptions.

Privacy and Data Protection

To uphold the privacy of a cardholder’s credentials, a DWO must only use
transaction data to initiate a transaction in accordance with the Mastercard
Standards, and for no other purpose.

New Requirements for Pass-through DWOs
Each Pass-through DWO must comply with the new requirements detailed
below.

Security

Mastercard believes that safety and security are fundamental requirements in
every transaction, and that tokenization is a driver to facilitate them. Therefore,
when a Mastercard account credential is used, a Pass-through DWO must:

• Support a Mastercard token; and

• Present a Mastercard token if the issuer, at the time of provisioning,
tokenized the account.
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Accessibility

Digital payment solutions should allow ubiquity and predictability. Consumers
should be able to access their digitized Mastercard account credentials via
industry-standard interfaces. Over time, as innovation continues, other
interfaces may enable new user experiences. This principle ensures that
merchants can continue to accept digitized Mastercard account credentials
presented to them with confidence, including, if they choose, Masterpass™
by Mastercard®.

Economics

Merchants are bound by the Mastercard Rules to accept all properly presented
Mastercard cards and should not be required to pay fees to a Pass-through
DWO to accept a Mastercard account credential. A Pass-through DWO
must not charge a merchant any fee or other charge for the acceptance of
Mastercard account credentials by the merchant. No other fee or charge can be
assessed by a Pass-through DWO to a merchant unless the merchant and the
Pass-through DWO agree otherwise.

New Requirements for Staged DWOs
Staged Digital Wallets, by the nature of the two-staged transaction, introduce
risk into the payments ecosystem with the lack of transparency around
transaction data from the funding through the payment stage. Additionally,
cardholder funds placed in the Staged DWO could be used for purchases
at high-risk merchants.

To reduce associated risk around Staged DWOs, Mastercard is revising the
Staged DWO rules to include the following in addition to the rules that
currently exist.

The acquirer is responsible for complying with the following:

• The acquirer must notify Mastercard if a Staged DWO enables transactions
with an entity providing goods or services classified under the card
acceptor business codes (MCCs) set forth in section 9.1 of the Security
Rules and Procedures manual.

• The acquirer must process all Staged DWO point-of-interaction (POI)
funding transactions as card-not-present.

The acquirer must ensure compliance with the following requirements
applicable to Staged DWOs:
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• A Mastercard or Maestro account must not be used to fund a transaction
that would be in violation of Rule 5.11.7 Illegal or Brand-damaging
Transactions of the Mastercard Rules manual.

• The payment stage of a transaction facilitated by a Staged DWO must not
be completed with a Mastercard or Maestro branded card.

• A Staged DWO must not process a transaction on behalf of another Staged
DWO.

Overview of Revised Standards
Please review the revisions to the publication indicated in the following table
and make appropriate plans to support the revised Standards.

Effective Date Changes to Standards in… Will be Published in…

1 December 2017 Mastercard Rules Chapter 7—Service Providers

Chapter 9—Digital Activity

Appendix C—Definitions

Mastercard will incorporate the revised Standards into a future edition of this
manual. The manual is available on Mastercard Connect™ via the Publications
product.

Documentation Support
Customers should refer to the attached Revised Digital Activity and Staged
Digital Wallet Operator Standards for the revised Standards.

Questions?
Customers with questions about the information in this article should contact
the Global Customer Service team using the Contact Information provided in
this bulletin.
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https://w201.mastercardconnect.com/hsm3ca205/common/manpubs/english.nsf/(publicwebpages)/Contact?OpenDocument 



