
Clarification on Merchant Double Swipe
Topic(s): Fraud/Risk, Merchant, POI/POS Terminal, Rules/Standards, Security

This article applies to customers in the Middle East/Africa region.

May Apply To: Acquirers Processors

Summary: Mastercard would like to clarify that the practice of “double
swipe” by a merchant may result in expansion of scope of
Payment Card Industry Security Standards (PCI DSS) validation.

Action Indicator: A Attention warranted

Effective Date: Immediately

Background
There has been a notable increase in account data compromises at merchants
that have been linked to a practice commonly known as “double swipe.”

Double swipe is a practice where merchants dip or swipe payment cards at a
point-of-sale (POS) terminal to obtain an authorization and in addition perform
a second swipe of the magnetic stripe on a reader attached to the Electronic
Cash Register (ECR), which is a device commonly used for accounting and
cash management purposes. Although the swipe on the ECR is not intended to
be for payment processing, the ECR device captures the full magnetic stripe
data in an insecure manner for different purposes. This creates a significant
risk that full track data from the magnetic stripe may be captured in the volatile
memory of the ECR and exposed to potential compromise.

By performing double swipes, merchants are effectively expanding their PCI
DSS scope to include the ECR or any system that performed the double swipe,
which otherwise may not be within scope. This increased PCI DSS scope
could result in additional costs and time to obtain and maintain compliance
with the PCI DSS.

Merchants should use sensitive financial information on payment cards only
for the purpose of payment processing. Any other use of this data creates
unnecessary risks to all parties in the payments industry. PCI DSS prohibits
the storage of Sensitive Authentication Data (SAD) after authorization, and
double-swiping often results in storage of full magnetic stripe data, in direct
violation of PCI DSS.
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Acquirer Responsibilities
Mastercard requires each acquirer to ensure that its merchants are fully
compliant with requirements of PCI DSS and must use sensitive payment data
securely. To the extent that merchants are double swiping, acquirers must
apply the expanded scope of PCI DSS to ensure compliance. Acquirers must
actively create awareness amongst their merchants of the risks associated with
double swipe and actively discourage the practice.

Reminder
All Mastercard acquirers are reminded that if an Account Data Compromise
Event occurs, Mastercard may assess a responsible customer up to USD 100,000
for each violation of a requirement of the PCI SSC as per section 10.2.5.1 of
the Security Rules and Procedures manual and in addition, an acquirer may be
exposed to the following risks:

1. Cost of a forensic investigation of the merchant’s systems.

2. Claims for losses incurred by the issuing banks.

3. Potential materially adverse reputational impact.

4. Damage to brand.

5. Impact on consumer confidence.

6. ADC liability as outlined in the ADC Operational Reimbursement and ADC
Fraud Loss Recovery process.

All acquirers must ensure that all their merchants are compliant with every
requirement of PCI SSC.

Recommended Action
Acquirers should educate their merchants about the risk associated with double
swipe and ensure that they cease this practice. Acquirers are also advised to
include a section in the merchant agreement that explains the implications of
double swipe on the scope of PCI DSS compliance. Where regulators have
imposed explicit restrictions on double swipe, acquirers in such countries must
communicate such restrictions to their merchants.

Questions?
Customers with questions about the information in this article should contact
Global Customer Service using the following Contact Information on the
Mastercard Bulletins home page, their regional Help Desk, or a regional
Customer Fraud Management representative.
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https://w201.mastercardconnect.com/hsm3ca205/common/manpubs/english.nsf/(publicwebpages)/Contact?OpenDocument 

