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3-D Secure 2.0 Rules Will Be Updated 
AP, Canada, CEMEA, Europe, LAC, U.S. | Acquirers, Issuers, Processors, Agents  

    

Overview: Visa will update rules for Verified by Visa to enhance the program and to account for new 
functionality enabled with the new version of the 3-D Secure 2.0 specification. 

 
Three-Domain (3-D) Secure  is a messaging protocol that enables consumer 
authentication for e-commerce transactions by allowing the exchange of data between 
the merchant, card issuer and, when necessary, consumer. Visa currently offers its 3-D 
Secure service through the Verified by Visa (VbV) program, which supports the existing 3-
D Secure 1.0 specifications for consumer authentication. 
 
EMVCo’s release of the 3-D Secure 2.0 specification in October 2016 provided a foundation for products with new 
authentication capabilities to be developed. On 14 October 2017, updated rules to enhance the VbV program 
and address new functionality enabled through the new specification will take effect.  
 
Authenticated Transactions 
 
The 3-D Secure 2.0 specification supports risk-based authentication allowing the issuer to complete the 
authentication without a challenge (i.e., frictionless) or request additional information from the cardholder (i.e., 
challenged). For 3-D Secure 2.0, issuers must respond with an ECI 05 (Fully Authenticated Transaction) for all 
“authenticated” transactions, including both “frictionless” and “challenged” authentications. This approach allows 
all participants to differentiate “authenticated” transactions (ECI 05) from “attempted” authentication transactions 
(ECI 06) when the merchant but not the issuer is participating in 3-D Secure 2.0. Under 3-D Secure 1.0, issuers may 
submit a “frictionless” authentication using an ECI 06. 
 
To help an issuer easily identify “frictionless” and “challenged” authentications, Visa is updating the Cardholder 
Authentication Verification Value (CAVV) to include a new Second Factor Authentication Code, which indicates the 
type of authentication used for the transactions (e.g., frictionless, challenge flow using One Time Password [OTP], 
etc.). Visa has also made available the optional 3-D Secure Indicator field (F126.20) in the authorization request 
message. 
 
The approach for 3-D Secure 2.0 may require issuers and acquirers to modify their authorization processes to 
recognize “frictionless” authentications with an ECI 05. Furthermore, an issuer may need to modify its Access 
Control Server software to provide different ECI values for “frictionless” authentications based on the 3-D Secure 
protocol version. 
 
 
 

Mark Your Calendar: 
 

• 3-D Secure 2.0 
rules take effect  
(14 October 2017) 
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Merchant Flexibility 
 
The 3-D Secure 2.0 specification supports risk-based authentication and provides for greater data sharing 
between the merchant and issuer. The new specification also provides the merchant with more flexibility in 
determining the level of authentication it chooses to use.1 During the authentication process, the issuer may send 
a request to the merchant to proceed with a cardholder challenge (e.g., one-time password).  
 
If a merchant opts out from initiating a challenge requested by the issuer, the transaction must be submitted as an 
Electronic Commerce Indicator (ECI) 07 (Non-Authenticated Security Transaction) in authorization and clearing, 
and the merchant does not receive liability protection from fraud-related chargebacks.  
 
1 Some geographies may require all e-commerce transactions to be authenticated. 
 
Transaction Integrity 
 
When an issuer completes a 3-D Secure authentication, the issuer creates a cryptogram (i.e., CAVV) using its 
cryptographic key. The CAVV verifies the authentication that occurred.  
 
3-D Secure 2.0 authentications must include the CAVV for both authenticated transactions (ECI 05) and attempted 
authentications (ECI 06). Issuers participating in 3-D Secure 2.0 must include the CAVV in the authentication 
response. Additionally, merchants using 3-D Secure 2.0 must include the CAVV in the authorization message. 
 
For authorization requests containing an ECI 05 or ECI 06 where the CAVV is not present, VisaNet will reclassify the 
transaction to ECI 07 (Non-Authenticated Security Transaction)2 and the merchant is not protected from various 
fraud related chargebacks.  
 
The following table outlines the changes for 3-D Secure 2.0 transactions for all regions: 
 

 
Who Will Be 
Affected   

Program Update 

Merchants 
Merchants may opt out of an issuer challenge request and proceed to authorization, 
although the transaction must be submitted as an ECI 07 and the merchant will not receive 
liability protection from various fraud-related chargebacks. 

Issuers All authenticated transactions must use an ECI 05 (including both “frictionless” and 
“challenged” authentications). 

Issuers, acquirers and 
merchants 

3-D Secure 2.0 participating issuers must provide a CAVV for both authenticated 
transactions (ECI 05) and attempted authenticated transactions (ECI 06). 
 
Merchants must submit the CAVV in authorization for both authenticated transactions (ECI 
05) and attempted authenticated transactions (ECI 06). 

 
2 Effective with the April 2018 Business Enhancement Release for the AP, Canada, and LAC regions. The capability is already enabled in the U.S. region. 
 

 

Verified by Visa Updated Requirements (Advance Copy) 
 
Refer to Article 4.1—Changes to Verified by Visa to Support New Version of 3-D Secure in the April 2017 and July 
2017, VisaNet Business Enhancements, Global Technical Letter and Implementation Guide, Effective: 9 March 2017  
 

https://secure.visaonline.com/_layouts/GVOL/GVOLStream.aspx?filename=%5Croot%5Ccontent%5Cdam%5Cgvol%5Cen%5Creference-library%5Cnews-and-communications%5Cvbn-articles%5C2017_Q4%5CAI06787-AC.pdf&contenttype=application/pdf
https://3tp.visaonline.com/webtech/2017/04/Pdf?techLetterVersion=3#pagemode=bookmarks&page=11
https://3tp.visaonline.com/webtech/2017/04/Pdf?techLetterVersion=3#pagemode=bookmarks&page=11
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Refer to Article 3.14—Changes to 3-D Secure Indicator Field in the October 2017 and January 2018, VisaNet 
Business Enhancements, Global Technical Letter and Implementation Guide, Effective: 15 June 2017  
 
Note: For Visa Online resources, you will be prompted to log in. 

 

AP, Canada, CEMEA, LAC, U.S.: Contact your Visa representative. Third party agents should contact their issuer 
or acquirer. 
 
Europe: Contact Visa customer support on your country-specific number, or email CustomerSupport@visa.com. 

 
 

 
Notice: This Visa communication is furnished to you solely in your capacity as a customer of Visa Inc. (through its operating companies of Visa U.S.A Inc., Visa 
International Service Association, Visa Worldwide Pte. Ltd, Visa Europe Ltd., Visa International Servicios de Pago España, S.R.L.U. and Visa Canada Corporation) or its 
authorized agent, or as a participant in the Visa payments system. By accepting this Visa communication, you acknowledge that the information contained herein 
(the "Information") is confidential and subject to the confidentiality restrictions contained in the Visa Rules, which limit your use of the Information. You agree to 
keep the Information confidential and not to use the Information for any purpose other than in your capacity as a customer of Visa Inc. or as a participant in the 
Visa payments system. You may disseminate this Information to a merchant participating in the Visa payments system if: (i) you serve the role of “acquirer” within 
the Visa payments system; (ii) you have a direct relationship with such merchant which includes an obligation to keep Information confidential; and (iii) the 
Information is designated as “affects merchants” demonstrated by display of the storefront icon ( ) on the communication. A merchant receiving such 
Information must maintain the confidentiality of such Information and disseminate and use it on a “need to know” basis and only in their capacity as a participant 
in the Visa payments system. Except as otherwise provided, the Information may only be disseminated within your organization on a need-to-know basis to enable 
your participation in the Visa payments system. Visa is not responsible for errors in or omissions from this publication.   

https://3tp.visaonline.com/webtech/2017/10/Pdf?techLetterVersion=2#pagemode=bookmarks&page=45
https://3tp.visaonline.com/webtech/2017/10/Pdf?techLetterVersion=2#pagemode=bookmarks&page=45
mailto:CustomerSupport@visa.com

