
3-D Secure 2.0 and Identity Check
Program Update
Topic(s): E-Commerce, Mastercard

May Apply To: Acquirers Issuers Processors

Summary: Mastercard is communicating updated information for the
rollout of EMV 3DS 2.0 and the Identity Check Program that
will support all EMV 3DS transactions.

Action Indicator: F Financial impact

T Testing required

C Coding or development changes typically required

A Attention warranted

Effective Date: As indicated

Overview
In October of 2016, Mastercard published a bulletin with a focus on EMV 3-D
Secure (3DS) 2.0 including a timeline. This article will provide background
details on EMV 3DS 2.0 and Mastercard’s Identity Check Program as well
as provide an updated roadmap and details for future communication and
information on these topics.

Motivation for Change in the Authentication Space
In October of 2016, EMVCo released the 3DS 2.0 specification that defines
a complete framework for payment authentication for the global payments
industry. The specification details how card-not-present transactions can be
authenticated in a secure manner whether the transaction is initiated from a
browser on a laptop computer or via an App on a connected device. This
direction is vital as it supports the trend of consumers desiring to complete
transactions with a device of choice (often called the “Internet of Things”).

While change can be daunting and requires effort, there are times when it is
fundamentally necessary, and the payment industry shift toward EMV 3DS 2.0
falls into that category. The following are some 3DS 2.0 stakeholder impacts
to keep in mind while reviewing the roadmap and considering its key role in
advancing safety and security:
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• Consumer

– 3DS 2.0 allows consumers to use their devices of choice to make more
secure transactions

– Provides a seamless consumer experience throughout the authentication
process

• Merchants

– 3DS 2.0 flows have been designed with performance in mind. They
also integrate more cleanly into the merchant experience

– Ability to support transactions on the channels that they choose to
utilize (i.e. Mobile, Internet of Things, etc.)

– Ability to share additional data and receive data back from the issuer or
its service provider (also known as an ACS) that facilitates intelligent
authorization decisions that minimize fraud

• Issuers

– Ability to offer secure transactions across the devices their cardholders
want to utilize. This means opportunity for more transactions on the
card

– Richer data in the flows allows for the ability to analyze transactions
and the Mastercard approach allows issuers to make the connection
between authentication and authorization

Background on Mastercard Identity Check Program
In October of 2016, Mastercard published two articles in our Global Security
Bulletin that provided initial details on our approach with 3DS 2.0 as well as
the introduction of the Mastercard Identity Check program, which will replace
SecureCode by 2019.

The following are highlights of timelines and important details relative to the
Mastercard Identity Check Program:

For all participants:

• All 3DS 2.0 deployments must adhere to the guidelines set forth in the
Mastercard Identity Check Program at the time of initial rollout. In addition,
all existing SecureCode implementations must adhere to the guidelines set
forth in the Mastercard Identity Check Program as of 31 December 2019.

If applicable law imposes a greater liability or a conflicting obligation, such
applicable law shall govern.

For participating issuers:
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• For all Payment Authentication flows: Authentication challenge methods no
longer supported - static authentication methods i.e. Passwords, Security
Questions, KBA, etc.

• Enrollment methods no longer supported: Activation During Shopping

• Authentication methods supported: Risk Based Authentication, Biometrics,
OTP, and out of band

• Key Performance Indicators: Integration of authentication with
authorization decisioning is recommended. Requirements have been
established for approval rates and fraud rates on fully authenticated
transactions

• Mastercard Identity Check brand must be visible

For participating merchants:

• Authentication flow must be integrated into checkout experience

• Must provide AAV during authorization request

• Mastercard Identity Check brand must be visible

For full details please refer to the following two items that were published in
Global Security Bulletin No. 10, 18 October 2016:

• Announcing Mastercard Identity Check Program

• 3DS 2.0 – Upgrading the Technology behind Mastercard SecureCode and
Mastercard Identity Check

3DS 2.0 and Mastercard Identity Check Program
Timeline
The EMV 3DS 2.0 specification was released to the public in October of 2016
by EMVCo. At present, the EMVCo testing and approvals platform is expected
to be made available to the public sometime in the second half of 2017.
The following table highlights the timeline for the Mastercard Identity Check
program on 3DS 2.0.

Target Date Item

January 2018 Mastercard opens 3DS 2.0 Identity Check program for early
adopters

July 2018 Participation in the Mastercard Identity Check Program using the
3DS 2.0 standard is open to all parties

There are recommended actions on the part of Issuers and Merchants in order
to prepare to support the above timelines and be prepared:
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• Issuers: Key considerations and call to action

– Plan to support Risk-based Authentication and Identity Check compliant
step-up

– Support of both App and Browser based flows

• Merchants: Key considerations and call to action

– Plan to support both App and Browser based on 3DS 2.0 flows

– Plan to integrate with an accredited 3DS Server (Merchant Integrator
Server that has been built to support 3DS 2.0)

Communication Plan for Identity Check and 3DS 2.0
There are still additional details around Mastercard’s rollout of EMV 3DS 2.0 and
Mastercard Identity Check Program that need to be shared with all interested
parties. A change of this magnitude requires focus on communication and
Mastercard plans to provide additional communication on this effort in the
following ways:

• Security and Operations Bulletins or Announcements– providing additional
details on, Mastercard timelines, and program requirements

• Mastercard Identity Check specific details – In order to fully prepare a
product to be 3DS 2.0 and Mastercard Identity Check Program compliant
parties will need to configure their systems in accordance with our
standards. To that end, Mastercard will be releasing specific documentation
in the second half of 2017 that will provide details around what must be
done to support the Merchant/Acquirer products as well as the Issuer/ACS
products on the Mastercard network along with our specific program rules.
This information will be published in the Authentication Network
Information Center on Mastercard Connect and can be found on
the Publications page under the Information Centers list. The
direct link for the Authentication Network Information Center is
https://w201.mastercardconnect.com/hsm3ca267/homememb/library/shared/AUTH/Menu_AUTH.shtm

• Webcasts/Webinars – Mastercard is considering the option of webcasts or
webinars to provide additional information to interested parties.

References to EMVCo and 3DS 2.0 specification
EMVCo is the entity that publishes the EMV 3DS 2.0 specification as well as
future versions. All EMV Specifications are made publicly available and the
same is true for the 3DS 2.0 Specification that was release in Q4 of 2016.

The following are references to information on the EMVCo website that
provide additional information on EMV 3DS 2.0:
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• EMV® 3-D Secure – Protocol and Core Functions Specification
http://www.emvco.com/download_agreement.aspx?id=1316

• EMV® 3-D Secure – SDK Specification
http://www.emvco.com/download_agreement.aspx?id=1366

• EMV® 3-D Secure – SDK - Device Information
http://www.emvco.com/download_agreement.aspx?id=1367

• Link to the 3DS 2.0 demo that will provide some insight
into what the user experience will look like for 3DS 2.0
https://www.emvco.com/about_emvco.aspx?id=309

Frequently Asked Questions (FAQ) section that contains details
and answers to some of the common questions around 3DS 2.0:
https://www.emvco.com/faq.aspx?id=305

Customers that would like to learn more about participating
in future discussion on 3DS 2.0 with EMVCo should visit
https://www.emvco.com/about_emvco.aspx?id=185.

Frequently Asked Questions

Why is a new version of EMV 3DS 2.0 needed?

3DS 1.0.2, which is utilized by the Mastercard SecureCode program rules, has
been around for the last 16 years but has not evolved with the world of
e-commerce. Consumers are frustrated with the use of static passwords, and
the merchant community favors less friction at check out to avoid unnecessary
abandonment. For this reason, 3DS 2.0 Specifications were developed within
EMVCo through a 3DS Task Force which introduced a framework for the new
global standard to enhance the security of digital payments and simplify the
purchasing experiences for cardholders when shopping on a mobile phone,
tablet, personal computer, or other smart devices. As the number of digital
transactions has increased, so has the cardholder’s demands for increased
protection of their payment information.

What are the advantages of 3DS2.0 over 3DS1.0?

The 3-D Secure 2.0 specifications is owned and managed by EMVCo, who
announced in 2015 that it would lead the payments industry in advancing
3-D Secure. Mastercard is part of the EMVCo Task Force who introduce
a framework for a new global standard to enhance the security of digital
payments and simplify the purchasing experience for cardholders when
shopping on a mobile phone, tablet, person computer or other smart devices.
The 3DS Task Force’s work focused on these areas:
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• Support specific application-based purchases on mobile and other
connected devices. Improve the consumer experience by enabling
intelligent risk-based decisioning that encourages frictionless consumer
authentication.

• Deliver best-in-class security enhancements.

• Provide better use of one-time passwords.

• Support issuers in offering their own authentication solutions through an
out-of-band approach.

• Enhance functionality that enables merchants to integrate the authentication
process seamlessly into their checkout experiences, for both application-
and browser-based implementations.

• Offer performance improvements for end-to-end processing.

EMVCo 3-D Secure 2.0 web cast -
http://www.emvco.com/about_emvco.aspx?id=306

Access to EMVCo 3-D Secure Specification -
http://emvco.com/specifications.aspx?id=299

Review EMVCo 3-D Secure 2.0 FAQ - http://www.emvco.com/faq.aspx?id=305

How does this align with Mastercard’s safety and security
strategy?

All Mastercard products and services that rely on authentication will be
improved and enhanced by EMV 3DS 2.0 and will take advantage of the
new consumer experience it brings. The EMVCo 3DS 2.0 message construct
provides additional elements to support increased data exchange between the
merchant and the issuer. We are leveraging this data to gain insight, upgrading
encryption and authentication technologies, resulting in a smoother, simpler
and more secure experience for cardholders. The specification also furthers
our strategies around Risk-Based Authentication (RBA) decisioning and usage
of ID&V, and MasterCard Identity Check: Mobile.

Issuer – Action Required?

Perhaps the most important decision an issuer can make is to offer a consistent
and secure payment experience while providing cardholders the confidence to
shop anywhere, anytime. Best practice is to utilize a risk based authentication
where applicable, coupled with strong authentication using dynamic
passwords, such as ID&V, Mastercard Identity Check: Mobile, OTP and RBA.

Issuers should already be engaged in early discussions to establish internal task
teams and set a project timeline with their ACS providers. This may include
the need for additional data from you or include approving screen designs for
both 3DS1.0.2 and 3DS 2.0.
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Issuer may wish to be proactive and contact their ACS vendor as soon as
possible to ensure early adoptions. If your existing vendor is unwilling to add
the new message type to their existing solution, you may want to consider
changing your ACS vendor to one that is listed on the Mastercard website

What is Mastercard Identity Check?

The Mastercard Identity Check global authentication program builds upon
the existing Mastercard SecureCode program and includes a suite of products
surrounding authentication. Mastercard Identity Check is designed to provide
safe and simple digital transactions and facilitate higher approval rates, by
improving the authentication experience for cardholders and merchants for
electronic commerce (e-commerce) channels. The program focuses on only
the best-in-class, user-friendly verification methods; and couples those methods
with key performance indicators to ensure that fraud levels remain in check
and consumer experience is optimal.

Where a cardholder is required to take action to authenticate him or herself
due to regulation or a risky transaction, the new program will help ensure that
only cardholder-friendly methods (such as one-time passwords or biometrics)
are used. Issuers will benefit from reduced fraud by enabling the effective
authentication tools allowed under the new program, while benefiting from
higher approval rates.

Identity Check is the new consumer facing brand for Mastercard’s Identity suite
of solutions and will replace SecureCode by December 2019. In the interim,
Identity Check solutions used by issuers under EMV 3DS 2.0 will work at
merchants that support either 3DS 1.0.2 (Mastercard SecureCode) or EMV 3DS
2.0 (Mastercard Identity Check) by ensuring that their ACS provider supports
both.

Many issuers may already have authentication solutions that meet the
qualifications Mastercard Identity Check. Issuers should work with their ACS
providers to review their best options. Merchants also need to work with
their payment gateways or acquirers.

For more details regarding the new U.S. Region Identity Check program, refer
to U.S. Region Operations Bulletin No. 4, 31 March 2016.

What is Identity Check Mobile?

The rapid adoption of smartphones and other mobile devices blurs the lines
between digital and physical payments. With this convergence comes high
consumer expectations for immediate and convenient transactions—creating
significant opportunities and challenges for financial institutions. Mastercard
Identity Check Mobile enables financial institutions to deliver on consumer
demands for security and simplicity across devices and channels with an
intuitive yet highly secure biometric authentication solution that allows
consumers to verify their identity using their ever-present mobile device.
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Identity Check Mobile is an app-based authentication solution that enables
cardholders to choose and use biometric, identifiers, such as fingerprint, facial
or voice recognition to verify their identity through their mobile device. It
verifies consumers by measuring and analyzing a cardholder’s unique physical
characteristics and the authenticity of the consumer’s device during each
transaction. By delivering simple, secure, and low-friction authentication,
issuers have the potential to:

• Delight digitally savvy consumers with an intuitive and consistent
experience

• Address regulatory requirements in some markets for strong two-factor
authentication

• Increase revenues by enabling increased transaction completion and
approval rates

• Decrease fraud and operational costs

• Enhance cardholders engagement and loyalty

• Increase in approval rates and completed transactions.

For additional information please email identity_check_mobile@mastercard.com

How does additional data support Risk Based Authentication?

Additional data elements are part of the 3DS 2.0 message construct to
support increased data exchange between the merchant and the issuer.
Providing a data-rich authentication message will support expansion of
Risk-Based Authentication (RBA) decisioning. RBA allows an issuer to
examine every authentication request but focus their fraud prevention efforts
on the transactions that present the most risk. RBA utilizes behavioral and
transactional inputs in conjunction with a risk engine to determine riskiness of
the transaction. Transactions deemed more secure, are silently authenticated,
while higher risk transactions are prompted to authenticate. Thus more
transactions complete with minimal cardholder disruption. The goal of risk
based authentication is to minimize the number of transactions that require
active authentication to occur, to improve consumer experience during the
checkout process. Mastercard recommends that issuers contact their ACS
provider about the options they support. For more information about Risk
Based authentication, download the white paper from:

Website: https://www.mastercard.com/us/company/en/docs/rba_secure_code_HR.pdf
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What does it mean for cardholders making payments?

It makes life simpler for cardholders while making payments even more
secure, with a consistent experience across all devices and channels, not just
PCs. They won’t need to commit a pre-determined password to memory and
they won’t be interrupted for identity details at the point of sale. This is
because the standard will allow the communication of richer authentication
data, which will result in far fewer challenges for consumer input. In the event
that an authentication challenge is needed, cardholders will be able to identify
themselves with the likes of one-time passwords, or biometrics, rather than
having to remember passwords. It also means the technology can be used on
emerging commerce platforms/devices such as mobile.

How long will it take to implement 3DS2.0 and 3DS 1.0.2
phase out?

The new protocols will be used concurrently with 3DS1.0.2 to make this
transition as seamless as possible. This approach will allow ACS providers to
respond to merchants that are using both the old and new message flow. It is
important that issuers make a decision about how they can provide a consistent
journey and a more seamless experience between the two transaction types.
Mastercard will continue to work with their stakeholders and service providers
globally to support the transition.

• 3DS Servers (formerly known as MPI) will built to support both 3DS 1.0.2
and 3DS 2.0.

• ACS’s will built to support both 3DS 1.0.2 and 3DS 2.0.

• Issuers will need to support 3DS 1.0 .2 and 3DS 2.0 on all card ranges

Who develops SDK?

The SDK’s will likely be developed by Merchant Integrators and other parties
that wish to offer services in that area. The ACS provider needs to be able to
support the SDK flows. Access to EMVCo SDK technical Guide:

Website: https://www.emvco.com/specifications.aspx?id=299

Mastercard Testing Requirements?

ACS providers, need to provide Mastercard proof of the passed test results
from EMVCo third party testing lab before they can begin their ACS program
testing with Mastercard, this will include test cases that are unique to our
program rules.

Issuers and merchants that use third party providers should contact their
vendors for more information on product availability.

A testing guide will be release later this year which will outline Mastercard
unique test cases for all parties.
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Acquirers – Timeline and Action Required

Whether you rely on one or more gateway/processor/Payment Services
providers or if you have chosen to purchase software and run the solution of
a gateway/Payment Service provider, action will need to be taken to ensure
you have the ability to support both 3DS 1.0.2 and 3DS 2.0 message type.
Note, no downgrade is possible on non-browser transactions as these are only
supported under the new EMV 3DS 2.0 standards.

How can we participate in the Early Adopter Program?

Details about this program will be the subject of a separate bulletin.

Questions?
Customers with specific questions or feedback relative to Mastercard’s 3DS 2.0
Identity Check program should send an email message to:

Email: 3DS2@mastercard.com
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